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Abstract:- The method of effective extraction of image cells for realization of steganographic protection
of information is proposed in the paper. On the basis of the proposed method, a method for constructing a
container is proposed as represented by a graphic file. The main units of the steganographic system are
developed on the basis of the proposed method of a graphic container constructing. To increase the
number of the extracted cells, noise is added to the image. Noise cells are also used to embed message
bits. The schemes and VHDL models of the cell extraction unit are developed.
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1 Introduction 1. The container generated by the
system itself [9, 10].

The task of information security from 2. The container selected from a set of
unauthorized access has been solved throughout containers. '
the history of humanity. There are two main 3. The container comes from outside.
ways to solve this problem: cryptography and The _paper - examines and explqres the
steganography. The purpose of steganography is containers represented by graphlc .ﬁles.
to hide the very existence of a secret message. In Typically, in each selected container, image
this case, both methods can be combined and cells are selected. Bits of the cells will be
used to improve the effectiveness of information embedded with the bits of the secret message.
security. Computer technologies have added a These bits must be selected in such a way that
new impetus to the development and the o]asewer cannot determine them. The t.ask
improvement of steganography. A new direction of this work is to select apd create a container
in the field of information security appeared - and flevelop an efficient a}gorl‘Fhm for
computer steganography [1-8]. selectlng the cells of the container image to

Messages are embedded in digital data of an embed bits of the secret message.
analog nature suc as audio recordings, images,
videos, texts, etc. In computer steganography, a 2 Search for an approach for the
secret message .is eml?edded in a co ntainer, formation of the necessary
which is a graphic, audio or text file. The most .
common are graphic and audio files. container

Containers can be of different volumes. The
larger the container, the more information can be For successful steganographic protection of
hidden in it. If the container is continuous digital messages, different approaches are
(streaming), itis impossible to determine its used to design the container. The container is
beginning and end. Containers of a limited size designed in such a way that visual changes of
limit the amount of the secret message. Here are embedding secret bits will not be observed.
the types of containers: There are various ways of searching for such
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cells (dots or pixels) on the image into which
digital message bits are embedded without
visible changes in the optical pattern. It is also
necessary to take into account the use of
mixed encryption, which increases resistance
to unauthorized access.

The most common method of steganographic
protection is the LSB method [6-8], which
implements the replacement of the least
significant bits of color bytes with message
bits.

One approach is to select areas with the same
color. In these areas, a p ointwise encrypted
message is embedded in a smaller (per unit
brightness), or greater brightness values. An
example of such an image with one area is
shown in Fig. 1.

Innalimageares
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changad brightness
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madied brightness
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Fig. 1 An example of the embedding of an
encrypted message in selected cells.

In the figure, no visual changes are
observed. However, statistical analysis of
images can easily identify selected cells in the
entire image. To decrypt the message received
in the container, the recipient must have
knowledge that indicates the coordinates of
the allocated cells with embedded bits of the
secret message, along with the brightness
level of the area containing them.

Since the opponent can assume that cells with
a different color or brightness can exist on a
solid background, an algorithm is used
according to which the cells with the selected
color are selected and the bits of the message
are hidden in them. Such cells can be located
in different places of the image. The
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extraction of such cells is easily accomplished
with the help of cellular automata (CA) [11 -
15]. An example of a fragment of a graphic
container with cells of the same color that are
not located side by side, but form a single
group is shown in Fig. 2.
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Fig. 2 Example of the distribution of one color
cells in a container.

3 The method of extracting image
cells for the embedding of message
bits

In general, the method of steganographic
protection of messages in a graphic container
consists of the following steps.

1. An image is selected as a
container (color or grayscale).

2. All the points (cells) of the
image are analyzed.

3. The cells of the image, in which
you can embed the message
according to the chosen
algorithm, are selected.

4. The sequence of the selected
cells according to the specified
sequential search algorithm is
indicated.

5. The digital secret message is
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encrypted according to the
selected algorithm.

6. Bits of the encrypted message
are embedded into the selected
cells with a given sequence.

7. The received steganogram is
sent to the data transfer channel
are sent.

8. The cell is extracted from the

receiving side according to a

predetermined sequential
selection algorithm of selected
cells.

9. A ciphertext is formed by

extracting bits from the codes of
the extracted cells.

10. The  digital sequence is
decrypted; and a secret message
is obtained.

The key place in the method under
investigation is the method of extraction cells
into which bits of the secret digital message are
embedded.

To implement such a method,
following actions are performed.

1. A color image is selected as a
container.

2. The selected color image is

the

transformed to a grayscale
image.

3. The brightness threshold is
chosen.

4. A gray image is binarized
according to the chosen
threshold.

5. Selected cells on a binary image
are extracted.

An example of such a preliminary
processing on Fig. 3 is shown.
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Fig. 3 An example of threshold processing
of images for the extraction of isolated cells.

Fig. 3 shows the initial image, which is
transformed into a multi-gradation gray image.
The results of threshold processing of the
resulting gray image are also shown. The
threshold was set for different brightness values.
For different values of the brightness threshold,
there are different numbers of individual white
cells inside black fields and isolated black cells
on a white background. Having determined the
coordinates of such cells, the corresponding bits
of the secret message are embedded into the
lower digits of the cell codes of the original
image or message.

To determine the isolated cells on the
opposite background, the theory of CA is used
[11-15]. According to the theory of CA, each
cell realizes a local transition function.
Arguments of this function are the state signals
from the neighborhood cell outputs. Each local
function is chosen such that it satisfies the final
result of the general state of the CA. For our
case as a whole, the CA must leave the cells that
are isolated on the corresponding background.
An example of such a selection is shown in Fig.
4.
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binary image cell extraction result

call extraction
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Fig. 4 An example of isolating unit cells
of an image.

In the example shown in Fig. 4, a
brightness threshold of 50% made it possible to
extract 20 isolated cells. For different values of
the brightness threshold, the number of extracted
unit cells varies.

Each cell of the CA realizes the following
logical function:

bl(t+1):b|(t)/\ﬂt_)/\at_)/\m/\mvbi ) A X () A%, () A% (£) A %, (1)
(1)

where b‘ (t) is the state of a cell at the time t;

X (t) is the state of the neighboring i-th cell at
the time t.

This function implements an algorithm
that does not take into account the state of cells
located on d iagonals with a control cell. An
example of the operation of such a CA is shown
in Fig. 5. We note that this function realizes the
work of the CA in which the von Neumann
neighborhood is chosen.

Sin s

[ cellextrachonusingvon [ ]

Nevmann's neichborhosd
> t__

Figure 5 The CA work by the von
Neumann neighborhood.
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This example reflects the imperfection of
using the von Neumann neighborhood for
constructing a stegocontainer in construction
steganography. On the resulting image, there are
cells that are adjacent diagonally. This
circumstance does not give completely isolated
cells in the CA field. The best way to implement
this method is to use Moore's neighborhood,
which takes into account the neighborhood of
the additional four cells that are located
diagonally.  According to the Moore
neighborhood, each cell performs the following
logical function:

b, (t+1)=b,(t) A X, () A X, ) A X5 () A X, () A X5 () A X, (0) A X, () A X (E) v
vm/\ X,(t)/\ Xz(t)/\ XB(I)/\ XA(t)/\ Xs(t)/\ Xﬁ(t)/\ X7(t)/\ Xx(t)

2

The use of Moore's neighborhood makes
it possible to eliminate the disadvantages of
using the von Neumann neighborhood. An
example of extracting unit cells in the
neighborhood of Moore is shown in Fig. 6.

i::: Raan aaL

cell extrartion using Maore's T

: hhorhacd

_

Fig. 6 The result of the work of the SC in
extracting unit cells based on the Moore
neighborhood.

Using Moore neighborhood makes it
possible to completely extract isolated cells. The
number of extracted cells is decreased. An
example of the change (message bits
embedding) of color and brightness when
implementing a hidden message is shown in Fig.
7.
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P e fur e bigmness haeshol Noises of this type are present in almost

all images; and do not cause much suspicion in
humans. For our example, the cells that belong
to the noise are highlighted in Fig. 9. We see a
different number of cells for different brightness
thresholds.

hiding of & text message

%

gray-scale image with noise 7% 50% brightness threshold
) % | mA

Fig. 7 An example of image changes
when embedding a message into extracted cells
for a 50% brightness threshold.

4271 cells were extracted

Message bits are embedded in 20 cells of
image. The image is selected with a size of 300
x 370 with a resolution of 72 pixels / inch. The
figure shows that no visual changes occurred. If
there are not enough isolated cells in the selected
containers, additional noise such as "salt" and
"pepper” is introduced into the container. An
example of the introduction of noise of this type
is shown in Fig. 8.

inftial color image

a)

gray-scale image with noise 20 % 50% brightness threshold

6639 cells were extracted

b)

Fig. 9 Example of extracted cells at
different brightness thresholds.

Fig. 8 An example of the introduction of
noise such as "salt" and "pepper".
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The initial image is shown in Fig. 8. In
this image, changes are made by noise. Isolated
noise cells are identified according to the
described algorithm. Noise does not always give
a result in percentage since noise cells can be
located as adjacent cells.

This approach also does not provide
visual changes in the original image since noise
cells remain in the image area and are perceived
as noise rather than as cells with embedded bits
of the digital message. Thus, the use of this
algorithm is possible. In this case, the opponent
can guess that the bits are embedded in the noise
pixels. Using the corresponding analysis can
open the embedded message.

To eliminate the possibility of disclosing
and detecting an embedded message, an
additional bit sequence conversion (encryption)
is used. This practically implements streaming
encryption. The scheme of such encryption in
Fig. 10 is shown.

SaCre MEssage .
c cipher message

HH :]’/L:
N, 7

o

PRNG PRYG

u |

key

Fig. 10 Scheme for encrypting a secret
message.

The main module of such a scheme is a
pseudo-random number generator (PRNGQG),
which forms a pseudo-random bit sequence. The
resistance to cracking of the received shifrogram
depends on the structure and properties of
PRNG. The repetition period of the bit sequence
is important. The length of the pseudo-random
bit sequence limits the length of the embedded
secret message. The most effective PRNGs are
generators, which are described in detail in the
papers [13 - 15]. These PRNGs are implemented
on the basis of CA.

It is necessary to carry out random
selection of cells. For a complete search of the

inilial secrel message
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according to the simplest search algorithm. Each
filled cell of the table is coded by a
corresponding number. Further sequential search
of cell addresses is carried out. Such an
algorithm can be an algorithm for enumerating
every tenth number, then every ninth number,
etc. It is also possible to sort through rows or
columns and to perform a sequential search.

Consider an example for a small array of
cells. The initial array with the extracted cells is
shown in Fig. 11.

1

-

Fig. 11 An example of an array of 10 x 10
with extracted cells.

According to the obtained array (Fig. 11),
Table 1 is constructed. The coordinates of the
array cells are distributed in it. The last column
of Table 1 shows the selection sequence of the
extracted cells.

Table 1 Distribution of coordinates of the
extracted cells.

selected cells, they are distributed in the form of;
a table in order to increase the coordinates

Ne of cell

Selected number
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Thus, all the moments for the reliable
implementation of the method were taken into
account. According to these provisions, a
general scheme of the method of steganographic
protection of messages based on design
steganography is constructed (Fig. 12).

W TGSEC LCSEC

comtamer

BICL MEU
RepUOpTETEA

. . b mesrage v
seerel message N i
4

Lraer

Fig. 12 Structural diagram of
steganographic protection of messages based on
design steganography.

The circuit is divided into transmitting
and receiving parts. The transmitting part is
embedded in the secret message. First, the secret
message is encrypted with help PRNG and
encryption unit (EU). The container is also
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constructed with the help of cell extraction unit
(CEU). The coordinates of the isolated cells are
transmitted to unit of consecutive selection of
extracted cells (UCSEC). At the output of this
unit, a sequence of selection of extracted cells is
formed. The bits of the ciphertext are
transmitted to the input of the bit introduction
into the cell unit (BICU); the second input is
transmitted to the container; and the third input
is transmitted to the cells. BICU implements the
insertion of the ciphertext bits into the least
significant bits of the extracted cell codes. At the
output of the BICU, a steganogram is formed.

Extraction of ase cret message on the
receiving side is carried out in the reverse order.
The steganogram is transmitted to the input of
message extraction unit (MEU). The UCSEC
sequentially determines the cells in which the
message bits are embedded. At the output of the
MEU, a ciphertext is generated, the bits of
which are extracted from the least significant
bits of the selected cells. The cryptogram is
transmitted to the input of decryption unit (DU),
at the output of which the original message is
extracted.

Thus, to implement steganographic
protection of digital messages, it is necessary for
the receiving and transmitting parts to consider
the following facts:

1. Encryption key (decryption).

2. Structure and algorithm of
PRNG work.

3. The brightness threshold for
image binarization.

4. The structure of the CA and the
local function of one cell.

5. Selection algorithm of
extracted cells.

Such parameters are very difficult to
select by analysts, so the method provides a high
degree of protection.

the

4 Hardware Implementation of the
method of constructing a container
for creating a steganogram
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The hardware implementation of the method
of constructing a container gives a high quality for a
whole set of indicators. First, the speed of the method
is increased due to the use of CA. Since the hardware
implementation of methods for the encryption of
digital messages is sufficiently developed, the
implementation of methods for constructing
containers requires extensive attention. The structure
that implements the method of constructing the
container is shown in Fig. 13.

U ICEU BSSU UCSEC
the sequence of
mput Enage N . extracted cells
umber of bats
Fig. 13 Structure of the container preparation
device.

The device contains an image binarization unit
by brightness gradations (IBU), isolated cell
extraction unit (ICEU), binary slice selection unit
(BSSU) and unit of consecutive selection of extracted
cells (UCSEC). Each block in this sequence performs
an appropriate function, which indicates its
complexity.

At the output of the device, the coordinates of
the cells of the initial image of the container are
formed and embedded in the bits of the message will
be embedded. In the first step, the image is divided
into binary slices. Each binary slice is an image
consisting of black and white cells, which are
obtained by performing threshold processing. An
example of partitioning into binary slices is shown in
Fig. 14.

nitial image third binary array

firstbaryamay  second binary aray

fourth binary aray

Fig. 14 An example of partitioning an image
into binary sections.

ICEU extracts unit cells in each binary array.
After extraction, each binary array has ad ifferent
number of selected cells. BSSU selects a binary array
based on the length of the binary message. UCSEC
creates the necessary sequence of selected cells. At
the output of UCSEC, a sequence of coordinates is
formed in time. According to this sequence, bits of
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the binary message are embedded in the selected
cells. The IBU structure is shown in Fig. 15.

BCCU BUI B2 BUa

input image

-

Fig. 15 Structure of the IBU.

The IBU consists of brightness - code
conversions unit (BCCU) and n binarization units
(BUj). All the blocks BCCU and BU are cell arrays,
which are arranged one by one sequentially. The
output of each cell of the previous BU;_; is connected
to the input of the corresponding cell of the next BU;.
Each array that is formed in all BE is transmitted at
its own BCCU or via a switch.

BCCU is a CA organized by Moore
neighborhood. The functional diagram of such a cell
is shown in Fig. 16.
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Fig. 16 Functional diagram of the CA cell for
extracting unit cells in a binary image.

Fig. 17 shows the time diagrams of cell work
obtained in CAD Active-HDL.
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Fig. 17 Time diagrams of cell work obtained
in Active-HDL CAD.

5 Conclusion

Volume 14, 2018

[ f
il ]



WSEAS TRANSACTIONS on SIGNAL PROCESSING

The paper considers approaches to the
formation of containers. An algorithm for extracting
image cells for embedding a message bit is presented.
The algorithm was considered for extracting unit
cells on the selected color background. In this case,
the algorithm can be used to extract other cells (not
only unit cells). The use of the theory of cellular
automata allows you to specify different
combinations of extracted cells. The conducted
studies show that no visual changes occur after the
introduction of the message. The implementation of
the pseudo-random bit sequence generator based on
cellular automata allows you to select different initial
states from the container image. A structure for the
extraction of unit cells has been developed and
modelled in the Active-HDL environment, which
makes it possible to implement the system on modern
FPGAs.
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