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Abstract: This paper investigates the outage performance in multi-user and multi-relay cognitive amplify-and-
forward relaying networks for MinW relay selection scheme over independent non-identically distributed Rayleigh
fading channels, where the eavesdropper node may intercept the source message. To guarantee the quality-of-
service of the primary user (PU), both the maximum tolerable peak interference power at the PU and maximum
allowable transmit power at secondary users are considered. Relay selection is employed in this paper to improve
the secure transmission from secondary source to secondary destination by minimizing instantaneous signal-to-
noise ratio at the eavesdropper. For the considered relay selection scheme, we analyze its outage performance and
obtain the closed-form lower and upper bounds as well as asymptotic expressions for reliability outage probability
(OP) with maximal ratio combining utilized. From the asymptotic expressions, it can be observed that the diversity
gain of OP equals to V 4 1, where N is the number of secondary destinations. Finally, Monte-Carlo simulations
are presented to validate our analysis results.

Key—Words: Outage probability, amplify-and-forward, cognitive relaying networks, relay selection, maximal ratio
combining.

1 Introduction spectrum [5]. Physical-layer security of CRNs against

eavesdropping attacks have received more and more
Cognitive radio networks (CRNs) with spectrum shar- attention [6-8]. To improve the physical-layer secu-
ing are regarded as a promising solution to improve rity of wireless transmissions, selection technique has
spectral efficiency and solve the problem of spectrum been widely used in CRN [6,9, 10]. For example, the
scarcity [1]. In underlay cognitive networks, the sec- multi-relay cognitive DF relaying networks have been
ondary users (SUs) can simultaneously access the li- considered in [6] and the relay selection scheme has
censed spectrum of the primary user (PU) without re- been proposed to schedule the best relay by maximiz-
ducing PU’s quality-of-service (QoS). Thus, to pro- ing the achievable secrecy rate without harming the
tect PU from harmful interference, the transmit pow- primary user. In [11], we analyzed the intercept prob-
er constraint at SUs must be considered. Due to the ability for a relay selection scheme, namely MinW
transmit power constraint and the fading nature of scheme, which can minimize the instantaneous SNR
wireless channels, the performance of the SU may at the eavesdropper, however, reliability performance

be degraded considerably. In recent years, to further was not studied. As well known, reliability and safety
improve the performance of the secondary networks, are two important performance metrics.

incorporating cooperative relaying into cognitive net-

works has gained extensive attention [2-4]. In this paper, we investigate the reliability out-

On the other hand, due to the distributed nature age performance for MinW scheme in multi-user and
of the broadcasting channel, wireless communication multi-relay cognitive AF relaying networks in the p-
has become more and more vulnerable to serious se- resence of eavesdropping attacks with maximal ratio
curity threats such as the wiretap of the eavesdrop- combining (MRC) utilized. Closed-form lower and
pers, especially in CRNs where many unknown wire- upper bounds for reliability OP over independent non-
less devices can opportunistically access the licensed identically distributed (i.n.i.d.) Rayleigh fading chan-
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nels are obtained. Furthermore, in order to provide
further insights, asymptotic analysis for the corre-
sponding bounds of OP are also presented from which
it can be observed that the diversity gain of OP equals
to N + 1, where N is the number of secondary des-
tinations. Specially, to guarantee the QoS of the PU,
both the maximum tolerable peak interference power
at the PU and maximum allowable transmit power at
secondary users (SUs) are considered in this paper.

2 System Model and Relay Selection
Scheme

We consider a dual-hop cognitive AF relaying net-
work, where multiple SUs can access the same fre-
quency spectrum licensed to the PU simultaneously.
Specifically, the considered network is composed of
one SU source S, K SU relays {Ri|k =1,2,..., K},
N SU destination {D,,|n = 1,2,..., N}, one PU re-
ceiver PU and one eavesdropper EVE, as shown in
Fig. 1. Assume that all terminals in the network are
equipped with single antenna, and operating in a half-
duplex mode; all links undergo i.n.i.d. Rayleigh fad-
ing and all the noise components are additive white
Gaussian noise (AWGN) with zero mean and variance
Ny. To guarantee the communication quality at the
primary network, total accumulated interference at PU
should not exceed the maximum tolerable interference
power Q. Thus, the transmit powers at S and Ry, are
strictly governed by Pg = min (Q/ \hsp|?, Pg) and
PiRk = min (Q/‘thP|2>PRk)’ where PS and PRk
are the maximum transmit power at S and Ry, respec-
tively, and hjsr is channel coefficient with M and T
denoting two arbitrary nodes.

Before data transmission, the best sec-
ondary destination Dy, is firstly selected
based on the channel quality of the direc-
t links, ie., n* = arg me%c(ys,jn), where

n

Vs, = min (Q/|hspl?, Ps) (dgh, |hsp,|*/No)
denotes SNR at D,, when S transmits a signal directly
to Dy, dsp, represents the distance between S and
D, and p represents the path loss coefficient. After
D« is selected, the communication from S to D,,»
completes in two phases. In phase I, the SU source
broadcasts its information to both Ry, and D,,«, while
simultaneously the EVE intercepts the information.
In phase II, ) amplifies the received signal from the
SU source and forwards it to D,,«, while the EVE also
can wiretap the signal transmitted from Rj. Based
upon this procedure, the received SNR at EVE, i.e.,
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Fig. 1: System model.

VSRyE> and at Dy, i.e., Ysgr,D,., during the relay
transmission process, can be expressed as

VSR, YR E
VSRLE = ; (D
g VSR, + VR,E 1
YSRy VRg D, *
VSRyD,« = ko (2)

YSRy + YReD,« + 17

respectively, where

dsp, |hsr, |
vsr, = min (Q/|hsp|?, Ps) ===,
0
dg’ glhr,B)?
i = min (Q I, P ) L

dgip,. |ryD,. |
No ’

YRryD,. = min (Q/|hr, p|*, Pr,)

In order improve the physical-layer security, from
(1), one relay, i.e., Ry~, is selected following MinW
scheme [10,11]
3)

E* = i .
arg min {vsr.E}

Using maximum ratio combing (MRC), the selected
destination D, combines the received data from the
SU source and the selected relay Ry+. Hence, the end-
to-end SNR at D,,« can be given as

4)

YD, « = YSRyxD,x + VSD,x-
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3 Outage Probability Analysis

The outage probability, Pout(7tn), is defined as the
probability that the end-to-end received SNR at the
selected secondary destination, i.e., vp, ., falls be-
low a specified SNR threshold 7, i.e., Pout(Vth) =
Pr{vp,. < un}. Without any loss of gener-
ality, it will be assumed that Pr, = PFs

AN
P;. Define Bgp = 1/E{’h5p|2}7 /BRkP
JAN _
1/E{|hr, P}, Bl = 1/E{Pd,[p|hyr]*/No},
A _ .
Q= 1/E{Qd, - har|?/No} with M € {S, Ry}
and T' € {Ry, Dy}

In the following, we will investigate the reliabili-
ty outage performance of the considered network for
MinW scheme.

(el

3.1 Bounds Analysis for OP

Based on the probability theory, we know that Pr{ X+
Y <c} <Pr{X <c}Pr{YV <c}if X >0,Y >0
and ¢ > 0, thus, using (4), the upper bound of relia-
bility OP can be obtained by

Pout,ub (i) = Pr {max('YSDn) < 'Yth}
neN

VS Ryx YRyx D
x Pr bk < h} (5)
{'YSRk.* + 'YRk*D +1 !

Then, the upper bound of conditional OP can be ex-
pressed as

T

P, ¥) = Pr { matsn,) < 90/ |

<P { VS Rypx VRyx Dy
VSR T 'YRk*Dn* +
7’2

1 < ¥l X, Y} (6)

Since all the links from secondary S to D,~ experi-
ence Rayleigh fading, 77 can be expressed as

N
Ti= HF'yspn(’Yth‘X

n=1

N
[Tt —exp(rnBsn,)], ()
n=1
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where Sy = 1/E{yyr} with M € {S, Ry} and
T € {Ry, Dy, E}. And T3 in (6) can be written as

N K
To = ZPr(n* =n) ZPr(k: =
n=1 k=1

YSR, YRy, Dn
x Pr SVhX7Y}7 (8)
{'YSRk +YR,D, +1 th|

P
where
N—1
Pr(n*=n)=1+ Z
q=1
—1)4
X Z 15} ( +) %DE '
Aqg{17"'7n_17n+17"'7N} Dn jEAq SDj

‘Aq|:f1
Utilizing [12, eq. (19)], ¥ in (8) can be obtained by
Y =1 — Bsg, exp [~ (Bsr, + Br,D,.)]
1
o 2\/%h(%h + 1)BR.D,,

Bsr,,

x K <2\/’Yth(%h + 1)55RkﬁRan> , )

where K (-) denotes the first-order modified Bessel
function of the second kind [13, eq. (8.432)]. Then,
Pr(k* = k) can be formulated as

K
Pr(k* = k) =Pr ﬂ (YsryE < VSR.E)
=
o | K
:/0 Hpr(y <sreB) | frsre®)dy. (10)
2k
C

Utilizing [12, eq. 19] and recalling lir% Ki(z)=1/x,
z—
L in (10) can be obtained,

K

K
L= Hl_Pr(VSR4E<y :H[ ’YSRE )}
Zh Zh
K
= exp|—y > _(Bsr, + Bres)| - 1D

(=1
£k
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By substituting (11) into (10) and performing the re-
quired integral, a closed-form expression for Pr(k* =
k) is attained as

Bsr, + Br.E

- .
Bsry, + Br,e + > (Bsr, + Br.E)
=1
£k

In addition, it is true that

(Q )\ [ Ps, ifX<Q/Ps,
e <X’PS> - { o/X, itX>q/ps. ¥

e _ | Pgr,, ifY <Q/Pg,
i (Y’PR’“> _{ Q/Y, itY >Q/Py. ¥

Then, the upper bound of OP can be expressed as

Pout.a (in)= /O h /O " TiTatx (@) fr (y)dady

= &1(yn) + &(vn) + & (ven) + &(vem),  (14)

where

with Z(a, b, ¢,d) = f; fcdﬂBfX(x)fy(y)dxdy. In
this sequel, it is assumed that the links from S to Ry
experience independent identically distributed (i.i.d.)
Rayleigh fading, i.e., 8sr, = Bsr, Vk. The same as-
sumption can be made for the secondary destination-
s and the PU receiver, i.e., 8sp,, = Bsp,BRr.D, =
BrD,Br,p = Brp Vk,n. Note that the channels
pertaining to different hops experience distinct fading
conditions from each other. Since |hsp|? and |hrp|?
are Rayleigh distribution, the probability density func-
tion (PDF) of |hsp|? and |hgp|? can be expressed as

fx(z) = Bspe ™7 fy (y) = Brpe Y717, (15)
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respectively. Substituting (7), (8) and (15) into (14),
and after some manipulations, one can obtain

N N
&(ym) =] [ = exp (—9nB8p, )] D> Pr(n* = n)
n=1 n=1
K
x (1= Ap) (1= Ap) > Pr(k* =k)
k=1

X [1 — 2B&R, exp [~y (BEr, + BR,p,)]

n=1

K
X (1= A1) Ay Y Pr(k* = k)
k=1
. Brpexp [—%h (ﬁng + 5 ngDn)}

X Q
YehBg, p, + BrP

,» (A7)

N N K
&(vm) =) (Z) (—D)™> Pr(n*=n)>_
n=1

k=1
x Pr(k* = k)A; (1 — A9 Bsp

X exp <—7 hmgﬁQ ) !
BRSSP %hmﬁgpm + Bsp

exp [_'Yth (p%ﬁng + BE, Dm)}

;o (18)
'Yth(mﬁgpm + 6§Rk) + Bsp
N N N K
0w =3 ()0 P =m) 3
m=0 n=1 k=1

x Pr(k* = k)A1A2BspBrpexp (—’YthmgtﬂgDm>

exp [—%h p%(ﬁggk +ngDm )]

(’Yth (777738 D, +ﬁ§ R.) +ﬁsp><%hﬂgk D, +5RP)

XL —

1
+ - (19
5RP(%hm5§Dm + Bsp) }
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where A1 =exp (— P%BSP) and As =exp <— P%BRP) .
It can be observed that yp- in (4) is upper bound-

ed by yp+ < 2max{ysp=, VSR,. D}, as a result, the
lower bound of OP can be obtained as

ﬂ}

2

" Pr{ VS Rys YRy Dy < %h}
YSRys t YRy Dy + 1 2

() o) s (h) () e

Pout1b(Vtn) = Pr {’YSDH* <

3.2 Asymptotic Analysis for OP

To provide further insights into the performance
and diversity order of the system, we now inves-
tigate the asymptotic expressions for OP in the
high-SNR regime. Without loss of generality, de-
fine ¥ = 1/Ny as the average SNR and as-
sume /P, = pu, where p is a positive constant.

Thus, B = 1/ (VEAPsfylharr}), Br =
1/ (w{gd;fﬂhmm) with M € {S, Ry} and
T € {Rg,D,}. Consider the facts (1) Cll,ll)rg) e 9T =
1 —ax; (2) algli% Ki(x) = 1/x. Using these facts and

after some algebraic manipulations, when 7 — oo,
&1(x), &2(x), &3() and &4(x) become

N N K
&°(x) = [[ @BEp,) Y Pr(n"=n))
m=1 n=1 k=1

x Pr(k* = k)(1 — e*“rBSP)(l _ e*uﬂnp)

1 N+1
X [x(ﬂgzzk +5}§kDm)] x <,y> . 2D

N N
&) =~ [ (@BEp,) Y Pr(n’
m=1 n=1

:”)Z
k

=1
x Pr(k* = k)(1 — e—uﬁsp)e—uﬁﬁp

X

—

1 N+1

N N K
&) ~ [[ @uBdp, ) Prn* =n)>"
m=1 n=1 1

x Pr(k* =k)(1 — e*uﬁRp)efu,Bsp

1\ N+
X [x(uﬂng +5§kpm)} x (’Y) , (23)
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Fig. 2: OP and asymptotic behavior versus system S-
NR # for different numbers of secondary destinations
with K =2, P, =Q =0.5.

N N K
& @) > [ @uBdp, ) D Pr(n* =n) Y
m=1 n=1 k=1

« Pr(k* = k)e_N(BSP'f‘BRP)

(
1\ N+
X [wu(ﬁ?Rk —1—51%,3”1)} x <’y> . (24)

Thus, substituting these results into (14) and (20),
the corresponding asymptotic approximation for up-
per and lower bounds of OP can be obtained. As ob-
served from the above expressions, the diversity gain
equals to NV +1 indicating it only depends on the num-
ber of secondary destinations, which means the diver-
sity order is independent of the number of secondary
relays.

4 Numerical and Computer Simula-
tion Results

In this section, Monte-Carlo simulation is provided to
validate our analytical expressions. Specifically, we
consider a 2-D plane network, where the SU source
is located at (0,0), the SU relays and destinations are
clustered together and located at (1/2,0) and (1,0), re-
spectively, the PU is located at (0,1), and the eaves-
dropper EVE is located at (1/2,1). Without loss of
generality, we assume that the average channel gains
is determined by the distance among the nodes, and
we set the threshold ~yy, to 5 dB for Figs. 2 and 4 and
the path loss coefficient p to 4. The “Anal.” and “Asy.”
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Fig. 3: OP and asymptotic behavior versus system S-
NR # for different numbers of secondary relays with
N=2 P =0=0.5.

curves in Figs. 2 and 3 represent the lower bound-
s of OP and the asymptotic approximation for lower
bounds of OP, respectively, the upper bound of the
OP is not shown to avoid entanglement. Observed
from Figs. 2-4, the derived lower and upper bound-
s of OP are both very tight with their corresponding
simulation results, thus validating the correctness of
our analysis results.

Fig. 2 depicts the impact of the number of sec-
ondary destinations N on reliability OP of the CRN
with K = 2and P, = Q@ = 0.5. As observed
from this figure, reliability performance improves as
the number of secondary destinations N increases. In
addition, it can be seen that the diversity gain increas-
es as [V increases. In addition, the diversity order of
reliability OP is independent of the number of relays
i.e., K, just as our preceding analysis.

Fig. 3 shows the outage probability versus sys-
tem SNR 7 for different numbers of secondary re-
lays when threshold 7, = {5,10} dB, assuming
N =2, P, = Q = 0.5. It should be noted that the
outage performance improves as <y, decreases. As
shown, when ~; is a certain value, the OP curves
overlap completely when the number of secondary re-
lays K = 2, 4, which means diversity and coding
gains of the considered network are independent of
the number of secondary relays.

Fig. 4 displays the impact of maximum transmit
power P, on reliability OP when K = N = 2 with
interference temperature Q = [3,9, 15] dB. It is ob-
served that when Q is a certain value, the OP tends
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Fig. 4: Impact of P; on outage probability with K =
N =2,

to be stable with the increase in P;. This is because,
when FP; is large enough, Q will limit the transmit
power of the secondary nodes thus determining the
outage performance. Similar impact of the maximum
tolerable interference power @ on OP with fixed P;
can be observed which is omitted here due to space
limitation.

5 Conclusion

The outage performance of multi-user and multi-relay
AF CRNs for MinW scheme has been investigated
over i.n.i.d. Rayleigh fading channels in this paper.
Specifically, closed-form lower and upper bounds as
well as asymptotic expressions of reliability OP have
been derived. Our analysis reveals that the diversi-
ty gain of reliability OP for MinW scheme equals to
N + 1, where N is the number of secondary destina-
tions, independent of the number of secondary relay
nodes. Finally, simulation results are provided to val-
idate the analysis.
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