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Abstract: - This paper presents a new technique of multi-level security for image transmission based on image
signature by Discrete Cosine Transform (DCT2) and image encryption by Double Random Phase Encoding
(DRPE). This technique is implemented in two successive steps to enhance the security level of the transmitted
image. The proposed technique exploits the benefits of signature and encryption, which make it robust to image
processing attacks such as speckle, impulsive and Gaussian noise. Several experiments have been carried out to
test the performance of the proposed technique in the terms of Peak Signal-to-Noise Ratio (PSNR), processing
time and correlation coefficients. The obtained results show that, the proposed technique enhances the security
level of the transmitted images with better immunity to noise when compared to stand-alone signature or
DRPE.

Key-Words: - Digital image signature, Discrete Cosine Transform (DCT), Image encryption, Double Random
Phase Encoding (DRPE).

1 Introduction transforms. The most famous and favourite
Recently, the interest in digital communications transform is the discrete cosine transform (DCT2)
has increased rapidly, and its influence on our [4]. Based on the simplicity of the DCT and its
advanced electronic world has grown largely. Thus, energy compaction property, it will be chosen for
the security of information must be increased and signature in this paper. _
multi-level security systems are has become badly Several encryption techniques have been
needed. The problem with images is more serious as proposed during past decades [5-12]. However, any
digital images are attacked through transmission via cryptosystem is claimed to be secure only if it is
the Internet or other communication media. To able to endure attacks. Much effort has been exerted
guarantee trustworthiness and security for image to enhance encryption. One of the most popular
transmission, image authentication techniques have encryption techniques is the DRPE presented by
been proposed to confirm content integrity and Refregier and Javidi [13]. Encryption by DRPE is
prevent forgery attacks [1-5]. These techniques need highly successful and is widely used [14-16]. It is
to be robust to image processing and transmission implemented using two random phase masks. One
errors, while being able to detect noise and attacks mask is inserted in the input plane and the other in
on the images. Digital signature and encryption the Fourier plane to encrypt the image to a
techniques are the most famous techniques that stationary white noise [13], [17]. At the receiver
provide security to image transmission [1-12]. side to retrieve the original mform_atlon, the
Digital signature provides secure methods for encryption method and keys are required to be
image transmission [1-4], where it protects the !<nown. Without these keys, no one can get original
copyright information of the users, and provides Image. _
also high resistance to image processing. Digital ~In this paper, we propose a new technique to
signature is the process of embedding information improve the security of image transmission. The
into digital media such as images (binary, gray-scale proposed technique is a hybrid technique that
or color), audio, and video by using any type of combines image signature by DCT and image
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encryption by DRPE. This technique can work on
both the integrity protection for the images and the
repudiation prevention for the sender. The
combination of DCT and DRPE provides several
advantages such as enhancement of the security
level of the transmitted image, simplicity, high
speed, and copyright protection. The proposed
technique is implemented in two successive steps.
The first step is to generate a digital signature on the
original image with DCT. In the second step,
encryption is performed with DRPE. The detection
process of the proposed technique has to be robust
to intentional and unintentional distortions. These
distortions are called attacks [18]. The aim of these
attacks is not always to destroy or remove the
image. This distortion can introduce degradations in
the system.

The rest of this paper is organized as follows.
Section 2 explains the image signature using DCT2.
Section 3 explains the DRPE process. Section 4
discusses the proposed technique.  Section 5
presents the simulation results and discussion.
Finally, Section 6 gives the concluding remarks.

2 The DCT Technique

The DCT is a general orthogonal transform
for digital image / signal processing with several
advantages such as energy compaction, good
information integration ability, high compression
ratio and good synthetic effect of calculation
complexity [4]. One-dimensional DCT is described
with the help of equations (1) and (2) [19]:

F(0) = El f(x) 1)

2N1

F(u) = z f (X)Cos 2(X +urxz

N )
where F(u) is the cosine transform coefficient, u is a
general frequency variable, u =1, 2, 3..., N-1, N is
the signal length, and f(x) is the time-domain
sequence, X = 1, 2, 3... N-1. the one-dimensional
Inverse Discrete Cosine Transform (IDCT) is
defined as [19]:

f(x) = \/%F () + \FNZ‘f F (U)Cos 2(X2+|\1|)u”

3)
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Two- dimensional DCT is defined analogously as:

(x,y)=C(u)Ccm)*

& 2x+ur 2y +vr
UZ(; 2 F (u,v)Cos[ N ]Cos] N ]
4

The inverse of two- dimensional DCT is defined as:

f (U,v) :%C(U)C(v)*
] 2x+Dxrx y+1yrx
2.2, F (x, y)Cos[ N ]Cos[ N ]

©)
Forx,y =0, 1, 2... N —1, generally N = 8. If N is
greater than 8, efficiency is increased a little but
complexity is increased a lot [20]. The DCT allows
the image block to be broken up into different
frequency bands, namely the high, middle and low
frequency bands. This makes it easier to choose the
band in which the signature is to be inserted [21].
Many literature papers use the middle frequency
bands for embedding signature, because embedding
the signature in the middle frequency band does not
scatter the information to most visual important parts
of the image. The low frequencies are subject to
removal through compression and noise attacks,
where high frequency components are targeted [21].
The frequency bands of an 8 x 8 DCT block are
shown in Fig. 1. The DCT block consists of three
frequency bands: Low frequency band (F.), High
frequency band (F4) and Mid frequency band (Fy).

Fig. 1: DCT regions.

The DCT output for a block of size of 8 x 8
is shown in Fig. 2. This figure illustrates the 1% and
5" bands (enclosed with rectangles) [4].
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Fig. 2: DCT output for a block of size
8x8.

3 Double Random Phase Encoding

The DRPE presented by Refregier and
Javidi [13] is based on modification of the spectral
distribution of the images. The DRP encryption
scheme presents some weakness against attackers
[22-24]. The image decoding cannot be done at the
receiver without any prior information about the
spectral modification or the target image. The main
idea of this scheme is illustrated in Fig. 3.

Inout Encrypted
. FT IFT —>
imagef(x, y) image
Random Random
phase R; phase R,

Fig. 3: DRPE encoding.

The input function f(x, y) denotes the original
two-dimensional image to be encrypted, where x
and y denote the space coordinates, the original
image f(x, y) is multiplied by a random phase
function R(x, y) and is then Fourier transformed. In
the next step, the Fourier transformed image is
multiplied with another phase mask R,(u, v), which
is independent of Ry(x, y), where u and v the
coordinates in the Fourier domain [25]. The two
random phase functions Ry(x, y) and Ry(u, v) are
used during the process of encryption as keys for
data security during decryption. The inverse Fourier
transform is performed on this image to get the
encrypted image in space domain. In the decryption
process, the encrypted image is Fourier transformed
and then multiplied with the complex conjugate of
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Ro(u, v). The obtained image is inverse Fourier
transformed to get the decrypted image as shown in
Fig. 4.

Encrypted 1= original
—» FT T
image image

f(x.y)

Complex conj. of
Random phase
Ra(u,v)

Fig. 4: DRPE decoding.

To explain the DRPE mathematically, let the
encrypted image to be w(x, y), and let n(x, y) and
m(x, y) denote two independent sequences
uniformly distributed in[0, 2z]. The two RPMs are
Ri(x,y)= exp(2inn(x, y)), and
Ra(x,y)=exp(2irm(x,y)) are used to encode f(x,y)
into a white stationary sequence. The encrypted
function is complex, with magnitude and phase [26],
and is given by:

‘I’(x'}’) = {f(xry)Rl(xry)}
* FT R, (u, v)} (6)

where the symbol (*) denotes convolution. h(x, y) =
m(x,y), which is a phase function uniformly
distributed in [0, 2z]. Thus R, (u,v) is the Fourier
transform of the function h(x ,y) given by:

FT{h(x' }’)} = RZ (u: 17) = fl (u' 17)
= exp[2itm(u, v)] (7)

In the decryption process, the encrypted
image w(X, y) is Fourier transformed and then
multiplied by the conjugate of R, (u, v), and the
result is inverse Fourier transformed. The output is
given by:

FT™HFT[w(x, y)]R; (w, 1)}
= FT~H{FT[f (x, )Ry (x, ¥) IR, (w. v)R3 (u, v)}
= f(, YR (%, y) (8

The absolute value of the output gives the decrypted
image f(x, y).
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4 The Proposed Multi-Level Security
Technique

The proposed technique achieves multi-
level security based on applying encryption using
DRPE on the image with signature. We use DCT for
signature embedding. In our work, the signature
means embedding some information about a part or
parts of the image into another part or parts. The
proposed technique exploits the benefits of signature
and encryption showing robustness to image
degradations. The hacking becomes harder as the
RPMs are new factors introduced into the security.
In addition, the proposed technique leads to
complete reconstruction of the transmitted images.

The steps of the proposed technique are
shown in figure 5 and listed below:
1. Read the original image.
2. Divide original image into two similar parts.
3. Break each part in this image into 8x8 block of
pixels.
4. Apply DCT to each block.
5. Replace the last column/row in each block of
the first part by the last column/row in
the corresponding block of the second part in
the image, and vice versa.
After replacement, apply IDCT to each block.
Multiply the obtained image with signature by a
random phase function R(x, y) as shown in Fig.
3.
8. Apply Fourier transform on the resulting image.
9. Multiply the Fourier transformed image with the
second phase mask R, (u, v).
10. Apply Inverse Fourier transform.

~No

The steps to retrieve original image are shown in

figure 6 and listed below:

1. Apply Fourier transform on the encrypted image
as in Fig. 4.

2. Multiply the resulting image with the complex
conjugate of R, (u,v).

3. Apply Inverse Fourier transform to the obtained

image to get the decrypted image with
signature.

4. Break the image with signature to 8x8 blocks
of pixels

5. Apply DCT to each block.

6. Calculate correlation coefficients for the
extracted columns and rows with their

corresponding ones.
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Input image

I

Segmentation into
8*8 block

l

DCT

Data replacement
and embedding

l

IDCT
Image with
signature
Phase mask
R1(x,y)
FT
Phase mask
R2(u, v)
IFT

Encrypted image

Fig. 5: Block diagram of the proposed
technique.
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Encrypted
image

}

FT

Complex conj.
Random phase

IFT

v

Image with
signature

v

Segmentation in
to 8x8 blocks

DCT

A

Signature
extraction

\ 4

Correlation
estimation

Set of correlation
coefficients

Fig. 6: Block diagram of signature verification.

5 Simulation Results and Discussion

Several experiments have been carried out to test
the performance of the proposed technique. Three
different metrics have been utilized for quality
assessment. The first metric is the PSNR, which is
used to measure the quality of the reconstructed
images at the receiver to guarantee that the image is
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not distorted. The PSNR for an image with size N x
N is expressed as follows in eq.(9) [27-28].

2552

PSNR =10Log,,

b=

-1N-1

1
N x N 4

I
o
—

9)

The second metric is the correlation
coefficient between extracted rows or columns
representing the embedded signatures and their
corresponding ones.  The third metric is the
processing time.

Matlab simulation has been carried out to

test the performance of the proposed multi-level
security technique in the absence of attacks. Figures
(7) to (10) show the results of these experiments on
two images; Cameraman and Plane images as
shown in Fig. 7(a & b). The original images are
signature firstly using DCT2 as shown in Fig. 8 (a &
b). Secondly signature images are encrypted using
DRPE as shown in Fig. 9(a & b). The encrypted
images with signature are tested with some typical
attacks such as salt & pepper noise, speckle noise
and Gaussian white noise of variances 0.02, 0.05
and 0.08 are shown in table (3), (4) and (5),
respectively.

The results in these figures ensure that the proposed
technique is reversible in the absence of attacks.
Comparative analysis of PSNR for signature,
encryption and proposed technique without noise
are shown in table (1) which explain that Encryption
values are so different from the other techniques
because images are totally encrypted and there
details are disappeared but signature enter the
images without masking features. Comparative
analysis of processing time for signature, encryption
and proposed technique are shown in table (2)
ensure that, the complexity resulting from adding
DRPE to signature in the proposed technique is
slight. The results in Tables (3) to (5) show the
effect of different types of noise on the performance
of the proposed multi-level security systems. These
results ensure the robustness to noise. Tables (6)
and (7) show the probability distributions of
estimated correlation coefficient values for rows and
columns in the presence and absence of noise. These
results clarify the possibility to detect the existence
of signatures even in the presence of noise.
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Plane.

Fig 8: Images with signature for (a) Cameraman,

and (b) Plane.

(@)

(b)

Fig 7: Original images, (a) Cameraman, and (b)

(b)

(b)

Fig 9: Encrypted images for (a) Cameraman,

and (b) Plane.
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(b)

Fig 10: Decrypted images for (a) Cameraman,
and (b) Plane.

5 CONCLUSION

This paper presented an efficient multi-level
security system for image communication. This
system employs digital signature with the DCT and
DRPE. Simulation results have proved that the
system is reversible. In addition, the system is
robust to the presence of different types of noise,
and the processing time is acceptable.

Table 1: PSNR values in dB for signature, encryption, and proposed technique without noise.

Signature Encryption Proposed
Cameraman 35.33 311.34 35.48
Plane 45.8 310.70 45.82
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Table 2: Processing time values in sec for signature, encryption, and proposed technique.

Sighature Encryption Proposed
Cameraman 2.05 0.50 2.50
Plane 2.50 0.68 2.84

Table 3: PSNR values in dB for signature, encryption, and proposed technique with noise of variance 0.02.

Sighature Encryption Proposed
Gaussian 5.64 10.38 10.35
Cameraman

Salt & pepper 5.64 10.55 10.56

Speckle 5.64 10.67 10.64

Gaussian 5.03 13.14 13.17

Plane Salt & pepper 5.04 13.46 13.51
Speckle 5.03 13.52 13.55

Table 4: PSNR values in dB for signature, encryption, and proposed technique with noise of variance 0.05.

Sighature Encryption Proposed

Gaussian 5.63 10.04 10.05

Cameraman | Salt&pepper 5.64 10.46 10.44
Speckle 5.63 10.56 10.56

Gaussian 5.03 12.66 12.74

Plane

Salt& pepper 5.04 13.26 13.33

Speckle 5.03 13.33 13.37

E-ISSN: 2224-3488

251

Volume 11, 2015




WSEAS TRANSACTIONS on SIGNAL PROCESSING

Hayam Abdel-Mordy, Emad S. Hassan,
Sami A. El-Dolil, Fathi E. Abd EI-Samie

Table 5: PSNR values in dB for signature, encryption, and proposed technique with noise of variance 0.08.

Sighature Encryption Proposed
Gaussian 5.63 9.81 9.80
cameraman | Salt&pepper 5.64 10.34 10.35
Speckle 5.63 10.47 10.44
Gaussian 5.03 12.33 12.37
Plane Salt & pepper 5.03 13.04 13.14
Speckle 5.03 13.21 13.21
Table 6: Correlation coefficient PDFs in the case of
Cameraman image.
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Table 7: Correlation coefficient PDFs in the case of

Plane image.
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