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1 Introduction

Multi-agent systems consist of agents and their
For safety
between agents this environment have to be
provided by protocols of common key
generations.

environment. communications

Typically multi-agent systems
research refers to software agents. We propose
an effective method persistent to the attack of a man
in the middle by solving the decomposition problem
[1] of the key exchange protocol which is based on
non-commutative group G. It can be used for the
formation of subject access requests. The results of
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Ko K., Lee S., are improved and generalized [4].
We construct an cryptographic primitives, methods
and protocol are based on algebraic structures like
semigroups, groups. In these protocols it would be
assumed that G is a non-abelian group. If w and a
are elements of G the notation w* would indicate
the element a'wa. A. Miasnikov and P. Schupp [5]
complicated this design by using extensions of the
base groups. Vladimir Shpilrain and Alexander
Ushakov analyzed all kinds of attacks [1] on this
protocol. The public key cryptographic schemes
based on the new systems are established. One of
them is most notable due to Anshel and Goldfeld
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[9], and another due to Ko Lee etc. We know that if
CSP problem is tractable in a group G then problem
of finding w® by given w, w*=a"'wa, w’ =b"'wb
is also tractable for arbitrary fixed weG such that
is not from center of G, where wW* is the common
key that Alice and Bob have to generate. All main

analytical and constructive results belong to R. V.
Skuratovskii.

Alexei Miasnikov and Paul Schupp [5] improved
the protocol using HNN extension of groups. We
use minimal non-abelian p-groups [6,7] for this
goal. We show that no efficient algorithm exists that
can distinguish between the two probability
distributions of (W*,w’, w¥) and (w?,w", w¥"). Also
no efficient algorithm exists to recover w" from
w, W and w’.

We recall that in modular arithmetic, the integers
coprime to n which belong to the set {0,1,...,n—1}

of n non-negative integers form a group under
multiplication modulo n, called the multiplicative
group of integers modulo n. The elements of this
group can be thought of as the congruence classes,
also known as residues modulo n, that are relatively
prime to n.

For an effective computation in G this group has to
satisfy to the following conditions:

1. Elements of G allow efficient coding
and can be effectively multiplied.

2. There must be an effective algorithm
for checking the equality of the
elements of the group.

Metacyclic Miller-Moreno p-group has structure
(a)x(b) and the following representation

G =<a,b ‘ a”" =e,b” =e,b'ab=a", m>2, n21>,

where is p prime. The generators a,b can be
chosen as two arbitrary non commuting elements
[6,7,8]. Since the group has the structure of a
semidirect product of additive cyclic groups, their
elements can be effectively represented

coordinatewise that is (g,h), where g €Z, and
heZ,. Notice that Metacyclic Miller-Moreno p-

group is a minimal non abelian group in the class
of metacyclic groups. Recall that a metacyclic
group is a group G having a cyclic normal
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subgroup N, such that the quotient G/N is also
cyclic. Metacyclic group has the presentation

G:<a,b ‘ a” =b”" —e,blab=a"" 1<k, m—ksl>.

In each coordinate, there is an additive group of
residues modulo finite. Analogously,

Aut(me):Z*pm, where Z*pm is the multiplicative

subgroup of group Z,. Thus, condition (1) is

satisfied. The fulfillment of condition 2) will be
shown in the Complexity of CSP problem section.
The main reason of effectiveness of computation in
Z is quick reduction by modulo p that is

log; p™ =mlog; p . Analogously in the multiplicative

group Z;n one operation takes

2log; p*™ =2p(n)log; p.

For designing a key exchange algorithm based on
non-commutative DH problem [4] it have to be an
effective algorithm for the computation of
conjugated elements. Due to the relation in
metacyclic group, which define the homomorphism

@:(b) > Aut((a)) to the automorphism group of
A=(a), we obtain a formula for finding a
conjugated element. This formula give us possibility
to efficiently calculate the conjugated to a element
by using the raising to the (1+p™')-th power,
where m>1. Also due to cyclic structure of groups
A=(a) and B=(b) in this group G
effectively method for checking of equality of
elements.

exists

Indeed, the reducing by finite modulo n give us an
effective method of checking the equality of
elements in the additive group 7, .

The goal of this investigation is effective method of
key exchange which based on non-commutative
group G.

We consider non-commutative generalization of
CDH problem [1,2] on base of metacyclic group G
of Miller-Moreno type (minimal non-abelian group).
We show that conjugacy problem in this group is
intractable. Effectivity of computation is provided
due to using groups of residues by modulo n. The
algorithm of generating (designing) common key in
non-commutative group with 2 mutually commuting
subgroups is constructed by us.

Volume 19, 2020


https://en.wikipedia.org/wiki/Modular_arithmetic
https://en.wikipedia.org/wiki/Integer
https://en.wikipedia.org/wiki/Coprime
https://en.wikipedia.org/wiki/Group_(mathematics)
https://en.wikipedia.org/wiki/Integers_modulo_n
https://en.wikipedia.org/wiki/Modular_arithmetic#Congruence_class
https://en.wikipedia.org/wiki/Normal_subgroup
https://en.wikipedia.org/wiki/Normal_subgroup
https://en.wikipedia.org/wiki/Quotient_group

WSEAS TRANSACTIONS on MATHEMATICS
DOI: 10.37394/23206.2020.19.39

2. Problem Solution

A. Computation of conjugacy class size

We need to have an effective algorithm for
computation of conjugated elements, if we want to
design a key exchange algorithm based on non-
commutative DH problem [4]. Due to the relation in
metacyclic group, which define the homomorphism
¢:(b)—Aut((a)) to the automorphism group of the
A=(a), we obtain a formula for finding a
conjugated element. Using this formula, we can
efficiently calculate the conjugated to a' element by
using the raising to the 1+p™"-th power by

modulo p", wherem>1.

There is an effective method of checking the
equality of elements due to cyclic structure of
subgroups A=(a) and B=(b) in this group G.

We have an effective method of checking the
equality of elements in the additive group Z,

because of reducing by finite modulo n is quick
operation. It is well-known that each finite cyclic
group is isomorphic to the correspondent additive
cyclic group modulo n residue 7, (orZ,). In this

group, the equality of elements can be checked
effectively by reducing the elements of the module
group. The main reason of effectiveness of
computation in Z is quick reduction by modulo p

that is Analogously in the

log; p" =mlog; p.

multiplicative group Z;“ one operation takes

2log; p”™ =2¢(n)log; p.

For crypto stability (NP-hardness) of DL or
equivalent conjugacy problem in a non-
commutative group G it have to be enough large
length of conjugacy class of the given base element
weG. As greater a number of conjugacy classes
N.(w;) for base elements w, as greater be key-
space of such system. To construct the key-space,
two subsets of mutually commuting elements S,
and S, are selected that give as many pairs of
mutually commuting elements as possible. To key-
space be enough big sizes of S, and S, be as grater
as possible. Therefore, the orders of the subsets S,
and S, should be as large as possible in comparison
with the order of the group, i.e. index of the
subgroups H,=(S,), H,=(S,)have to be as
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minimal as possible in G . The metacyclic and non-
metacyclic Miller-Morreno groups have this
property. Notice that metacyclic group of Miller-
Moreno has order p™™ [6,7], and the order of its

n+m-2

center is p . Hence, we can choose subgroups

subgroups H, =(S,), H, =(S,), where S NS, =e,
p

n+m-2

with an order of about L=

and generate

(C!)* pairs of private keys.

B. Proof of NP-hardness of the conjugacy
problem in G

We need to have an effective algorithm for
computation of conjugated elements, if we want to
design a key exchange algorithm based on non-
commutative DH problem [4]. Due to the relation in
metacyclic group, which define the homomorphism
¢:(b)—Aut({a)) to the automorphism group of the
A=(a), we obtain a formula for finding a
conjugated element. Using this formula, we can
efficiently calculate the conjugated to @' element by

(m-1

using the raising to the 1+p™"-th power by

modulo p", where m>1.

There is effective method of checking the equality
of elements due to cyclic structure of subgroups
A=(a) and B=(b) in this group G. We also have an
effective method of checking the equality of
elements in the additive group Z, because of

reducing by finite modulo n.

Let elements of G acts by conjugation onweG,
wherewe¢ Z (G) .

To problem of DL or equivalent problem of
conjugacy in non-commutative group G be NP-hard
it has to be enough long orbit of the given base
elementweG.

In metacyclic group G that has structure of a

semidirect product G =B, =(b)x

, (a) elements of

G act by inner automorphism ¢:(b)—Aut((a)) on an
element h e A such that he Z(A). The element h is

on second coordinate of an presentation of element
weG which has the form w=(g,h), where

weZ(G). Let h beequal to a or to a*, where k is
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coprime with p". For the problem of of conjugacy
in non-commutative group G to be NP-hard, the
orbit of the given base element we G (or length of
conjugacy class of w) must be big enough, for
stability of this problem.

Theorem 1. The length of conjugacy class of
described above an element w of G is equal to p.

Proof. Recall that the inner automorphism in G is

determined by the formulab'ab=a""" We
recall the structure of minimal non-abelian

(WH))

Metacyclic group, namely, G=Bx, A , where
A=(a) and B=(b) are finite cyclic groups. Therefore,

b Vap = gt+*"™

homomorphism ¢ in the subgroup of inner

the formula defines a

automorphisms Aut((a)). It is well-known that each

finite cyclic group is isomorphic to the
correspondent additive cyclic group modulo n
residue 7, (orZ,). In this group, the equality of

elements can be checked effectively by reducing the
elements of the module group.

Consider the orbit of element W under action by the
conjugation. The length of such orbit can be found

from the equality w*™*"""" =w as minimal power s
for which this equality will be true. We apply
Newton binomial formula to the expression
(1+p™™")* =1(modp™) and taking into account the

relation a” =e and

C52 p(z(m—l)) 4.+ p(S(m*I)) —

= p"(C2p™ +...+ p¢V") = 0(modp™),
we obtain that
1+Clp™ ™ +C2pP™™ 4+ p®™™ =1(modp™),
where s < p. Taking into the consideration
1+C.p™™" =1+sp™" =1(modp™)

holds if and only if s=p’, jeN we obtain such

minimal s. In light of this, we notice that the

minimal S when the congruence
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wP""" = w(modp™) start to holds is equal to p. The
prime number p can be chosen as big as we need

[7]. The proof'is fully completed.

According to F. Menegazzo [19] in each
metacyclic group G splitting over N, =(a) an
order of subgroup generated by such
automorphism is equal to p™* we can choose
k=m-2 therefore p™®? =p?.

Using of greater set of generated common
key increases entropy of key space because
distribution of keys became to be more uniform.
Thus, we have proven that CSP problem in the
groupG (with efficiently solvable word problem) is
intractable. A solution of the word problem in the
minimal non-abelian Metacyclic group follows from
embedding of multiplicative group Z*pm = Aut(Z )
in Z,. It is known that the problem of words in Z,
is tractable. Taking into account the structure of
metacyclic p-group of Miller-Moreno G=Bx, A
and orders of its subgroups A and B which are p"
and p"[ 6,7] we have order of G is p™".

Consider non-metacyclic p-group of Miller-Moreno.
Theorem 2. The length of conjugacy class of non-
central element w is equal to p in non-metacyclic p-
group of Miller-Moreno.

This group has the structure G =((a)x(c))x(b) and
the following
G =<a,b a” =b"" =cP =e, [a,b]=c, b 'ch =c>.

representation

To find a length of orbit of action by the
conjugation by b we consider the class of
conjugacy of elements of forma’c'. This class has
length p because of actionb™alc'b=al*'c', ... , as
well as b'alc**'b=alc""? =alc' increase the
power of ¢ on 1. Thus, the first repetition of initial
power j in a'c’ occurs through n conjugations of
this word by b, where 1< j<p. Therefore, the

length of the orbitis p.
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Corollary 1. A non-abelian special and extra-

special p-group [15] P of order p’ having
presentation:
P :<a,b a’=b" =c? =e, [a,b]=c,b'cb= c>

has the same length of conjugacy class of non-
w, where exist such ueG that

wu™" belonging to focal subgroup of G.

central element

Corollary 2. The length of conjugacy class of
described above an element w of metacyclic group
is equal to p™™*.

The proof is similar as in Theorem 1 but we
consider the congruence w' """ =w.

For instance another metacyclic group with inner
automorphism b“Pab=a""""" having length of
conjugacy class p*> can be applied for generating
greater number of common keys [18] instead of
Miller Moreno groups are described in [6].

3. Key establishment protocol

Let S,,S, denote subsets from G consisting of

mutually commutative elements. We consider
subgroups H,=(S;) and H,=(S,). Due to
mutually commutative  generating sets, these

subgroups are mutually commutative too.
Consider base steps of protocol
Input: Elements w, w* and w’.

Alice chooses a random element x from the
subgroup H, and computes W*. She then sends it to
Bob.

Bob chooses random element y from the
subgroup H, and computes w*. He then sends it to
Alice. Bob computes (w*) =w”and Alice
computes (wy)X =w*. Taking into consideration
that H, and H, are mutually commutative groups,

we obtain that xy = yx. Therefore, we have w? =w"
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. Thus, the common key [8, 9] w® was successfully
generated.

Note that it is not sufficient to solve an
apparently easier problem of finding elements
uveG
words solve decomposition problem [1] in this
group. After, apply it for man in the middle attack

such that uwmv=Xx"'wx=h or another

during key exchange steps. But such groups are not
divisible, therefore, uw="h is
solvable in polynomial time [7, 8, 14, 16, 17] in G.

equation not

4. Complexity of CSP problem in the
Metacyclic group

But if an analytic will use for cryptoanalysis solving
of conjugacy search problem the method of
reduction to solving of decomposition problem [1]
then it leads us to solving of discrete logarithm
problem in the group that have structure of a
semidirect product ot multiplicative group z, and

Z,. Due to the properties of a semidirect product
the solution to this problem reduces to solving the

discrete logarithm problem in the automorphism

group  Aut(Z )= Z*pm ,  where Z*pm is  the

multiplicative group of group Z,. This problem is

NP-hard even in the p-group for enough big p or for
essentially big m.

If one try to solve conjugacy search problem in G
using the method of Barrett [9, 10] then complexity
of the complexity of solving this problem by
enumerating options for conjugating (mating)

elements is O(Zplogz(p"“l +1)mlog; p). Indeed, one

conjugation of a calculated as b'ab=a"*" . To
compute the power a*? my modulo p" the
of 2log, (p™ +1)

multiplications. Also the complexity of one such

method Barrett  uses
multiplication by modulo p" is log; p" =mlog; p.
Thus, condition 2) is satisfied. Since the length of
the element conjugacy class under the action of

conjugation of the active group as proved in
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Theorem 1 is equal to p. Since the number of all
possible pairs keys of private keys is p™™'.

Note that it is not sufficient to solve an
apparently easier problem of finding elements
u,veG such that uwv=x"'wx=h or another words

solve decomposition problem [1] in this group. If
one apply it for providing the man in the middle
attack during key exchange steps. More details, if
one try to solve the decomposition problem instead
of solving the CSP x'gx=h, then we have to take

into account that G is not divisible group [1]. To
solve the decomposition problem we need to solve
the algebraic expressions uhv=g using the

properties of groups. If we denote uh bya, then
choosing v we transform decomposition problem to
solving equation av=g over group G. This problem

is equivalent to DLP in G that has structure of

semidirect product with inner automorphism

b'ab=a""", which is computationally complex
operation. Thus, our protocol it not vulnerable for
the attack of the man in the middle by solving the
decomposition problem [1] of key exchange.

5. Results

The key exchange protocol based the effective
computation in G group has been constructed. The
key exchange protocol was upgraded by applying
the effective computational G group in the base of
the protocol. We additionally extend the key space
by constructing the group closure of the sets S, and

S,, which were used by the authors [2—4]. Due to

our improvements, this protocol is not vulnerable
for such attacks as the man in the middle and brute
force. Since the order of metacyclic group of Miller-
Moreno is p™™ with the index [G:Z(G)]= p* [6, 7,
18], then the order of its center is p"™>*. Therefore,
the size of key space of the protocol based on

n+m-2

metacyclic group is p™™ . By analogous reasons

size of key space of the protocol based on

n+m-1

metacyclic group is p The constructed

algorithm could be used in multi agent-based system
for securing of campus and big areas [20].
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6. Conclusion

We can chose mutually commutative H,, H, as
a commutative subgroups of Z(G). As outlined
above x,y as components of key a chosen from
H,, H,. According to [6] we have Z(G)=p™™ so
size of key-space is O(p“*m’z). Note that size of

key-space can be chosen as some arbitrary large
number through the choice of parameters p, n, m.
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