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Abstract: Wireless Security has become increasingly important in recent years. The amount of devices that connect
to the internet has skyrocketed with the capability of connecting wirelessly to these devices being recently added.
Very few of these devices are equipped with proper security methods. One such device that only recently has been
added to the pool of wireless devices is implantable medical devices such as pacemakers. Patients and doctors can
connect to these devices to update firmware, view information, and manage the device in other ways; however,
the devices still lack the proper cybersecurity and are vulnerable. This paper presents a review of security risk
of wireless implantable medical devices, the obstacles and solutions to address security threads that these devices
might be exposed to.
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1 Introduction
The concern for cyber security has been increasing
for many reasons in recent years. Security breaches
compromise the information of a system and can hap-
pen wirelessly and quietly. A user may have no idea
their system has been compromised, but an attacker
could have access to view and potentially modify data
within the machine. There is no perfect method for
security, as any computer connected to the internet,
sending data out and taking data in has the ability to
be attacked. The closest scenario to a perfectly se-
cure computers are ones that are not hooked up to the
internet at all, and even those computers can be com-
promised if an attacker has physical access to it. In
the past, this concern over cyber security was reserved
just for computers, as there were not many other de-
vices that could be connected to wirelessly; however,
recently there is a growing phenomena where count-
less devices are connected to the internet. This is
known as the Internet of Things, and it includes any
printers, DVRs, wireless mice and keyboards, and
many different medical devices including pacemak-
ers and implantable cardiac defibrillators. Many of
these devices serve very important functions, and this
means their security is essential. Even devices that
appear to serve no harmful function such as house-
hold appliances could be compromised and play a role
in other attacks. The security of these devices, es-
pecially medical devices, and what can happen once
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they are compromised must be considered when de-
signing them. There are many different security sys-
tems in place and even more on the way, but no mat-
ter how sophisticated security methods get there is
always the often overlooked security breach through
human error, in the form of improperly setting up or
ignoring security protocols. Implantable medical de-
vices in particular have been known to contain many
security holes, opening the devices up to potential at-
tacks. Many of these devices were designed solely
with function in mind, and lack any sort of encryption,
authentication, or prevention against attackers gain-
ing access and control over the device[Owens(2016)].
A major cause of this in the past has been the lack
of control over the requirement involved in the se-
curity of medical devices, and it was not until just
recently, around late 2016, that the US Food and
Drugs Administration (FDA) has placed more restric-
tive standards on the security of implantable medical
devices[Aram et Al(2016)]. The FDA has made many
different recommendations over the years, starting in
2005, when it comes to cyber security for implantable
medical devices; however it was not until December
28, 2016 that the FDA turned what used to be non
binding recommendations into requirements for med-
ical implant design[Aram et Al(2016)]. In providing
these devices with greater security, a variety of known
attacks has to be considered and the ways methods to
preventing them.
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2 Regulation History of Medical Im-
plants

The first medical implant was a pacemaker given to a
patient in 1958[Woods(2017)]. At that time, the pri-
mary concern for medical device research has been
focused mainly on increasing efficiency and battery
life, as there was not a major concern for cyber secu-
rity. Around this same time, a similar trend was shown
where performance was the first major concern, and
security did not become an issue until later on. While
advances in security for computers has advanced to
become very sophisticated since the 1960’s, medical
devices fell behind in security. Medical devices have
relatively recently been given the ability to connect
wirelessly to other monitors and devices allowing pa-
tients and doctors can view vital information. The
methods in which medical devices can connect to out-
side monitors is through various wireless frequencies,
some exclusively used for medical implants while oth-
ers use more common methods such as Wi-Fi and
Bluetooth[Woods(2017)]. There are many known vul-
nerabilities for these wireless methods if they are not
setup properly. Careful setup while using any wireless
connection is necessary, and failing to follow proper
setup could lead to vulnerable medical devices. For
example, leaving Wifi or other passwords as the de-
fault or empty makes it extremely easy to break into
for attackers. Setting up the security of the devices
properly greatly reduces vulnerability of these devices
to attacks[Woods(2017)].

3 Potential for Medical Device At-
tacks

Any message sent wirelessly has the potential to be
intercepted, which is why managing proper security
protocols for these messages is important. Medical
devices have become increasingly dedicated in re-
cent years, having gone from simple mechanical im-
plants that do their job and not much else, to so-
phisticated mini computers that not only does their
job, but also transmits vital information wirelessly
to be analyzed by doctors; however, the data trans-
mitted to and from the medical implants, like any
other data sent wirelessly, is vulnerable to attackers
[Fergusonet et Al(2010)]. The problem has become
that while the scope of these medical implants has in-
creased, the necessary security of these devices has
yet to be implemented. Two major medical com-
panies, St. Jude Medical and Johnson & Johnson,
have even declared that there are unaddressed secu-
rity risks in current medical implants and other medi-
cal devices; however, the risks posed by these security

holes are often overblown, and it would often be more
dangerous to choose not to accept a medical implant
because of the security risks[Fergusonet et Al(2010)].
Deciding not to use a medical device because of the
potential for the device to become compromised is
much more dangerous. This is because even though
medical implants such as pacemakers could be at-
tacked by outsiders, the likelihood of a normal con-
sumer being targeted in a life threatening attack is
rather low[Fergusonet et Al(2010)]. Targeting a pace-
maker with the intention of compromising it with
lethal intent is, at the end of the day, homicide and
the chance of becoming the victim of a wireless at-
tacker with intent to kill as rather low. What is perhaps
an even more important issue, given how unlikely a
fatal attack is using medical implants, is the privacy
of information going to and from the device. Sensi-
tive, personal medical information relating to the pa-
tient can be compromised by intercepting data going
to and from the device, and keeping a patient’s private
information safe is very important in the medical field.
While not many attackers would regularly perform fa-
tal attacks using implants, there are likely many at-
tackers who would be willing to intercept medical
data transmitted by these medical implants and sell
them to other attackers[Fergusonet et Al(2010)]. For
this reason it is still very important to ensure the se-
curity of medical devices, and of course preventing
fatal attacks however unlikely is still from the medi-
cal device; however, an attacker is able to listen in on
what is being sent, and also send his own commands
to the device. Fig. 1. A Doctor is able to freely send

Figure 1: Medical Device Connection without En-
cryption

and receive information desired, but the obstacles to
implementing proper security protocols cannot be ig-
nored. One major obstacle is the cost of implement-
ing security protocols into medical implants. Medical
implants are very small, very advanced devices that
are constantly evolving. Having to keep security up
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to date would delay the release of these medical de-
vices, and increase the cost of future installments and
research within them[Barand(2017)]. Implementing
security protocols within these medical devices starts
at the design level, and researchers and programmers
need to keep security in mind even at the very start
of medical device related projects. Calls for the gov-
ernment to create security guidelines has been plen-
tiful in the last few years, and more recently some
guidelines have started to be made, such as the guide-
lines created by the FDA. The FDA guidelines require
proper implementation of security protocols for the
encryption of data, the authentication of its users, and
proper use of the privileged user[Aram et Al(2016)].
Research and advancements concerning these devices
has typically been focused on making the operating
systems within these devices more efficient and faster,
and implementing cyber security measures would go
against this trend. Because of this many devices still
have barebones security, and for the security of pa-
tients’ privacy and wellbeing it is important that re-
search goes into keeping implantable medical devices
secure[Barand(2017)]. To understand some of the re-
quirements recently set by the FDA for secure medical
devices, common encryption methods, authentication
methods, and the function of a privileged user will be
analyzed.

4 Encryption Methods
One of the guidelines that the FDA has required for
medical devices is the encryption of data. AES is one
of many methods of encryption, and there are vari-
ous methods that strive to achieve the same goal as
it. While the actual encryption method used for en-
crypting data from these medical devices may vary,
AES stands out as an important method because it
has been recognized as a very good form of en-
cryption, and has even been formally approved by
the government as being recognized as a security
standard[Fergusonet et Al(2010)]. AES is currently
used to encrypt web traffic, is the major discerning
upgrade between WPA and WPA2, two very com-
mon security methods used The main goal of encryp-
tion is to scramble a message enough to give out-
side observers the least information possible about
the original message. This ensures the privacy of
the contents of the message, and is rather important
for many devices. The original message that be-
comes encrypted may either consist of readable words
intended to communicate with other people, or the
message may also contain commands that are meant
to be interpreted by some system. Because the en-
crypted message should convey the least informa-

tion possible to an attacker, good encrypted messages
should appear completely random. Simply replacing
the original message with completely random con-
tents would not be viable though, since the intended
receiver of the message must be able to revert the
message back to its original form in order to read
it[Fergusonet et Al(2010)].

4.1 Diffusion and Confusion in AES Encryp-
tion

An effective encryption algorithm needs to be able to
take any message, scramble it up enough to appear
completely random, provide no statistical data con-
cerning the original message such as how many times
a certain letter appears, and be revertable by only the
intended receiver. AES was designed from the ground
up to do this effectively, and it does this by performing
a series of mathematical operations between the data
within the original message, and the data contained
within a key file, which in its simplest terms is simply
a random value applied to the encryption algorithm.
The AES algorithm scrambles the original message
so effectively, that even changing a single character
from the original message will completely transform
the outcome of the encrypted message. The message
is encrypted using the key, and can be decrypted by
anyone who has the same exact key. Anyone with-
out the key will not be able to read or understand
the original message, while people with the key can
undo the mathematical operations performed from the
encryption algorithm and have access to the original
message[Fergusonet et Al(2010)].

4.2 Protection Against Brute Force Attacks
Brute Force attacks are when an attacker simply tries
every possible key when decrypting a message until
they find the original message. It is usually fairly
obvious to tell when the original message has been
found, because it will be on of the only messages that
makes sense and is not just a scramble of random val-
ues. For example, if the attacker expects the original
message to be in English, then they can try random
keys until they decrypt into a message that has En-
glish text. In order to ensure the key cannot be ran-
domly guessed the simplest solution has been to make
the make the number of possible keys so large that
it would take for too long, even for automated com-
puters, to try every possible key. The problem with
this is that as time goes on computers are becoming
more efficient, and keys that used to be large enough
to trusted as safe are not anymore. Thankfully, current
encryption methods have attempted to prevent this, at
least for a while, by overestimating necessary size for
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these keys; however, over time the size of keys will
inevitably have to be increased once again. AES, and
many other encryption methods, can handle keys that
are 256 bits large, or binary numbers that have a length
of 256 digits. This means that there are 22̂56 possible
different keys. Typically, if an encryption algorithm
is only vulnerable to Brute force attacks, it is consid-
ered secure. The time it would take to randomly guess
the correct key as long as the length of the key is suf-
ficient is negligible, especially considering it would
be very difficult to prevent attackers from carrying ou
Brute Force attacks given the simplistic nature of the
attack[Fergusonet et Al(2010)].

4.3 Implementation of AES or Similar Meth-
ods

Encryption methods are only effective when imple-
mented properly. There are various quirks with each
method that Fig. 2. Doctor is able to send and re-

Figure 2: Medical Device Connection without Au-
thentication: Replay Attack.

ceive Encrypted Messages to the device. While the
attacker is able to see these messages, because they
are encrypted they cannot understand the messages.
The attacker is still able to send the same message to
the devices, using a replay attack. The device will still
understand the attacker’s message and perform the op-
erations described in the attacker’s copy of the orig-
inal message. requires proper setup and implemen-
tation. In recent years, the biggest cause of security
breaches has been human error. Despite having ad-
vanced and effective methods of providing security for
these devices, people often do not make use of them.
Increased security comes at the cost of reduced ease
of access and convenience. In the case of medical de-
vices, the security protocols in place may even provide
an obstacle in the event of a device failure. For exam-
ple, if login credentials are required to access the de-
vice one of the few people that would know the login
credentials of the device, the user, may be in a criti-

cal condition, and the paramedics would have trouble
accessing it[Fergusonet et Al(2010)]

5 Strong Authentication Methods
The FDA also requires medical devices to Authenti-
cate communication between outside users such as the
patient and the doctor, and the medical device itself.
Encryption exclusively handles the issue of making
sure data cannot be intercepted and read by an out-
side observer, but by itself is not enough to ensure
the total security of medical implants or other devices.
While proper encryption methods prevents attackers
from learning just about any information within a
message, it does not ensure that the message comes
from a trustworthy source or has not otherwise been
tampered with. For example, in a system secured only
with encryption, an attacker could pose as the doc-
tor and send faulty signals to the medical device in an
attempt to force it to perform undesired tasks, or send
faulty information from the medical device to the doc-
tor or hospital in an attempt to misinform the people
managing the device. To prevent this, authentication
methods are put into place[Fergusonet et Al(2010)]

5.1 Message Authentication Certificates
Authentication methods aim to prove that any mes-
sage is from who they claim to be. A very com-
mon way to do this is to run various mathematical
operations on the original message, similar to encryp-
tion, to create a Message Authentication Certificate
(MAC) tag. This MAC tag is then attached to the
original message, and the two of them are sent to-
gether as a single message. When the recipient of
the message decrypts the message, they can check the
MAC tag to ensure the message has not been tam-
pered with. This works because if the message has
been tampered with in any way, after decrypting the
tampered message the MAC tag will not be correct
after all the scrambling that the encryption and de-
cryption process creates. What this method by it-
self does not address is the potential for a replay at-
tack, which was a security hole in various medical de-
vices that used only basic encryption protocols but not
authentication[Fergusonet et Al(2010)].

5.2 Replay Attacks and Secure Channels
A replay attack is when an attacker intercepts a mes-
sage, holds onto it, and can then resend that original
message as many times as he likes. Even though the
first message was sent with good intentions, repeat-
ing the message could be harmful. For example, con-
sider if the original message was one that told the de-
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vice to restart and the attacker intercepted that mes-
sage. While the original restart may have been sent
in goodwill, the attacker would now be able to tell the
device to restart as often as he likes potentially lead-
ing to unintended, undesired side-effects. To prevent
against this, further authentication methods need to be
put into place. One such method is the use of secure
channels to send messages. The goal of secure chan-
nels is to first prove that a message is from the legiti-
mate sender, and then once the sender has been proven
any messages sent between the parties can be trusted
to originate from the original sender. Secure chan-
nels modify messages over time while the channel is
being used. When using a secure channel the values
used to encrypt and decrypt modify so that even if the
same message in sent exact is sent twice, such as what
occurs during a replay attack, the message only prop-
erly encrypts and decrypts if it is from someone with
the same key that established the channel. Each time
a secure channel is established, both parties need to
reshare keys to establish a new secure channel. By
using a secure channel, replay attacks are prevented;
however, in order to establish a connection properly
the two parties involved need to somehow share an
authorization key between each other. This becomes
a bit more complicated when one of the parties is not
a person, but rather a medical implant that can only
be accessed wirelessly. Because of this, additional
steps are necessary in sending authenticated messages
to and from medical devices[Fergusonet et Al(2010)]

5.3 Sharing of Keys
channel create a value that attackers cannot pull from
intercepted messages. It is possible however, and the
Diffie-Hellman protocol shows that property rather
simply, even though it is not the main protocol used
in authentication. The Diffie-Hellman protocol makes
use of performing mathematical operations by using
a secret number that only personal party knows with
publicly declared numbers that both parties agree on.
Diffie-Hellman takes the public number, and raises it
to the power of their secret number. The parties then
send the numbers resulting from this operation to each
other, and then each party then raises the newly re-
ceived number to the power of their original secret
number and both parties should have the same end re-
sult. This works because raising numbers to two or
more certain powers does not depend on the order that
operations were performed, as shown in Equation

Authentication protocols, including Diffie-
Hellman itself, makes use of Modular Arithmetic
and other methods to further obscure the original
numbers. The end result is that both parties are
able to send secret information over to each other,

despite having to send that information over a public
channel. By doing this, the two parties can share
values that are then used to create the keys necessary
to establish a secure channel. Once a secure channel
is made, attackers will be unable to impersonate
the senders, and in the case of medical implants,
could not send faulty messages to and from the
device[Fergusonet et Al(2010)]

6 Privileged User
Another requirement that the FDA has recently made
for medical implants is the function of a Privileged
user. A Privileged user is a user that has total, ad-
ministrative access to a device. Privileged users have
been used in the past for operating systems such as
Linux and Windows, and the function of an admin-
istrator has been to restrict potentially harmful com-
mands from regular users. In Linux administrators
are often referred to as the “root” user, and has the
potential to create, access, and delete any files on the
system[Shackleford(2017)] Fig. 3. Doctor is able to
communicate with the medical device using a secure
channel. The Attacker can still see the encrypted mes-
sages, they are unable to communicate directly with
the device, because the device refuses connections not
sent through the secure channel.

Figure 3: Medical Device Connection sith Secure
Channel.

6.1 Role of Privileged Users
Managing system files is often necessary for regular
maintenance such as updating the system, adding new
users, installing new software, and other tasks. While
the system protects itself from potentially harmful ac-
tions of regular users such as deleting system files, in-
stalling untrusted software, and accessing files with
sensitive system information, the system does not pro-
tect itself against the privileged user. For this reason, it
is not safe to use the privileged user account as a main

[ 6 ]   .
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account in a system, even for the person in charge of
managing the system. Accidently deleting important
files or other potential risks of being logged in as the
privileged user means that it is often best to only use
the privileged user account when immediately neces-
sary, and use a regular account otherwise. The pres-
ence of a privileged user is important for keeping the
system safe from regular users and managing the sys-
tem; however, given the control a privileged user has
over a system security is essential when implement-
ing one. In Linux systems, connecting to the root ac-
count used to be done by logging in directly as the
root user, providing both a username and password
for the root account. A major risk of this method
means giving total access of the system to a sin-
gle person or multiple people. More recently, Linux
has made use of specialized, specific privileges for
the system’s administrators through use of the “sudo”
command[Shackleford(2017)]. When a user needs to
perform maintenance on a system, rather than logging
in as the root user and gaining total control over the
system, they use the sudo command to gain root level
access for only the current command they are attempt-
ing to perform. At the time of using the sudo com-
mand, a user must provide his own login credentials,
and not the root user’s credentials. This means that
total control is never given to the user, and reduces the
likelihood that the system is either accidentally or ma-
liciously tampered with. Furthermore, individual ad-
ministrative users can be given different permissions
for managing the system. For example, some might
only be able to install software while other administra-
tive users may be able to mount disks and view system
logs. The other advantage of this method is that ad-
ministrative tasks link back to the person performing
them, rather than a singular privileged user account.
These actions can all be logged so the actions of the
privileged users, which are especially important, can
be monitored[Shackleford(2017)].

6.2 Risks of Full Access
As it stands, there are many medical devices that do
not make proper use of the privileged user method,
either from allowing full control to anybody that has
access including attackers, mismanaging of adminis-
trative permissions, or not properly securing current
administrator accounts. Even when privileged user
systems are set in place, they are not always secure.
Many devices that are already in use make use of
administrator accounts, but the login credentials for
many of these accounts use the default password that
anybody with the manual could lookup and use to gain
full control of the implantable medical device. When
a person gains full access to the device they gain ac-

cess to all of the information and operations of the
device. This would allow attackers to take advantage
of lethal tactics such as administering repeated shocks
in a pacemaker or altering the settings of the device to
be inappropriate for the patient or update the firmware
of the device to a version that is more vulnerable to
other attacks. In addition to this, an attacker with full
control would be able to alter the log files to make
it appear as though nothing suspicious has occurred.
This is especially important, as the information within
the log files could play a major role in investigations
relating to device malfunction. Currently, investiga-
tors can review the events that previously took place
in the case of lethal attacks using implanted medical
devices, although by allowing attackers to gain full
administrative access to a device it is possible that a
smart attacker would be able to cover up or destroy
any trace of wrongdoing[Shackleford(2017)]

7 Other Potential Attacks
Even when using proper encryption, authentication,
and privileged user security methods wireless devices
of all sorts are still vulnerable to various other types
of attacks. Encryption prevents attackers from eaves-
dropping on data travelling to and from the device,
authentication ensures communication is from a reli-
able source and secure channels prevents replay at-
tacks, and proper restriction of administrative rights
prevents attackers from modifying devices and view-
ing or altering history logs; however, attackers still
have the potential to cause the device to malfunction
even without gaining direct access to it. One method
is to create interference of some sort, blocking any
communication made to the device. This jamming
could take the form of electromagnetic interference
being sent to the device. There is a precedent for
electromagnetic interference being possible to cause
a device to malfunction, as was shown by research
involving the effects of walk through medical detec-
tors on the device. It has been shown that over time,
the electromagnetic interference created by the metal
detectors were able to cause test devices to malfunc-
tion, and attacker’s could possibly use similar technol-
ogy to malfunction a target device[Guag et Al(2017)].
Another method of blocking access to the device in-
volves the use of Dedicated Denial of Service (DDoS)
attacks. When attempting to connect to just about
any device, including implantable medical devices,
the attempted connection needs to be checked if it is
from a legitimate source. DDoS attacks are conducted
when an attacker makes repeated attempted connec-
tions to an individual device that are so plentiful that
the device is unable to process all the connections and

[ 6 ] .
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becomes inaccessible[Xie and Yu(2017)]. In 2016,
DDoS reached over 100 Gigabits per second, much
greater than a simple medical device would be able
to handle[Akamai(2016)]. By creating so many il-
legitimate connection to the device, it is not able to
find legitimate connections. In a regular setting this
would create a scenario where the device is inacces-
sible which is already bad for various reasons, but in
the case of implantable medical devices DDoS attacks
can be much more damaging.

Figure 4: Medical Device Connection with Authenti-
cation:DDoS Attack.

Fig. 4. Doctor attempts to make a connection to
the device, but the Attacker has made so many Ille-
gitimate connection attempts that the device is unable
to find and respond to the doctors connection. The
attacker never gains access to the device, but shuts
out others from accessing and drains battery from the
Implantable Medical Device. This is because with
each connection the device requires a certain amount
of power to check if the connection is real or if it is
an illegitimate attack as part of a DDoS attack. Even
if the device turns away all illegitimate connections,
it still requires power to filter through them. This
means that DDoS attacks, or other repeated connec-
tion attacks, against implantable medical devices can
quickly drain battery power from the device, caus-
ing it to malfunction[Ellouze et Al(2014)]. Prevent-
ing DDoS attacks is rather tricky, as need hardly any
information to perform one. All an attacker needs is
to find the device or server he wants to connect to,
and automate repeated attempts to connect to the de-
vice. Current DDoS prevention techniques take the
form of redirecting traffic during a DDoS attack to
somewhere that can handle the bandwidth traffic such
as an internet service provider or the cloud, but imple-
menting these techniques into medical devices seems
rather difficult given the restrictions regarding pro-
cessing power and hardware that have already been
an obstacle to cyber security measures being imple-

mented in the devices[Ellouze et Al(2014)]. In this
case, devices would likely have to be given special
instructions in handling a DDoS attack, perhaps by
temporarily refusing any outside connections to pre-
vent the battery of the device from being forcefully
drained. The downside of this approach is that if the
device needs to be accessed while it is under attack, it
would not be able to connect while it has temporarily
set itself to refuse connections.

8 Implementation Obstacles
Properly implementing encryption, authentication,
and privileged users would greatly increase the secu-
rity of implantable medical devices; however, there
are a few reasons they have not already been imple-
mented. The medical field is a very divided field with
research focused all over the place, and each of these
individual sections of the medical field are very small
and focused on their designated to optimizing and im-
proving the performance of the devices they are re-
searching. While medical field research is focused
on getting these implantable medical devices as small
and efficient as possible, researching and implement-
ing cyber security methods would slow this down. Im-
plementing cyber security protocols into a medical de-
vice could have a negative impact on the device’s per-
formance, and this is often undesirable. Another is-
sue is the cost of cyber security research, as only 3%
of funding in the medical field goes to cyber security,
where on average other fields allot 11% of funding
to cyber security[Woods(2017)]. This means that the
cyber security sector of the medical field is extremely
small in order to physically be placed inside a person’s
body. These reasons account for most of the lack of
security in implantable medical devices, but another
reason could also be part of the issue: the need for se-
curity in implantable medical devices is a concern that
has only applied for the last few years[Woods(2017)].
Not too long ago, implantable medical devices were
secure in the idea that the only way to access them was
physically. It is not until recent advances that medical
devices such as pacemakers and insulin pumps were
able to take advantage of wireless connections to mon-
itor a patient, update firmware, and manage any other
functions. Because of this, the security of medical
devices still remains in a similar state to the security
of computers before cyber security was implemented.
During that time, the only security method was hop-
ing that people would either not have access to or be
uninterested in compromising information. Recently,
the need for cyber security within the medical field
and within implantable medical devices has grown to
greater focus. While old devices may still be lack-
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ing in encryption, authentication, and proper use of
the privileged user and other security requirements,
but going forward new devices are being required to
make use of these security methods by the FDA, FBI,
and Department of Homeland Security.

9 Conclusion
While the medical field has been optimizing im-
plantable medical devices in form and function, secu-
rity has fallen behind. While it is unlikely for a person
to be attacked with lethal intent through compromis-
ing a medical device, it still has left many people con-
cerned. This is because attacks can often still be traced
even when performed through these means. What is
more likely to occur is that an attacker will eavesdrop-
ping on personal information going to and from the
device. Wireless connections have only been a part of
medical implants for a very short period of time, so se-
curity measures within the medical field has only been
in demand for an equally short time. Because of this,
many devices lack the encryption, authentication, and
access restrictions that are necessary to protect these
devices and the information within these devices from
outside attackers. Even when proper security mea-
sures are put into place, the device has to be setup in
a way to take full advantage of the implemented secu-
rity methods, such as not using default passwords and
properly using a secured channel to prevent replay at-
tacks. Designers in the medical field would also be
required to become familiar with cyber security meth-
ods, as the implementation of many of these meth-
ods has to be taken into account from the beginning
of the design process. This is because running secu-
rity methods in these devices takes up resources and
memory that used to be dedicated entirely to the per-
formance of the device. The guidelines to follow these
security protocols has recently been set by the FDA,
so future devices should start using these methods.
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