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Abstract: - In past people used to send the messages in plain text over the public channel. However, this protocol
susceptible to various attacks like anyone can read the message, no proper authentication of sender and receiver,
tampering, etc. Indeed, Remote User Authentication (RUA) is a technique is the key to solution of all these
problems. RUA is scheme in which any remote user can not only authenticate but also transfer the messages over
insecure medium to server even though the extraneous physical distance betweenthem. With advancement in
technology, the system moved to multi server in which user can connect to the any server and have the secure
established session over public channel. Recently, in IEEE Access, Barman et al. proposed the multi-server
remote user authentication scheme using the notion of fuzzy commitment and claimed to secure against various
attack. However, in this paper we prove that the scheme due to Barman et al. is failed to provide the
countermeasure against user anonymity, server anonymity and perfect forward secrecy attack.
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1 Introduction proposed the multi-server based schemes. Recently
In today’s world, Information and Communication in 2018, Barman et al. [39] propos_ed the multl—s_erver
Technology (ICT) is the key point for any nation to scheme based on the fuzzy commitment analysis and
progress. Indeed, ICT relies on the advancement of claimed that it is secure against various attacks.

the technology and importantly the communication. o

In data communication, not only the speed matters 1.1 Our Contributions

but also security plays vital role due to nature of data. In this paper we have cryptanalysis the fuzzy based
One way to achieve this is to establish the secure multi-server three factor authentication scheme
communication between all participating entities. which proposed by the Barman et al. We have shown
However, it will be costly in installation as well as the following attacks in the scheme of barman et al.
maintenance. In 1981, Lamport [1] proposed the first e User anonymity

remote user authentication technique in which any e Server anonymity

remote user can establish the secure session over the e Perfect Forward secrecy

public channel and also authenticate each other too. o By compromising  user’s  secret
These communication systems broadly classified in credentials

two categories i.e. single server and multi-server. In o By compromising server’s secret
single server, only single point of server is there to credentials

which all users will connect. In multi-server, more o By compromising RC’s  secret
than one server is available and users are required to credentials

connect to either server for possible communication.

in general, one Resource Center (RC) will be there 1.2 Paper organization

for initial setup. Each of the single and multi-server In Section 2, we have given the preliminaries that we
systemis categorized either into two factor and three will use throughout this paper. In section 3, we have
factor schemes. In two factor only the identity and given the scheme of Barman et al. in Section 4, the
passwordwith smartcardis considered while in three detailed analysis is given. Conclusion and references
factor scheme the biometric identity of user also are at the end.

considered in addition to identity and password.
In [2-22], the authors have proposed the single 2 Preliminaries
server based schemes. In [23-38], the authors have
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In this section we will give the preliminaries as well
as notations that we will use in the explanation of the
Barman et al’s scheme as well as i the
cryptanalysis. Table 1 shows the list of notations.

Table 1 Notations

Symbol Meaning
U, xt" User in the system
ID,.,PW,,BIO, Identity,  password and

biometric identity of xt" user

Sy ythapplication server. Total
m serveravailable in network as
we well as m' backup server (or
future server) will be available
in the network.

Cr, Uy’s template for
cancellation

H, Helper data used in fuzzy
commitment

N, Random nonce by U,

N, Random nonce by S,

R,y Random number generated
by Uy

Tp, Transformation parameter for
CT.X

Xre Secret credential of RC
€dec() Decryption in error correcting
codes
Eenc() Encryption in error correcting
codes
[ Concatenation operation

&) Bitwise XOR operation

AT Acceptable transmission
delay in receiving the message

h(*) Secure one way freshness
property hash function
RC Registration center
PSK, Pre-shared symmetric key
between S,, and RC
SKyy Common  session  key
between U, and S,,
SID, Identity of S,
TS, Present timestamp by U,
TS, Present timestamp by S,
JiO) The function of
transformation
- Insecure channel
- Secure channel

In addition to the notations, we have given the brief
introduction the fuzzy commitment as follows.
Asthe scheme of Barman et al. uses the biometric
asone of the parameter. We canuse the one way hash
function to compute the h(BI0,). However, slight
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change (even single bit) in input of user’s biometric
can result in invalid entry thus we can not use hash
property for biometric. Thus, researcher come up
with fuzzy based commitment scheme to work with
biometric data. More details about this is given in
[40-41].

3 Scheme of Barmanetal.
The scheme of barman et al. is divide into following
main phases.

3.1 Server Registration Phase
The following procedure will be done by all m +m'’
server in the system.

Sy,—>RC: SID,,
RC: Compute PSKy, = h(SIDy || Xgc)
RC—-S,: PSK,

3.2 User Registration Phase
The following procedure will be done user U, and
RC

U, : Choose ID,, PW, and Tp,.
Scan biometric data to capture
BIO,.
Select random k.
Compute
f(BIO,,Tp,),RPW, =
h(PWyl|Cr).
ID,,RPW, ® k
For vj,j € [1l,m+m']
US, = h(ID,||PSK,)
SV, = h(SID,||PSK,)
BM,, = SV, @ (RPW, @ k)
Store {SID,,AM,,BM,} into smart
cardSC,
SC,
Compute  R; = €onc(Rey), Hy =
Cr, ® Re,R = h(Rey), 1 =
h(ch“IDx”PVVx)'P =
h(Ry),AM,, = (AM, ® k) ®
1, BMy, = (BM, @ k) @ 7,
Store
{AM,,BM,, |j € [1, m +m'1}, T, E
R,P,h(*), cenc(*),€gec () into SC,,

CT:

X

U,->R
RC:

RC- U, :

3.3 Mutual  Authentication  with
Generation Phase

In this phase user (U,)/smart card (SC,) will
mutually authenticate the server S, and if successful

than derive the session key Sk ..

Key
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U, : Scan biometric and extract B10,.
U, - SCy: ID,,PW,,BIO,
SCy: Calculate Cr. =

X

f(B10,, T} ).R. = H; @
CT rR,cx = &dec (R )
Check if h(R[,)= Rholds else

terminate.

Calculate 75/ = h(Rex| 1D, | PW;)
Check if h(ry)=r, holds else
terminate.

Compute Uus, =

h(ID,||PSK,),SV, =
h(SID,||PSK,).

Generate random N; in time stamp
TS,.

Compute My = h(ID,||US,),M, =
ID, ® h(SV [ITS,), M5 = M; @

N, M, =
h(ID; ||M1||M2||T5 Ny
SCyx~> Sy My, M3, My, TS,
Syt Check if |TS,—TS,|< AT holds
else terminate
Compute Ms =M, @
h(h (SID, ||PSK, )| [TS.), Mg =
h(M5||h(M5||PS )) M, =
M; @ Mg = Ny, Mg
h(M5||M6||M2||TS ||M7)
Check if M, = Mg holds else
terminate
Generate random N, in time stamp
TS,
Compute Mg =
h(h(Ms||PSK,)|IN;) @
Nz,Sny =
h(Ms||h(SIDy||PSK, )| INy[IN, ||
TSy||TSy), Myo = h(R(Ms
I PSKy) Il SKyy
I Nz)-
Sy~ SCy: Mo, My, TS,
SCy:  Check if |TSs, —Ty,| < AT holds
else terminate
Compute N, =My ®
h(USy|IN1),SK,Qy =
h(IDy | ISV, ||N1 [ IN5[| TS |TS,),
My = h(USy |[SK || TSy 1IND.
Check if M;, = M;; holds else
terminate
SCy > Uy: SKyy,
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S+ Store SKyy for

communication.

Secure

4 Cryptanalysis of Barman et al.’s

scheme

In this section we have proved that the scheme of
Barman et al. is susceptible to the various attacks as
follows.

4.1 User Anonymity
The scheme is said to insecure against user
anonymity attack if any messages from open channel
reveals the identity of user. Let’s consider the typical
scenario involving two system users U,q,U,, and
server S;. Barman et al. claimed that the system
provides the user anonymity as no one can get the
identity of userfrom M,,M3, M,, TS,. However other
users of system can easily guess the identity of users
as follows. Consider that U,; send the message <
My, M3, My, TS,y > to server S;. Uy, follows the
steps as below.
e Compute SV, = BM,, @ (RPWy, @ ky>)
e Compute h(SVy||TSy1) © M, =
h(SVyHTle) ® IDxl @ h(SVyHTle) =
ID, 4
Thus, the scheme of Barmanet al. is prone to the user
anonymity attack. m

4.2 Server anonymity

The scheme is said to be insecure against server
anonymity if identity of server is known from open
channel messages. Eventhough it is not mentioned in
< M,,M3,M,, TS, >, the user U, need to specify the
server j out of m +m’ servers. Thus, the scheme of
Barman et al. is prone to the server anonymity attack
|

4.3 Perfect Forward Secrecy

The scheme is said to be insecure against perfect
forward secrecy if compromise of long secrets of
involving parties canreveal the past as well as present
session keys.

4.3.1 Compromise ofsecret credential ofserver j

Assume that the attacker gets the secret credential of

server yi.e. SID,, PSK,,. The attacker performs the

following steps to get the session key SK,.,,

e Compute SV, = h(SID,||PSK,)

e From message < M,, M3, M,,TS, >,compute
ID, as discussed in 4.2.

e Compute US,, = h(IDy||PSk,)

e Compute N; = M3 h(US,||ID,)
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e Compute N, = My @ h(N;||US,)
e Finally compute
h(IDy ||SVy || N1|IN2 || TSx||TS,).

SKyy =

4.3.2 Compromise ofsecret credential of RC
Assume that the attacker compromises the secret
credential of RC i.e. Xpc. The attacker follows the
following steps.
e Compute PSK, = h(Xgc||SID,) for any server
y
e Compute SV, = h(SID,||PSK,)
e From message < M, M3,M,,TS, >,compute
ID,. as discussedin 4.2.
e Compute US,, = h(IDy||PSk,)
e Compute N; = M5 @ h(US,||IDy)
e Compute N, = My @ h(N;||US,)
o Finally compute
h(IDy [|SVy|IN1|IN2 || TSx|ITS))

SKyy

4.3.3 Compromise of secret credential of user

Assume that the attacker compromise the secret

credential of user ie. ID,,PW, and BIO,. The

attacker perform the following to get session key

SKyy

e Calculate Ct. = f(BIOLT, )R = H; ®
C%X'Ré‘x = €gec (Re)-

o Calculate 1y = h(Rcx||ID,||PW;)

 Compute US, = h(ID,||PSK,),SV, =
h(SID,||PSK,).
e Compute My = h(ID,||US,),N; = M3 @

Ml’ NZ = Mg @ h(USy”Nl)
o Finally compute
h(IDy [ISVy|IN1|IN2 || TSx|ITS))
Thus, the scheme of Barman et al. is prone to the
perfect forward secrecy attack. m

SKyy =

5 Conclusionand Future Work

With increasing usage as well as demand data over
the internet, it’s not only require the security but also
the authentication as same time too. Indeed, remote
user authentication scheme is the key to this problem.
In this paper we have cryptanalysis the fuzzy
extractor based  multi-server  remote  user
authentication scheme and claim that the scheme is
yet vulnerable against various known attack which
makes the scheme impractical for real time
applications. In future, we hope to have lightweight
scheme that to be practical in real time scenario.
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