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Abstract: Vein recognition is one of many available methods used for identification. Veins possess several proper-
ties that make a good biometric feature for personal identification: 1) they are difficult to damage and modify; 2)
they are difficult to simulate using a fake template; and 3) vein information can represent the liveness of person.
We present the results of the recognition of veins patterns that show the suitability of the method for biometric

identification purposes.
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1 Introduction

Biometrics realize automated measurement in real
time of physiological and/or behavioral characteristics
without human intervention. The behavioral charac-
teristics measure the action performed by a person.
The physiological characteristics based on physical
human traits.

The core of all biometrics systems have five key mod-
ules: sensors (image/data acquisition), feature extrac-
tor, biometric database, matcher and decision-maker
(Fig. 1). The two types of biometric systems are:
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Figure 1: Biometric system

(i) identification systems (or recognition) (negative
recognition) - recognize the user by compar-
ing the submitted biometric signature to all the
enrolled signatures in the database by making
1:N (one-to-many) comparisons without specific
identity claim from the user.

(i) verification systems (or authentication) (positive

recognition) - validates the user’s claim by mak-
ing a 1:1 (one-to-one) comparison between the
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submitted biometric signature and enrolled bio-
metric signature.

Biometric characteristics are presented in Table 1.
Biometric categories can be divided into two types: (i)
Identification systems and (ii) Verification systems.
Vein recognition is a biometric technology that is a
unique and stable biometric trait with strong immu-
nity to forgery. It was found that identical twins with
the same DNA sequence have different vein patterns.
Advantages of vein-based biometrics:

e Immunity to counterfeit - vein hiding underneath
the skin surface,

e Active liveness,
e User friendliness.

The metrics to measure the performance of a biomet-
ric systems are:

o False Acceptance Rate(FAR) defined as

_ Total False Acceptence
FAR = Total False Attempts *

o False Rejection Rate (FRR) defined as

__ Total False Rejection
FRR = Total True Attempts *

e Equal Error Rate (EER). ERR is where FAR =
FRR.

The relationships between FRR, FAR and EER
shows Figure 2.
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Table 1: Biometrics characteristics

Characteristic

Description

Robustness

Describes by the probability that
a submitted template will not
match the enrollment the im-
age. Measured by the “false
non-match rate”.

Distinctiveness

Show how well the biometric
separates one individual from
another. Measured by the “false
match rate”.

Permanence

Display how well the biometric
remains the same over time. The
characteristic is not changing in
time.

Acceptability

Describes by polling the device
users

Accessibility

Indices by the number of indi-
viduals that can be processed in
a unit time

Availability

Describes by the probability that
a user will not be able to supply
areadable measure to the system
upon enrollment

Universality

Show how commonly the bio-
metric is found in humans

Performance

Demonstrate the accuracy of the
system using the biometric

Circumvention

Indices how easily a submitted
template can be spoofed

Uniqueness

No two individuals possess the
same characteristic.

FRR

Error rate

Acceptance

False acceptance 47-;’ = »

Threshold

False rejection

|
A\

Dissimilarity scores

Figure 2: Relationship between FAR, FRR and EER.

Vein recognition is a method of biometric iden-
tification/verification, that uses pattern recognition
techniques based on images of blood vessels. Blood
vessel patterns (identified only on a live body) are
unique to each individual. Vein recognition does not
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require contact during registering and authentication
and is strongly immune to forgery.

The visibility of human vein patterns in the visi-
ble light band is low. To detect hand dorsal veins and
generate a vasculature map we utilize a CCD camera
with IR filter. For the application of hand vein recog-
nition, utilizing the near-infrared band in the elec-
tromagnetic spectrum is typically the accepted tech-
nique. A database of hand-dorsa vein images con-
tains 100 images from 25 volunteers (15 males stu-
dents and 10 females students). Some image samples
in the database are illustrated in Figure 3.

Figure 3: Dorsal hand vein images.

2 Preprocessing of Images

If the digital image contains M x N pixels, is
represented by an M x N matrix

foo foa fon-1
fm =] fi
fv-10 fu-1 fv-1,N-1
(1

where 0 < m < M —-1;0<n < N—1and
ngm,nSG_l
Usually M = 2/, N = 2/ and G = 2*.

The processing generally comprises the steps of
acquiring an image, improving image quality, image
segmentation and features extraction for the recogni-
tion.

The gray levels are modified as

(fm,n — min) x 255
maxr — min

Frnn = @)
where max and min are respectively the maximum
and minimum value of image gray level values of the
original image, respectively.

Median filtering is a nonlinear method used to re-
move noise from images. The median filter works by
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moving through the image pixel by pixel, replacing
each value with the median value of neighbouring pix-
els.

2D MF for image fr,n,n , (m,n) € R is defined
as

. !
Ymn = medianaa, fr, , =

3)

= medz'cma[f;nJrT,nJrs ;o (r,s) € A

where A; is M F window.

Another important problem that has to be solved
is the problem of image normalization. First, we
calculate the coordinates of the center of gravity of
the points of the image

S Sum X S
ST
S Sanx o
S S S 7 @

The coordinates of the center of gravity are the basis
for determining ROI.

Figure 4: Image normalization and ROI detection.

3 Gabor wavelet

Gabor filters have been successfully applied in
various computer vision applications and to texture
analysis. The general functionality of the 2D Gabor
filter family can be represented as a Gaussian function
modulated by a complex sinusoidal signal.

The Gabor filters can be defined as follows

1 1 x/Q 12

Yy . /
= —— (=4 2miW
900000 = 5=y (o pleaplon W)
)
where
7' = xcosh + ysinb,
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Yy = —xsinf + ycosb,

o, and oy, are the standard deviations of the Gaussian
envelope along the = and y directions

0 =7%() 1 =1,2,...,k, and k denotes the number
of orientation of the Gabor filters,

W is the radial frequency of the sinusoid.

The Fourier transform of the Gabor function in
eq.(5) is given by:

1, (u—W)?  u?

F(u,v) = e:vp[—i( p + ;)] 6)
u v
where
Oy = %mrx
oy = %ﬂ'O'y.

The Gabor transform of image f,, 5, is calculated
as:

@)

where * denotes the convolution operator, ¢ and k are
the number of scales and orientations, respectively.

G(‘r7y)0i79k = fmon * g(xay)oiﬂk

Filter banks are generated by varying scale and
orientation of filter. First keep number of scale con-
stant and vary the orientations. Then vary the num-
ber of scales and keep number of the orientation fixed.
Here filters are designed for 3 scale and 6 orientations.
Performance is evaluated for all filters.

4 Vein biometrics

One of the most promising and intensively developed
biometric methods is the method using the network of
blood vessels. The pattern of blood vessels is unique
for every human being, also in the case of twins. It is
also stable over time.

We use the network of blood vessels associated
with hand dorsal. In the process of identifying people
on the basis of dorsal vein images, we use a features
calculated using the Gabor filtration operation.

For 3 scales and 6 orientations we obtain 18
filters. In our case, we have o; = {2,4,8}, and
0, = {30°,60°,90°,120°,150°,180°}. For a fixed
orientation angle, we calculate the sum of images for
different scales. In this way, we get 6 images marked
as G(x,y)y. Similarly, for a fixed scale parameter, we
calculate the sum of images for different orientation
angles. As a result, we get 3 images marked as
G(z,y)s. The images shown in Figure 5 are the
result of the convolution operation of the input image
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Figure 5: Real part of the Gabor filter responses of a
dorsal vein image. a) images correspond to top row of
Figure 4, b) images correspond to below row of Figure
4. Rows correspond to o; = {2, 4,8}, and columns to
0, = {30°,60°,90°,120°, 150°, 180°}.

with the above defined set of Gabor filters.

After applying Gabor filters on the image with
different scale ¢ and orientation £ we calculate two
parameters - energy and entropy - respectively defined
by

and

Entdi,ek = _pdi,ek (xay) X IOgQ(in,Gk (x?y)) (9)

where
Eaiﬁk

Zai ZGk EUiﬂk
Parameter values calculated in accordance with
the presented procedure are presented in Table 2.
The feature vector F'V of the (3 + 6) x 2 = 18
dimension is constructed using E,,, Fy, and Ent,,,
Entg, as feature components.

Do 01, (T, Y) (10)
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Table 2: Energy and Entropy of the Gabor images
with Figure 5a and Figure 5b

[ Image [

Image with Figure 5a il Image with Figure 5b |

0 E(z,y)p | Ent(z,y)e E(z,y)g | Ent(z,y)g
30 0.083548 5.092811 0.079564 5163171
60 0.083349 5.092916 0.079160 5.189435
90 0.084440 5.090468 0.079567 5.169718
120 0.081274 5144662 0.077984 5204526
150 0.079948 5.188743 0.080404 5144473
180 0.083597 5.120783 0.902485 0.178977
[ E(z,y)o | Ent(z,y)o E(z,y)o | Ent(z,y)o

2 0.106878 4.610757 0.085982 5.041435
7 0.087073 5020519 0.082465 5.100535

8 0.081929 5.153033 0.074496 5.282654

FV - [Eg-:Q, Eo':47 EO‘ZS?

Eoy—30, Eg—60, - - - » Eg=130,
Enty—o, Enty—y, Ents—g,
Entg—30, Entg—eo, - - . , Ento=1s0] (11)

5 Pattern matching and conclusions

The feature vector obtained from the input biomet-
ric image is compared to the feature vector from the
database. The Euclidean distance is calculated - the
Euclidean distance smaller than the specified thresh-
old means that the biometric input image and the
database image are “’very similar”.

Gabor’s filtration is used in the process of calculating
a vector of features based on energy and entropy pa-
rameters. This method is very perspective and gives
good results.

References:

[1] Daugman, J.G. Complete discrete 2-D Gabor
transforms by neural networks for image anal-
ysis and compression. IEEE Trans. Acoust.,
Speech, Signal Processing, 1988, 36, 1169-
1179.

Daugman, J.G. High confidence visual recogni-
tion of persons by a test of statistical indepen-
dence. IEEE Transactions on Pattern Analysis
and Machine Intelligence, 1993, 25, 1148-1161.

Ding, Y., Zhuang, D., Wang, K., A study of hand
vein recognition method, Proc. IEEE Intl. Conf.
Mechatronics & Automation, 2005, 2106-2110.

[4] Gabor, D. Theory of communication. J. Inst.
Elect. Eng., 1946, 93, 429-459.

[5] Gonzales, R.C., Woods, R.E., Digital Image
Processing, Pearson Prentice Hall, 2008.

Volume 15, 2018



[6]

[7]

[10]

[11]

[12]

[13]

WSEAS TRANSACTIONS on INFORMATION SCIENCE and APPLICATIONS

Jain, A.K., Flynn, P.J., Ross, A. (eds.), Hand-
book of biometrics, New York: Springer, 2007.

Kang, B.J., et al,. Multimodal biometric method
based on vein and geometry of a single finger.
IET Computer Vision, 2010, 4.3, 209-217.

Kirbas, C., Quek, K. Vessel extraction tech-
niques and algorithm: a survey. Proceedings of
the 3rd IEEE Symposium on Biolnfomratics and
Bioengineering, 2003.

Kono, M., et al,. Near-infrared finger vein pat-
terns for personal identification. Applied Optics,
2002, 41(35), 7429-7436.

Kumar, A., Prathyusha, K. Venkata., Personal
Authentication using Hand Vein Triangulation
and Knuckle Shape. IEEE Transactions on Im-
age Processing, 2009.

Pierre-Olivier, L., Christophe, R., Bernadette,
D. Palm vein verification system based on SIFT
matching. Proceedings of Third International
Conference ICB, 2009, 1290-1298.

Tanaka, T., Kubo, N. Biometric authentication
by hand vein patterns. Proc. SICE Annual Con-
ference, 2004, 249-253.

Wang, Y., Li, K., Cui, J. Hand-dorsa vein recog-
nition based on partition local binary pattern.
IEEE 10th International Conference on Signal
Processing (ICSP), 2010, 1671-1674.

E-ISSN: 2224-3402

128

Ryszard S. Choras

Volume 15, 2018





