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Abstract: - In this paper, three pseudorandom number generators are considered which are built on 

asynchronous cellular automata with several active cells that form additional active cells in the field of the 

cellular automaton. The paper describes pseudo-random number generators based on an asynchronous 

cellular automaton with one, two and three active cells. Such generators use cellular automata in which 

each active cell performs two local functions. One local function calculates the state of the cell in the next time 

step, and the second local function determines the active cell at the next time step. The results of testing all the 

generators using graphical tests are presented. The tests allow detection of generator defects for different local 

transition functions. The paper also considers the method of formation of new active cells by two initial active 

cells. New active cells are formed as a result of the combining of the initial two active cells in one cell of 

cellular automata. In this case, each additionally formed active cell performs another local transition function 

that differs from the local transition functions of the previous active cells. The use of additional active cells 

allows to improve the quality of work of generators based on two-dimensional asynchronous cellular automata. 

The high quality of the pseudo-random number generator is proved by the used graphic tests. 

 

 

Key-Words: - Asynchronous cellular automata, pseudorandom number generator, tests, cell, neighborhood of 

cells, local transition function, active cell. 

 

1 Introduction 
At present time, there are many scientific works 

devoted to the application of pseudo-random 

number generators (PRNG) based on cellular 

automata (CA) [1–18]. Synchronous (SCA) and 

asynchronous cellular automata (ASC) of different 

dimension are used [2, 5, 11, 12, 17, 18]. Today, 

there are many solutions for implementation of the 

PRNG based on one-dimensional CA [3–9, 13]. 

These PRNGs are well studied and widely used for 

solving various tasks in the field of information 

technology. Two-dimensional CAs are also used [2, 

14, 15, 17]. However, they require additional 

research in terms of improving the basic 

characteristics of PRNG. 

Today the PRNGs has been developed based on 

CA of various configurations [1–18]. They use SCA 

and ACA, as well as hybrid CA (HCA). In doing so, 

various local functions of states and transitions are 

investigated that realize CA cells. They have good 

characteristics under certain initial states. However, 

PRNGs based on ACA do not always produce a 

high-quality pseudo-random bit sequence. They are 

realized on the basis of ACA with one active cell 

and practically do not use several active cells. The 

reason for this is that in each time step only one cell 

changes its state. 
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To assess such PRNG the tests were used.  

However, they do not always show good results. 

Therefore, the authors propose to use of several 

active cells in the area of one ACA using various 

local transition functions. The basic principles of 

functioning and results of studies of such PRNGs 

were presented in the report at the conference 

CSCC2017 (Stepan Bilan, Mykola Bilan, and Sergii 

Bilan. Research of the method of pseudo-random 

number generation based on asynchronous cellular 

automata with several active cells, Crete, Greece, 

2017). The graphical tests were used. 

In this paper, the authors suggest variants for the 

formation of new active cells for improving the 

quality of the PRNG functioning on the basis of 

ACA with two active cells. 

  

 

 

2 PRNG Based on the ACA with One 

Active Cell 
The main element of such PRNG is ACA, in which 

only one cell implements the local transition 

function (LTF) at each time step. The cell that 

performs the LTF at the corresponding time is active 

at this present time step. The remaining cells of the 

ACA do not change their state because they are not 

active. The active cell computes the ACA cell, 

which will be active at the next time step. The next 

active cell belongs to the neighborhood of the active 

cell at the current time (Figure 1). The next active 

cell can be an ACA cell that does not belong to the 

neighborhood of the active cell at the current time 

step. The mode of selecting the active cell at the 

next time step is set by the original LTF. 

 
 

Figure 1. Example of active state transmission from 

cell to cell at each time step. 

 An active cell performs two local functions. The 

first local function calculates the cell of its own 

neighborhood, which will become active in the next 

time step. The second local function is the LTF. As 

a rule, the first local function realizes the XOR 

function over the signals of the neighborhood cells 

and the own state signal. Also, additional signals 

from selected ACA cells can be used at each time 

step. Additional signals that are LTF arguments 

improves PRNG properties. 

The next active cell is selected according to the 

local transition function. If the LTF is set 

unsuccessfully, the PRNG generates a pseudo-

random bit sequence of poor quality. The quality of 

the bit sequence is checked using special tests. Tests 

often possible to determine the defect PRNG. The 

used tests can determine an unsuccessful LTF for 

PRNG based on ACA with one active cell. 

Especially, the graphical test of the distribution of 

quantities in the bit sequence shown such results. In 

this case, most of the tests for PRNG with a large 

dimension of ACA are successful. 

The hardware implementation of PRNG with one 

active cell is based on the implementation of one 

cell of the ACA. The cell of the ACA consists of 

two parts that realize the local function of states and 

the local function of the active signal transmission 

of one of the cells in the neighborhood of the active 

cell. In addition, the PRNG uses a switching circuit 

in its structure that implements the connection of the 

output of the active cell to the output of the 

generator at each instant of time. 

The use of ACA with two active cells allows to 

increase the quality of the PRNG work. 

 

 

 

3 PRNG Based on the ACA with Two 

Active Cells 
In an ACA with one active cell, the state of only one 

active cell at each current time is can changed. The 

remaining cells do not change their state for a long 

time, and some cells cannot change their state 

during the entire time of the PRNG functioning. 

This situation does not always give a pseudo-

random bit sequence of high quality. 

To improve the work of PRNG the authors 

suggest to using the ACA with several active cells. 

Each active cell performs a separate local transition 

function, and at the output of the active cells, bit 

sequences is formed. Thus, at each current time 

step, two ACA cells can simultaneously change 

their state. However, the quality of the bit sequence 

being formed is strongly depend on the LTF that 

used for each active cell. This was shown by graphic 

tests that indicate the quality of all used local 

transition functions. An example of the PRNG 

functioning based on ACA with two active cells on 

Figure 2 is shown. 
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Figure 2. An example of the work of PRNG based 

on the ACA with two active cells. 

In the example shown in Figure 2, several ACA 

states are represented in the 300 time steps. We see 

the presence of superpositions on 207 and 209 time 

steps. At these time steps, only one cell changes its 

state. However, in the presence of a superposition, 

two LTFs are performed and compatible active cells 

pass to other cells of the neighborhood at the next 

time step. The initial settings of the ACA are shown 

at 0 the time step. With other initial settings of the 

ACA, during the operation of the generator there 

may be no overlap. 

The structure of PRNG based on ACA with two 

active cells is similar to a generator with one active 

cell. Only ACA is organized somewhat differently. 

The cell of such an ACA has a different structure 

since it can work in three modes. 

• Standby mode,  

• The mode of the first active cell, 

• Mode of the second active cell. 

The standby mode is characterized by the fact that 

the cell is set to the information state of the logical 

"1" or "0". In this state, the cell is located until it 

becomes active. In the active state, the cell can 

change its information state, or it may not change its 

own state. This depends on the local function and on 

the values of the arguments for the local function of 

the active cell. 

In the second mode, the cell is active, and it 

functions as well as the active cell, as described in 

the previous section. 

If the cell is in the active state of the second active 

cell, then it performs the same functions as the first 

active cell. The only difference is that at an odd time 

step it performs a local function similar to that 

performed by the first active cell at the paired time 

step and vice versa. This separation of active cells in 

even and odd time steps is carried out in order that 

in the case of coincidences of the two active cells, 

one cell does not "disappear".  

The following model describes the information 

state of the active cell of the ACA. 
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where    tb i

N j

 - signals on the information outputs of 

the cells that constitute the cell neighborhood of i-th 

cell at time t;  

 tb actli

N j

,  - signal at the j-th activation input of i-th cell 

in i-th activity mode and this signal comes from 

activation output of the cell that belongs to the cell 

neighborhood of i-th cell at time t  Nj ,1 ;  

N – the amount of neighbor cells, that makes the 

neighborhood of the i-th cell. 

In accordance with this model, active cells 

change their state regardless of the mode of 

functioning of the active cell. 

Two local transition functions were used. For the 

first active cell, the LTF was chosen, which been 

helps to determ the cell of the neighborhood of the 

active cell with the largest number that was 

determined at an odd step among the cells of the 

neighborhood having a logical "1" state at the 

current time step. At an even step, the cell with the 

largest number among the neighborhood cells was 

determined, which have a logical "0" state at the 

current time step. In addition, the von Neumann 

neighborhood and the Moore neighborhood were 

investigated. 

For the second active cell, the same LTF was 

chosen as for the first active cell. However, cells 

with logical "1" states were analyzed at an even 

step, and at an odd step all cells of the neighborhood 

of the zero-state were analyzed, and the cell with the 

largest numbering among the neighborhood cells 

was determined. 

The LTFs of the first and second active cells are 

realized identically, but they analyze cells with 

opposite binary states. 

PRNG based on ACA with two active cells 

forms three bit sequences Q1, Q2, 213 QQQ  . 

Each bit at the output of active cells is formed using 

the XOR function over the signals of the 

neighborhood cells, the eigenstate and the state of 

the additional cell at the current time step. An 

additional bit can be generated using the method 

presented in the works [16, 17]. 

The results of testing all three sequences 

generated by PRNG using graphical tests are shown 

on Figure 3 and Figure 4.  

To perform the test the long sequences that have 

2000000 bit in each sequence were formed. 

Graphical tests show bursts of amplitudes for bit 

sequences of each active cell. However, the third bit 

sequence Q3 shows good test results. At the same 

time, only two LTFs described earlier were realized 

and other local transition functions were not 

analyzed. 
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Figure 3. The results of testing of all three of bit 

sequences with help a graphical test of the 

distribution of bit sequence elements on the plane. 

 

Figure 4. Diagrams of the distribution of points in 

the plane for bit sequences formed using the Moore 

neighborhood for a sequence of length of 2,000,000 

bits. 

ACA in various sizes were used. For large ACA 

dimensions, the tests showed good results. Good 

results were also obtained for small sizes, which 

was not observed for ACA with one active cell. 

 

 

 

4 PRNG Based on ACA with a 

Variable Number of Active Cells 
For normal operation of ACA with two active cells, 

both active cells must perform the same local state 

function. That is, these cells changed their state 

according to one local function of states. In addition 

to this, at the current time step only two active cells 

change their state.  

If at some time step two active cells are 

combined in one ACA cell, then only one cell 

changes its state. When both active cells are 

combined, they can form a new active cell. This 

new active cell in the next time step is a cell that is 

located in the place of combining the two active 

cells. 

Thus, in the next time step after combining, three 

active cells appear. At the next time step, the two 

original active cells pass to other cells, as well as the 

third active cell passes into another active cell 

according to the established LTF. At the next time 

steps, all three active cells came from cell to cell. If 

none of the active cells are combined, then at the 

current time step its state changes three cells of the 

ACA. In this case, the cell can not change its state if 

the result of the execution of the local state function 

corresponds to the value in the previous step. An 

example of the functioning of the initial two active 

cells and a new active cell are shown on Figure 5. 

 

Figure 5. An example of the functioning of ACA at 

the time of the formation of a new active cell in 

ACA a well as at the following time steps. 

The work consider the mode of operation of 

ACA, when new active cells are formed only by the 

initial two active cells. There may be other modes 

for the formation of new active cells in the ACA. 

For example, new active cells can also form new 

active cells in future. In addition, new active cells 

can form under the condition that two active cells 

are combined with certain LTFs. Thus, after a 

certain number of time steps, all cells can change 

their state. 

Variants are also possible when the cells go into 

an inactive state if they are combined on the ACA 

field. This mode is carried out by selecting the 

necessary conditions for the functioning of active 

cells. 

In the presented example, a new formed cell 

performs another LTF. According to the new LTF at 

the next time step, the active cell is determined by 

the code of the first three cells of the neighborhood 

of the third active cell at the current time step. 

Numbering for active cells of the Moor 

neighborhood is shown on Figure 6. 
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Figure 6. An example of the numbering of cells of 

the Moore neighborhood, which was used in the 

software implementation of the method for the first, 

second and third active cells. 

The Moore neighborhood is considered. The 

numbering of the neighborhood cells is carried out 

from the left cell of the top row clockwise. If the 

first three cells (the 0th, 1st and 2nd neighborhood 

cells) of the neighborhood of the active cell 

represent binary code 110 (decimal 6), then at the 

next time step the cell of the neighborhood, which is 

designated by the number 6, becomes the active cell, 

that is presented on Figure 7 (3 time step). 

 

 
 

Figure 7. An example of LTF performing by a third 

active cell. 

In this paper, an example is considered where the 

first and second active cells perform LTF, which are 

described in the previous section. These cells have a 

neighborhood where all neighborhood cells are 

numbered according to Figure 6. For such LTF the 

cells can only be combined in the case shown in 

Figure 8. 

 

 
 

Figure 8. The combination of cells of the 

neighborhoods of two active cells, which may lead 

to their coincidence. 

At the next time step, the cells are combined 

(Figure 9). At this time step, a new cell is formed, 

and at the next time step, the first and second active 

cells move to other positions according to the 

established LTFs. The new active cell is blue and 

moves according to the previously described LTF. 

She also begins to move to next active cell on the 

next time step. For other LTFs, the number of 

variants preceding the overlap may be greater. For 

example, for a new cell, the described LTF allows to 

increase the number of possible combinations for 

combining. 

 

 
 

Figure 9. Example of the formation of a new active 

cell and their transition according to the given LTF. 

The "x" characters indicate that the state can be 

any for these cells (0 or 1). In some cells, the states 

were chosen arbitrarily at the next time steps. This 

was necessary to select the following active cells 

that belong to the neighborhood of active cells on 

the current time step. Order of transitions are made 

active cells is shown.  

The use of different LTFs for each active cell 

does not allow the cells to be absorbed when they 

combine their location. However, it is possible that 

all ACA cells become active. 

Each cell of the AСA can operate in eight modes. 

1. The background mode. 

2. The mode of the first active cell. 

3. The mode of the second active cell. 

4. The mode of the third active cell. 

5. The mode of the first and second active cells. 

6. The mode of the first and third active cells. 

7. The mode of the second and third active 

cells. 

8. The mode of the first, second and third active 

cells. 

In the first mode, the ACA cell is not active and 

does not perform local transition functions and the 

local state function. In this mode, the cell does not 

change its state. 

If the cell passes into the second, third, or fourth 

modes, it performs a local state function and a 

corresponding LTF for the first, second, or third 

active cell. 

In the fifth mode, the cell performs a local state 

function and two LTFs that are set for the first two 

active cells. Also in this mode, the cell forms the 

third active cell (if the fifth mode came the first 

time), and also the third LTF. In fact, the fifth mode 

goes into the eighth mode of cell operation and three 

LTFs are performed. After the formation of the third 

cell, the transition from the fifth mode to the eighth 

mode is not carried out. In the fifth mode, two 

neighborhood cells (the first and second active cells) 

are determined which will become active at the next 

time step. 

In the sixth mode, the cell performs a local state 

function, as well as the first and third local transition 

function. In the seventh mode, the cell performs a 
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local state function, as well as the second and third 

LTFs. 

In the eighth mode, the cell performs a local state 

function, as well as the first, second, and third LTFs. 

The paper considers an option with only three 

active cells. The influence of three LTFs on the 

quality of the work of PRNG was investigated. The 

third LTF used the arguments of the first two cells 

of the neighborhood of the active cell for the von 

Neumann neighborhood, and for the Moore 

neighborhood the signals of the first three 

neighborhood cells.  

The operation of the ACA cell in the described 

modes requires a complex hardware implementation 

of each cell. Each cell contains four control outputs. 

These outputs control the switching system that 

connects the output of the active cell to one of the 

outputs of the switching system. If the cell is the 

first active cell, its information output is connected 

to the first output of the switching system. The 

outputs of the second and third active cells are 

connected to the second and third outputs of the 

switching system. 

PRNG quality analysis is carried out using 

graphical tests. The results were evaluated for all 

formed bit sequences by all active cells and 

sequences generated by XOR function over the bits 

of active cell sequences. Figure 10 shows the results 

of the tests of number distribution on the plane for 

all sequences that are generated simultaneously for 

one initial state of PRNG. 

 

 
 

Figure 10. The results of using the graphical test of 

distribution of elements of bit sequences on the 

plane. 

Four formed bit sequences were analyzed for 

each initial state of the generator. The first three bit 

sequences were formed by the first, second and third 

active cells. A fourth bit sequence is obtained by 

performing an XOR function for all bits of the first 

and second bit sequences that are generated by the 

first and second active cells. A fifth bit sequence is 

obtained by performing a XOR function for all bits 

of the first and second bit sequences that are formed 

by the first, second, and third active cells. In this 

case, the third bit sequence always contains a 

smaller number of bits than in the first two 

sequences since it starts to form later after the first 

combining of the first two active cells. The greatest 

length of the third bit sequence can be obtained if 

the initial state of the first two active cells is used 

according to Figure 8. The results are presented for 

ACA sizes of 15 × 15 and 20 × 20 cells, as well as 

for a different number of cells that at the initial 

moment have a logical "1" state.  

The resulting histograms show that the LTF of 

third cell gives a better sequence, and the fourth and 

fifth resulting bit sequences have a good 

distribution.  

The quality of the obtained bit sequences is also 

confirmed by a graphical test of the distribution of 

numbers on the plane as shown in Figure 11. Results 

for the same bit sequences are presented (Figure 

10). 

 

 
 

Figure 11. Diagrams of the distribution of points in 

the plane for bit sequences formed using the Moore 

neighborhood for a sequence of length of 2,000,000 

bits. 

This graphical test showed good results for all bit 

sequences. 

 

 

 

5 Conclusion 
The use of two active cells in the organization of 

ACA makes it possible to improve the properties of 

the generated pseudorandom bit sequences. The 

analysis of ACA with active cells that performed 

various LTFs was carried out. It is shown that a 

large influence on the quality of the bit sequence is 

provided by the using LTF. Graphical tests showed 

that the LTF of the third active cell produces a 

pseudo-random bit sequence of higher quality.  In 

addition, graphic tests showed that the most 

effective is the neighborhood of Moore. It gives a 

positive result for small size of ACA when using 
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graphical tests. The use of XOR functions for bit 

sequences formed by two and three active cells 

gives better results, which is proved in graphical 

tests. Also the length of the repeat period of the 

pseudo-random bit sequence is increased.  
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