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Abstract: With current maturity and wide accessibility of low-cost sensor technologies, sensor-based human 
activity recognition is becoming more and more popular in various domains and novel innovative applications. 
Huge amount of research in this area is driven by smart-home assistive living applications, many of them 
mostly focused on the development of efficient methods and applications that can help in supporting 
independent living and provide assistance with everyday instrumental activities of daily living. On the other 
hand, in today’s world filled with uncertainty and ever increasing security risks, personal physical security is 
becoming more important than ever. In this paper we report on the identified need and present the current status 
and future steps towards developing a robust physical intrusion detection method aimed at improving people’s 
personal physical security. Proposed method relies on machine learning techniques and on sensor-based human 
activity recognition and will be validated on the application prototype for robust physical intrusion detection on 
home doors in real-life environment. 
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1 Introduction 

Human activity recognition is becoming 
increasingly popular in various domains such as 
ambient assistive living (AAL) [1] [2], context-
aware computing [3], mobile computing [4], and 
others [5]. Maturity of low-cost sensor technologies 
and wireless communication networks has pushed 
the research focus to high-level information 
integration, context processing, and activity 
recognition and inference. Within the field of human 
activity recognition, substantial amount of research 
endeavours is driven by smart environment 
applications, especially smart-home based assistive 
living applications. These are mostly focused on the 
development of novel efficient methods and 
application that can help in supporting independent 
living and provide assistance with everyday 
instrumental activities of daily living (ADL) [6]. On 
the other hand, in this work we focus on the domain 
of physical security. We explain the motivation and 
investigate the possibility of building upon and 
improving existing methods in the field of human 
activity recognition to improve smart home 
inhabitant’s physical security. 

 Amongst various different types of sensors used 
in physical intrusion detection systems (such as 
infrared sensors, ultrasonic sensors, microwave 

sensors etc.) inertial/vibration sensors are also often 
used. Sensors vary in their sensitivity levels and the 
medium for vibration signal propagation must be 
carefully selected regarding the type of building it’s 
intended to protect. Most modern physical intrusion 
detection systems based on inertial sensors can only 
detect if an intrusion attempt (or any other source of 
vibration) has taken place or not. They do not have 
the ability to infer the type of the activity which 
caused the vibration, thus often suffering from high 
false alarm rates. Not to mention the ability to 
recognize the activity taking place in real-time and 
raise an alarm while the suspicious activity is still 
ongoing. Furthermore, most of today’s physical 
intrusion detection systems (based on inertial 
sensors and others) are too expensive to be used by 
average people on large-scale in terms of at least 
protecting their own homes.  

Additional motivation for this work comes from 
the analysis of the statistical data on physical 
intrusions in Croatia for the 2006 – 2015 period, 
provided by Republic of Croatia Ministry of the 
Interior [9]. Statistics shows numbers of heavy 
thefts performed as a consequence of successful 
physical intrusions in different objects in Croatia. 
As we can see from the provided data, large number 
of reported cases corresponds to physical intrusions 
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in private houses, flats and weekend houses. With 
respect to the total number of reported cases in year 
2015 (14968 cases) only small portion has been 
successfully resolved (3971 cases or 26.5%). 
Another important concern evident from this data is 
that very small number of intruders get caught on 
act (138). Similar trends can be observed for 
previous periods as well. Throughout the entire past 
decade numbers of reported and resolved cases are 
both slightly dropping but their difference remains 
approximately the same. In our opinion, this calls 
for novel and innovative approaches which can 
support the development of physical intrusion 
detection systems widely accessible and affordable 
for average consumers.  

In this work we aim at developing a generic 
context-aware method for human activity 
recognition, supported by machine learning 
techniques and based on a real-time raw sensor data 
stream coming from a minimum number of sensors 
placed in the environment where activity is 
performed. In terms of method validation, we will 
investigate the possibility of applying such method 
for efficient real-time physical intrusion detection 
and physical intrusion attempt type classification 
(e.g. burglary attempts using a lock-picking [7] or 
bump-key [8] methods). Since we aim at using the 
minimum possible number of low-cost sensors for 
data gathering, we believe that such method can 
open a possibility for a whole range of other 
different widely accessible (low-cost) systems and 
applications, physical intrusion detection system 
being just one of them. For wider use and 
accessibility of applications built upon our method, 
we aim at performing real-time activity recognition 
and classification entirely on the server side based 
on raw sensor data, without any additional data pre-
processing on sensor nodes themselves. In this 
scenario, any application based on such method 
becomes independent of the hardware, 
simultaneously making the hardware architecture 
simple, low-cost and therefore widely accessible.  

The remainder of the paper is structured as 
follows. Section 2 gives a short introduction into the 
subject, including explanation of the terminology 
and classification of the approaches in the field of 
sensor-based activity recognition. Here we also 
reflect on the related work and identify drawbacks 
of existing findings in the field. In section 3 we 
report on our proposed approach and research 
methodology for achieving our goal. Finally, we 
close the paper with few concluding words in 
Section 4. 
 
 

2 Problem Formulation 
 
2.1 Sensor-based activity recognition 
approaches 
 Sensor-based activity recognition is a human 
activity recognition approach based on the use of 
emerging sensor network technologies for activity 
monitoring. In this approach generated sensor data 
are primarily time series of state changes and/or 
various parameters that can be further processed in a 
desired manner. With respect to the position of the 
sensor(s) we can differentiate between two main 
approaches [6]: 

1. Wearable sensor-based activity recognition – 
where sensors are attached to an actor under 
observation; 

2. Dense sensing-based activity recognition – 
where sensors are attached on objects that 
constitute the environment in which an activity 
is performed. Generally, in this approach we 
infer on performed activities by monitoring 
human-object interactions through large number 
of low-cost multimodal sensors. 

In our approach, sensor(s) will be placed on the 
object(s) constituting the activity environment, 
which therefore falls into the category of dense 
sensing-based approaches. 
 Regarding the method for building activity 
models used to infer on performed activities, we 
also differentiate between two main approaches [6]: 
1. Data-driven (bottom-up) approach – learning 

activity models based on a general dataset of 
recorded activities, using data mining and 
machine learning techniques. With activity 
models in place inference can be performed 
using probabilistic or statistical classification. 
Since this approach relies on preexistent dataset, 
it is important to point out that therefore this 
approach suffers from “cold start” problem 
(data scarcity). Additionally, it suffers from 
reusability problems in terms of applying 
activity models between different actors. On the 
other hand, this approach has proven to perform 
well in handling temporal information (such as 
accelerometer sensor data). Within this 
approach we can further differentiate between 
two additional categories: generative approach 
(e.g. Naïve Bayes classifier as the simplest 
representative and the hidden Markov model 
(HMM) as the most popular) and discriminative 
approach (e.g. nearest neighbor (NN) as the 
simplest representative and support vector 
machine (SVM) as one of the most popular). 
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2. Knowledge driven (top-down) approach – 
building activity models based on rich prior 
knowledge in the domain of interest through 
formal modeling and representation, where 
activity recognition is usually performed 
through formal logical reasoning. Even though 
unlike the data-driven approaches this approach 
has not proven well in handling uncertainty and 
temporal information, it is useful for capturing 
relationships between activities (e.g. inserting a 
correct key into the lock always precedes the 
locking the door activity) as well related 
temporal and spatial contexts. This approach has 
also proven to perform well in achieving 
reusability, that is, when using same activity 
models between different actors. 

As we will further explain in the remainder of the 
paper, we aim at developing a method that is based 
on raw sensor data but that can also be applied 
between different actors and within different 
contexts. Therefore, regarding the method for 
building activity models, we aim at the hybrid 
approach, based on the combination of data-driven 
and knowledge-driven approaches. 
 
2.2 Generic human activity recognition 
process 
 In general, activity recognition process consists 
of four main tasks [6]: 
1. Choosing and deploying appropriate sensors to 

actors and/or objects in the environment to 
capture user’s behaviour and/or state changes in 
the environment 

2. Collecting, storing and processing sensor data 
through data analysis techniques and/or 
knowledge representation formalisms 

3. Creating computational activity models in a way 
which enables software systems to conduct 
reasoning 

4. Select or develop reasoning algorithms to infer 
activities from sensor data. 

 
2.3 Related work and identified problems 
In recent years, various approaches to sensor-based 
human activity recognition have been investigated, 
showing promising results. Even though in our work 
we focus primarily on dense sensing-based 
approaches, it is also worth pointing out some 
research results in the area of wearable sensors-
based approach since these two are complementary 
in a way that they share the same generic human 
activity recognition process as outlined in section 
2.2, but differentiate in terms of sensor positions. 
Authors in [10] have successfully performed human 
activity recognition for twenty different activities 

based on data collected from multiple biaxial 
accelerometers placed on different body parts of 
subjects under consideration. Four different 
classifiers have been tested (KNN, Naive Bayes, 
decision tree and decision table). All classifiers were 
built based on four manually extracted features 
(mean, spectral energy, frequency-domain entropy 
and correlation of accelerometer data). In this case, 
decision tree showed best results. Lowering the 
number of sensors used, authors in [11] collected 
the data from a single tri-axial accelerometer worn 
near the pelvic region, also using four different 
features but with the difference of using standard 
deviation instead of frequency domain entropy. 
They tested eighteen different classifiers in four 
different settings. In this approach, Plurality Voting 
showed as the best choice in some settings, while 
Boosted SVM performed better in others. 
 When it comes to dense sensing-based 
approaches, they are mostly employed in AAL 
applications, that is in the development of smart 
home environments. Examples of such efforts 
include [12] where authors have successfully used 
various sensors in the environment (such as motion 
detectors, binary switches and pressure mats) for 
activity recognition. On the other hand, authors in 
[13] are using large number of infrared sensors to 
recognize activities such as loitering, turning and 
walking. 
 There is a large number of other efforts based 
on usage of various other types of sensors [14], 
using different number of the same type of sensor 
[15], [16], and also using different machine learning 
methods and their combinations [17] [18]. 
 It is very important to point out that with all 
these different combinations and approaches to 
human activity recognition, it is impossible to claim 
that one sensor deployment for a specific 
application scenario is superior to the other. Instead, 
suitability and performance depend on the nature 
and type of the activities being assessed and on the 
characteristics of particular application/domain [6]. 
 In the domain of physical intrusion 
detection based on human activity recognition one 
of the most representative works is the one by 
authors in [19] who described the development of 
“smart fence” technology for intelligent 
acoustic/vibration security breach detection. They 
used various different sensors, namely seismic event 
recognizer for human footsteps and vehicle caused 
ground vibrations, vibration sensor to detect 
intentional fence breaches (successfully 
discriminating between rattle, kick and climb 
activities) and acoustic vehicle sound recognizer for 
detecting the type of an approaching vehicle. As 
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authors further report in their paper, all of the 
sensors they used were designed with several issues 
in mind, namely, optimized low power usage, a low 
number of false positives, small size and secure 
radio communication. From the perspective of our 
work the most interesting and the most similar to 
our approach is the developed method for fence 
intrusion detection and discimination between fence 
climbing, rattle, kick, and background activities. 
The sensor used was a 3-axis digital accelerometer, 
measuring the vibration signal acceleration range 
during short-time forces imposed on the fence. 
Signal time-domain envelope plus its time-
frequence features were used as an input to 
nonhomogenous Markov model for intrusion type 
classsification. The smart fence was tested in 
controlled and uncontrolled (real-life) environments.  
The developed vibration based system was installed 
in an airport with unprotected shore lines in the 
vicinity of taxi- and run-ways. As authors report, the 
system performed with an average of less than two 
false positives per week and zero false negative for 
the duration of forty-five days. Six fence sensors 
were installed on the terminal area and end-of-
runway chain-link fences. The fence sensors 
reported no false positives for the duration of forty-
five days which included several days of seasonal 
storms. The uncontrolled and 45 days test of the 
sensors proved that all sensors have extremely low 
false positives. 
 Within the most of the current related work, 
including the otherwise exceptional previously 
described work in physical intrusion detection 
domain [19], most developed methods do not 
support activity recognition in real-time, but instead 
require all sensor data which represents a specific 
activity to be recorded before activity recognition 
can take place. Another often drawback of existing 
methods is the fact that learning data sets and test 
data sets have both been gathered within the same 
context and in most cases recorded in laboratory 
environment, thus perform poorly when tested in 
real-life scenarios and when activity to be 
recognized is performed by a person that is not the 
one who performed activities based on which the 
activity model has been built in the first place. 
Furthermore, when it comes to context modelling, 
we identified that in some cases different authors 
consider different concepts as context. For authors 
in [20] context consists of information contained in 
neighbouring data frames regarding the frame on 
which activity recognition is performed. They 
showed that in comparison to the previous works 
where input to the classifier were only the features 
extracted from the current frame, when we also 

incorporate information of the neighbouring frames 
activity recognition performance is improved and 
the more the neighbouring frames were taken into 
consideration, the higher the recognition accuracy 
was. On the other hand, authors in [21] employ 
knowledge-driven approach and use ontologies for 
explicit context and activity modelling and 
representation. They model and differentiate 
between spatial contexts (such as location 
information and surrounding entities like household 
furniture and appliances), event contexts (containing 
background activities and dynamic state changes of 
appliances and devices), environmental contexts 
(composed of environmental information such as 
temperature, humidity, etc.) and temporal contexts 
(which indicate time/or duration). When 
incorporating such contextual information in 
activity recognition process, they showed that their 
approach performs well both in laboratory 
environments as well as in real-life scenarios. 
 For additional information and more 
comprehensive overview of the related work 
regarding different approaches to sensor-based 
human activity recognition please refer to [6]. 
 
 
3 Problem Solution 
 
3.1 Proposed approach and expected 
contribution 
 Based on related work outlined in section 2.3 
and identified drawbacks of existing approaches to 
dense sensing-based activity recognition, we aim at 
developing a context-aware method for human 
activity recognition, based on a real-time raw data 
stream gathered from a minimum possible number 
of sensors placed in the environment in which 
activity is performed. As previously outlined, that 
suitability and selection of different sensors and 
methods for activity recognition depend on the 
nature and type of the activities assessed and on the 
characteristics of particular application/domain, 
proposed method will be developed and validated 
regarding selected application domain of physical 
intrusion detection on home doors. Since most of 
other works based on dense sensing-based approach 
assume large number of different multimodal 
sensors placed on the objects in the environment 
(which is rarely the case in today’s real-life home 
environments) while we aim at the opposite, we call 
our approach a sparse sensing-based approach. 
Expected final scientific contributions of our work 
are the following: 
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1. Machine-learning based methodology for 
feature extraction from sensor data, suitable for 
context-aware physical intrusion detection in 
real-time. 

2. Context model suitable for robust physical 
intrusion detection in real environment based on 
sensor data. 

3. Methodology for data collection as well as for 
building and verifying the machine learning 
model for context-aware physical intrusion 
detection. 

 
3.2 Data collection methodology 
 In order to collect required data sets both for 
activity model development and validation of the 
proposed method, we built a small wireless sensor 
network in-house based on the hardware we have at 
our disposal. We developed four autonomous 
wireless sensor nodes, each consisting of the 
following components (Fig. 1): 
• Raspberry Pi 3 device [22] 
• Rechargeable Li-polymer Battery Power Bank 

with 5100mAh capacity [23] for power supply, 
making the sensor node autonomous and 
portable 

• Single tri-axial accelerometer [24] (placed on 
the extension board [25]) connected to 
Raspberry Pi’s GPIO input pins. This 
accelerometer supports wide sensitivity range 
(±2G - ±16G), wide output data range (0.1Hz – 
3200Hz) and high resolution measurement (13 
bit) which makes it suitable for various purposes 
and applications.  

Each sensor node is 
attached on the 
inside of a different 
door within our 
faculty department 
and connected to 
faculty’s Wi-Fi 
network, with the 

accelerometer 
placed near the door 
lock. Fig. 2 shows 
the example of 
positioning the 
sensor node on a 
door (for showcase 
purposes, on this 
figure we attached 
the envisioned 3-D 
printed next-stage 

sensor node prototype). Each node transmits raw 
sensor data to a single desktop PC through direct 
TCP connection. Predefined initial set of activities is 
performed by different employees (actors) of the 
department. In order to correctly label the data and 
distinguish between different activities, each 
recording session is performed according to the 
following predefined steps with the delay between 
consecutive activities of at least five seconds (but 
without explicitly defined way activities shall be 
performed): 

 
Precondition: doors are closed and unlocked. 
 
1. Actor makes a note of his identity and the 

current time shown by the sensor node when the 
recording session starts. 

2. Actor performs following set of activities in this 
particular order:  

a. knocking: Knock on the door 
b. incorrect-key-insertion: Insert incorrect 

key into the door lock  
c. incorrect-key-removal: Remove 

incorrect key from the door lock 
d. correct-key-insertion: Insert correct key 

into the door lock 
e. lock: Lock the door 
f. unlock: Unlock the door 
g. open-door: Open the door 
h. close-door: Close the door 

3. Actor makes a note of the current time shown 
by the sensor node when the recording session 
ends. 

 
On each door (sensor node) recording session 

will take place at least once per working day. This 

Fig. 2 Sensor node attached near 
the door lock 

Fig. 1 Autonomous wireless sensor node prototype 
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means that we will be able to gather 4 (sensors) x 5 
(days) = 20 samples per activity each week. Over 
time this will expectedly become a dataset large 
enough to both learn and test the classifiers, with the 
data recorded in real world environment. Some 
preliminary results of data gathering are show on the 
following figures (Fig. 3-8). 

 

 
Fig. 3 Accelerometer data for correct-key-insertion 

activity 

 
Fig. 4 Accelerometer data for open-door activity 

 
Fig. 5 Accelerometer data for knocking activity 

As we can see from the figures above (Fig. 3, Fig. 4, 
Fig. 5) recorded data intuitively shows that we will 
be able to distinguish between these different 
activities. This intuition especially holds for the pair 
of activities like correct-key-insertion (Fig. 3) and 
open-door (Fig. 4) which are easily distinguishable 
even with the naked eye. In combination with these 
two activities, we can assume the same for the 
knocking activity (Fig. 5) as well. On the other 
hand, we intuitively expect that recorded data for 

incorrect-key-insertion activity will look very 
similar to the correct-key-insertion (Fig. 3) which 
will thus be much harder to recognize and 
distinguish.  
Once we achieve satisfactory results on the above 
mentioned activities, we plan to include and record 
data for additional set of more complex activities 
more suitable for the targeted domain of physical 
intrusion detection, performed by the professional 
locksmith. These might include activities such as 
burglary attempt using a lock-picking method [7] 
and burglary attempt using a bump-key method [8]. 
Preliminary examples of recorded data for these 
activities (performed by the author itself) are shown 
on the following figures. Fig. 6 shows that lock-
picking activity contains a lot of noise and 
uncertainty and will thus expectedly be somewhat 
harder to classify, but still, we intuitively also see 
that it looks quite different from all other activities. 
Thus, we assume that even such activities can be 
recognized based on the raw data gathered from a 
single tri-axial accelerometer. Same holds for the 
bump-key activity (Fig. 7). 

 
Fig. 6 Accelerometer data for lock-picking activity 

 

 
Fig. 7 Accelerometer data for bump-key activity 

 
3.3 Research methodology 
 After the datasets have been collected, we will 
continue towards our final goal of developing a 
robust real-time method for physical intrusion 
detection based on machine learning and context-
aware activity recognition, as follows. 
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3.3.1 Feature extraction 
 As already explained in the introduction, we aim 
at performing real-time activity recognition and 
classification entirely on the server side based on 
raw accelerometer data, without any additional data 
preprocessing on sensor nodes themselves. 
Therefore, our main focus for feature extraction will 
be on the Deep Neural Networks [26], a powerful 
tool for feature representation, which can learn 
features and build a classifier by itself based solely 
on raw sensor data. This approach has already 
proven to be successful both for feature extraction 
and activity recognition based on raw sensor data, as 
shown by authors in [20]. 
 In case of non-satisfactory results with the above 
mentioned approach based on Deep Neural 
Networks, we will also investigate the possibility of 
manual feature extraction. In this case, as features to 
be selected depend on the targeted application 
domain [6] and in order to find optimal set of 
features for selected domain, we will investigate and 
perform experiments with selected features from 
both time and frequency signal (accelerometer data) 
domains, extracted from the raw sensor data 
gathered through data collection methodology 
explained in section 3.2.  
 
3.3.2 Context modeling 
 As shown in the related work section, different 
authors consider different concepts as context, with 
two selected works being the most representative. In 
our work we will investigate the possibility of the 
hybrid approach. We will build upon the work of 
authors in [20] where context consists of 
information contained in neighboring data frames 
with respect to the frame on which activity 
recognition is performed since they proved that this 
approach improves activity recognition results. On 
the other hand, we aim not only at high activity 
recognition accuracy, but also want to achieve a 
robust method that can perform well in real-life 
scenarios. In this respect, we will combine above 
mentioned approach with the knowledge-driven 
approach taken by authors in [21]. We will 
investigate the possibility of using ontologies 
representing Spatial, Event, Environmental and 
Temporal contexts (with identified properties 
regarding the selected domain of physical intrusion 
detection) and test if such hybrid approach can 
enable robust, high accuracy activity recognition in 
real-life environment. 
 
3.3.3 Activity recognition and validation 
 With the data sets and context models in place 
we will continue with building and testing the 
classifiers for activity recognition. For testing and 
validation purposes, subset of the collected data set 
will be selected as a training data set, while the 

remaining subset will be selected as the test data set. 
In ideal case, Deep Neural Networks that we aim to 
use for feature extraction and building the classifiers 
will give satisfactory results when it comes to 
activity recognition/classification. If not, we will 
also perform benchmarking of different other 
machine-learning methods and algorithms 
previously proved to be successful for human 
activity recognition. This might include methods 
based on generative modeling (such as Naïve 
Bayes) as well as discriminative modeling 
approaches (such as Nearest Neighbor, Decision 
Tree and SVM). For this purpose, some of publicly 
available machine learning toolkits will be used, 
such as WEKA machine learning toolkit [27] [28] 
previously used in various works in the field of 
human activity recognition, such as [20]. 
 
 
4 Conclusion 
 Even though numerous existing approaches to 
sensor-based human activity recognition exist, most 
of the existing work suffers from at least one of the 
following drawbacks. They are often based 
assuming that both the learning and test data sets 
have been gathered within the same context (that is, 
they do not take contextual information into 
account) and in most cases these data sets are 
recorded in laboratory environment, thus the 
resulting classifiers perform poorly when tested in 
real-life scenarios (e.g. when activity to be 
recognized is performed by different person that the 
one who performed activities on which the activity 
model has been built in the first place). Additional 
drawback is that most developed methods do not 
support activity recognition in real-time, but instead 
require all sensor data which represents a specific 
activity to be recorded before activity recognition 
can take place. Finally, when it comes to works in 
the area of dense sensing-based approaches, they 
usually assume that a large number of different 
multimodal sensors are placed within the 
environment, which is rarely the case in today’s 
real-life home environments. 
 In our approach we aim at developing a context-
aware method for human activity recognition, based 
on a real-time raw data stream gathered from a 
minimum possible number of sensors placed in the 
environment in which activity is performed. We 
believe that such method can open a possibility for a 
whole range of other different widely accessible 
(low-cost) systems and applications. Since we will 
also incorporate contextual information, we expect 
that applications built on top of such method will be 
robust enough to be used in real world scenarios. 
We will showcase the applicability of such method 
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on the prototype application for robust physical 
intrusion detection on home doors. 
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