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Abstract: - Despite various access control approaches, databases are still vulnerable to intruders who are able to 

bypass these protective methods and access data, or prevent insiders like authorized users who misuse their 

privilege. To prevent all such intrusions, this study proposes a multilayer profiling method to provide suitable 

and reliable valid patterns to be used in the proposed database intrusion detection framework. With the help of 

association rule learning and Naive Bayes classifier this framework can provide a considerable rate of intrusion 

detection. The main contributions of this paper are summarized in a granular profiling structure and a detection 

framework that helps to detect database intrusions even if they are initiated by insiders. 
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1 Introduction 
Database systems are widely utilized to 

systematically store information nowadays. The 

popularity is for the methods database systems use 

to organize data in terms of storage and retrieval. 

When it comes to organizations’ privacy issues, 

having security mechanisms in place is a must. 

There are several databases that need to be accessed 

globally nowadays. Using mobile communications 

makes it easier to access information from 

anywhere, and unfortunately, this advantage is 

available to hackers and intruders as well. Although 

several security techniques like access control can 

prevent unauthorized accesses but they are not 

efficient against novel attacks [1] especially if they 

are originated from insiders who are considered as 

legitimate users. They are normally internal users of 

the company who have the right access permissions 

to the data and are aware of existing security 

mechanisms and policies of the organization. In 

such a situation none of the encryption and access 

control techniques can stop them from misusing 

their privileges. 

In a crowded multi-user environment, multiple 

requests are generated for the same database. When 

multiple requests come to the database it gives a 

chance to attackers to identify the inter-transactional 

deviation. It should not be forgotten that the 

individual requests and the normal user requests are 

similar. Thus, a considerable part of database 

intrusion detection is inter-transactional and if it is 

combined with the rest of normal database 

transactions it helps us to produce a more efficient 

intrusion detection system. As mentioned above, 

focusing on a single feature like data dependencies 

or the structure of requests alone is not effective 

when it comes to insider threats.   

One of the most considered methods for 

detecting database attacks is behavioral analysis. 

Therefore, specific profiles for the critical assets of 

the database need to be generated. This process can 

be automated using data mining methods. Profiles 

can represent characteristics of a user or a group of 

users. However, the features can vary for different 

organizations or departments. That is the reason 

intrusion detection systems need to be adaptive to 

the changes and various requirements of the 

organizations.  

Profiling behavioral activities is achieved 

through recording user access to different objects or 

different levels of each object in a database. More 

detailed monitoring produces more accurate 

profiles. For example, a profile of tables accessed by 

user is normally less accurate compared to the one 

with accessed attributes of the database tables. On 

the other hand, queries that come in the form of a 

transaction also have their own effects or changes 

on database. Therefore, a transaction may have a 
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series of modifications that follow a specific 

purpose. With the fact that different roles, 

representing a group of users or a department of the 

organization, may have similar behavior dealing 

with database through their transactions, it is 

important to analyze the structure of transactions 

and add it to the profile features. 

A combination of two query profiling method is 

introduced in this study to form accurate profiles at 

transaction level. These profiles are used for further 

tasks to produce a comprehensive intrusion 

detection framework for database systems.  

The rest of this work is organized in four 

sections. Related works section reviews the related 

works and discusses the gaps and limitations related 

to database intrusion detection systems. 

Methodology describes all the involved procedures 

from data collection to the applied algorithms. It 

covers dataset preparation, proposed query profiling 

method, and data mining approach which is used for 

this experiment. Implementation and results are then 

discussed. Finally, Conclusion section provides a 

summary of the presented solution and highlights 

the potential future directions. 

 

 

2 Related Works 
Intrusion detection systems were first introduced in 

the early 1980s and became an active research area 

in the large number of researches afterwards. 

Several recent research works have applied data 

mining for the purpose of intrusion detection. One 

of the very first works that uses data mining for 

intrusion detection is introduced in [2], which 

mainly focuses on link and sequential analysis. 

Barbara et al. [3] have developed a testbed to detect 

network intrusions in which data mining is the key 

technique. Malicious data corruption is determined 

by using Hidden Markov Model (HMM) and time 

series in [4].  The proposed model is a database 

behavioral model that uses HMM to denote the 

changing behavior over time. 

Nevertheless, very few of these researches 

focused on intrusion detection at the database level. 

An intrusion detection system called DEMIDS is 

introduced in [5] which uses working scopes to 

differentiate queries. They calculate a distance that 

shows how close a group of attributes is to their 

related working scopes. However, results do not 

cover the granularity level of the features in the 

itemsets.  

Lee et al. [6] proposed a real-time database 

intrusion detection model in which the update time 

of temporal objects is monitored. An alarm is 

triggered in case of any suspicious period of update. 

A two-layer detection technique [7] is also proposed 

in which authors use behavior modeling at both 

Web server and database levels. Although a very 

robust model is proposed, the granularity levels are 

not tested in their work.  

In [8], a fingerprint of legitimate database 

accesses is used to detect malicious requests. 

Further queries are considered as attacks if they do 

not match the existing patterns. The accuracy of the 

fingerprints is a challenge in this work as it is 

difficult to provide accurate patterns. Data 

exploitation is detected using Hidden Markov 

Model by the authors in [9]. In their system a 

database behavioral model is created to form attack 

signatures. 

A new misuseability weight measure called M-

score is proposed by Harel et al. [10] to predict the 

risk coming from insiders. This measure defines a 

weight for the tabular data.  

Constraint and dependency graph as well as 

threat prediction graph are introduced in [11] and 

used to address the path to unauthorized information 

that is normally used by insiders. Their proposed 

mechanism can prevent threats up to 30%. However 

it is limited to the constraints and dependencies of 

data items. 

Query templates are used for user profiling in 

[12]. Profiles are created at transaction level by a 

simple structured template consisting of four records 

for query type, attributes, tables, and constraints. 

However, the template is not scaled to cover 

different levels of access patterns in detail.  

A database intrusion detection system is 

proposed by Bertino et al. [13] in which different 

levels of profiling is used. Each profile level uses a 

set of features like query type, number of tables, 

table names or number of accesses. These profiles 

are used for anomaly detection. However, their 

focus is limited to query level. Transaction-level 

attribute dependency [14] is used in order to detect 

intrusions. New transactions are detected as 

intrusions if they do not match the dependency 

rules. Srivastava et al. [15] improved the concept of 

attribute dependency. They proposed a weighted 

data mining algorithm to find dependencies among 

sensitive attributes. However, using weighted 

mining method may miss those attributes that are 

rarely being accessed on database. 

Profile granularity is highly dependent on the 

organization and its users. Profiles in organizations 
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with a large number of users are normally created at 

role level, but with small number of users, it can be 

kept at user level, which is more accurate. A role 

level profiling is used in [13].  However, an insider 

can bypass the detection system if the profile is kept 

at role level.  

To enhance the capability of database intrusion 

detection and the problem of insider attacks 

highlighted above, a multi-layer profiling method is 

introduced in this study covering both context and 

result-set based approaches as well as query 

structure in terms of profile granularity. The benefit 

of using this model is that it uses the features which 

help to increase the accuracy and consequently 

reducing false positive rate. The proposed profiling 

happens at query and then transaction level. This 

helps to avoid dependencies on user roles and make 

the system effective against insider threats. 

 

 

3 Methodology 
In this section all actions required to implement the 

solution and achieve results are explained. The first 

step is to prepare the dataset from database log file 

which is explained in the following section. Then 

data mining is applied to generate the profiles. The 

overall training process is shown in Fig.1. 

 

 
Fig. 1: Training process 

 

3.1 Dataset 
A customized database is created in MS SQL Server 

and filled with about eight million records. Several 

queries are then generated in the form of 

transactions in order to prepare the database log. 

This log file is used as the main dataset for the 

purpose of data mining. The precise number of 

queries is 900, with which 500 transactions are 

generated and launched randomly on the database. 

These queries are mined to produce the valid or 

normal patterns and we consider the database log as 

an intrusion-free dataset. The reason transaction is 

selected as the focused object of our study is that in 

some cases a single query may not be considered as 

anomaly but the overall result of a transaction that 

consists of several queries can be a part of an 

abnormal activity and should be considered as 

intrusion. Transactions contain a number of queries 

that help to have enough data relationships to 

produce an acceptable range of itemsets for data 

mining process. One hundred malicious transactions 

are also generated to check the accuracy of 

detection. This is achieved by comparing normal 

and abnormal patterns using a classifier. The 

malicious transactions include queries in which 

abnormal access patterns can be found. For example 

a select *, delete * or drop table command cannot be 

found in frequent itemsets and should be considered 

as intrusion.  

 

3.2 Transaction profiling  
Although the database log file contains all activities 

done by running queries, a proper extraction and 

interpretation process is needed in order to prepare a 

suitable query structure to build the valid patterns. 

Profiling has been introduced and implemented in 

several works recently which is reviewed earlier in 

this paper. Profiling is used when the detection 

method is based on the behavior of user, group of 

users (role) and queries itself. Therefore, the main 

issue that arises here is to select suitable features of 

the log file to increase the accuracy level of 

detection and reduce errors like false positive rates. 

Profiling can be performed at the query level, 

context level or even result-set level. Two different 

structures are selected in this study in order to 

prepare the profiles. One is a combination of query-

based and context-based profiling. And the other is 

a combination of query-based and result-set based 

method. These two methods are then compared in 

terms of detection accuracy, and then combined to 

check whether it can produce better detection rate. 

The one with higher detection rate is used to form 

the final intrusion detection framework. 

From query structure these fields are selected: 

SQL command, attributes, table name and attributes 

in where clause. The timestamp of the query is also 

selected as a context-based item. The overall output 

is a line for each query in a transaction: Ti 

(SQL_CMDj, ATTRj, TBLj, ATTR2j, TIME), 

where Ti is a transaction that may consist of one or 

more queries. For the result-set based method the 

number of updated rows (RS) is selected as a feature 

to determine a normal pattern based on SQL 

command, table name and its result-set. It helps us 

to find a relation between each command-table set 

and the number of rows affected by them. For 

example, if no row is affected on a table for which 
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we have always more than zero updated rows in 

normal access patterns, it can be concluded as an 

intrusion. The structure is like Ti (SQL_CMDj, 

TBLj, RSj). The first profile structure is named PF1 

and the second structure PF2 for ease of referencing 

to the profile in the following sections. 

 

3.3 Mining process  
In this section the overall process of associate rule 

mining for generating valid patterns is explained. 

The effectiveness of rule mining is discussed in [16] 

with an approach to form a better representation of 

complex redundancy relationships, called PARAS. 

Moreover,   to find a suitable association mining 

method an experiment is performed by Adinehnia et 

al. [17] shows that apriori algorithm produces 

patterns with good level of accuracy. Results in [18, 

19] also approve the advantage of using apriori for 

dIDS. The first stage in the model proposed in this 

paper is to mine dataset with apriori algorithm and 

produce patterns to be used later as valid signatures.  

For better understanding of the mining 

procedure, the apriori algorithm concept and 

mechanism should be explained here. As Fig.2 

shows, apriori algorithm process for mining datasets 

starts with initial frequent item phase in which 

initial item sets enter the system. Then the first 

candidate set is generated in the second phase and is 

filtered in candidate pruning phase [20]. The output 

of support calculation phase is sent to the candidate 

generation and the process continues until the 

desired candidate set is defined.  

 

 
Fig. 2: Process flow of the data mining system 

 

Candidate generation is the process of building 

new generations from candidates of the previous 

generation. Each new candidate can be developed 

into a new potential frequent item set, because it is 

built from the previous generation candidates that 

now have more confidence to be the target frequent 

itemsets. This is stated formally in [20] and 

represented as follows: 
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in which f is a new generation built from candidates 

of the previous generation. Those candidates that 

have a difference in their final element are selected 

to produce the next candidate generation [20]. In the 

next step of candidate generation, generating each 

new candidate from two candidates in the previous 

generation is guaranteed. It is shown below that 

every subset of each candidate exists in the previous 

generation: 

: { } ki f f i F       

The third phase in Fig.2 is the support 

calculation for the algorithm in which the whole 

database is examined to find the number of 

occurrences for each candidate by comparing them 

with each database transaction [20]. There will be 

an increment for candidate’s support count if the 

itemset is found in the transaction: 
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Data complexity is the main problem for the 

apriori algorithm [17, 20]. The comparison process 

is very complex and time consuming. However, 

several attempts [19, 21] have been made to 

overcome this problem, lead to an enhanced version 

of apriori algorithm which is proposed in [21]. 

Apriori is used as the main mining method in this 

study for generating access patterns to be used in the 

proposed database intrusion detection framework. 

 

 

4 Experiment and Results 
Both query profiling techniques are implemented 

using the same dataset and mining process as 

explained above. Each structure for query profiles is 

built for the extracted rules from the database log. 

These rules are the frequent itemsets generated from 

database using apriori algorithm. The profile 

structures then form the valid and normal patterns. 

Java programing language is used for this purpose. 

The same profiling process is performed on 

incoming transactions in order to check whether 

they are intrusions or not. If the pattern generated 
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from the new transaction is found in the stored list 

of profiles (patterns) then it is considered as a 

normal transaction. But if it does not match any 

profile inside the profile repository, it is suspected 

to be an intrusion. Naive Bayes classifier is used in 

this experiment at this stage, to determine the 

probability of being intrusion. This classifier helps 

us to decide whether the new pattern is an intrusion 

by providing the amount of similarity between the 

new pattern and the existing ones. Accuracy and 

effectiveness of Naive Bayes classifier are proven in 

[22, 23]. The process of implementing the proposed 

solution is shown in Fig.3. 

 

 
Fig. 3: Intrusion detection flowchart 

 

The proposed database intrusion detection 

system is implemented for each profile structure 

separately and a third experiment is done for a 

combination of both PF1 and PF2. A fixed number 

of transactions are used for all three experiments. 

Effectiveness of these structures is examined and 

discussed in the next section by applying a variable 

amount of transactions. The results for the 

mentioned profiles are shown in Table 1, in which 

the highest successful detection rate is 69%. 

An interesting observation of this experiment is 

that the lowest false positive rate is 1% which is 

observed in PF1. This profiling structure consists of 

query structure based and context-based profiling 

methods. Equation 1 is used to calculate false 

positive rate. 

100
FP

False positive rate
FP TN

 
    (1)  (1) 

 

where FP and TN are the number of false positive 

and true negative respectively. 

Similarly true positive rate is calculated through 

the following formula in Equation 2. 

100
TP

True positive rate
TP FN

 
  (2) 

 

As it is observed result-set-based approach 

produces a high false positive rate even if it is used 

with a query-structure-based method. The FP rate 

for PF2 is 7%. However, a combination of PF1 and 

PF2 provides the best detection rate, regardless of 

the FP rate which is slightly higher than PF1. 

 

Table 1: Detection rates for each profiling method 

Profiling method PF1 PF2 PF1+PF2 

# of transactions 500 500 500 

# of malicious transactions 100 100 100 

# of intrusions detected 63 77 79 

# of intrusions detected 

correctly (TP) 
58 42 69 

 

In the second part of our experiment it is decided 

to inject variable numbers of transactions to the 

proposed dIDS in order to determine the 

effectiveness of each profile structure when the 

amount of training transactions is changing in the 

dataset. It is observed that generally the false 

positive rate is reduced when more samples are used 

in the training phase. But the question is how much 

reduction can be achieved for each profiling 

method. In order to find out the answer the 

experiment is repeated five times for each profile 

structure with transactions ranging from 100 to 500. 

Results of this experiment are shown in Fig.4. It is 

observed that more accurate training can be 

achieved using PF1 with a lower number of 

transactions. However, as the number of 

transactions exceeds 300 a good level of reduction 

in FP is observed when a combination of PF1 and 

PF2 is used. Also, this profile results in a higher 

detection rate that is represented in Fig.5. Therefore, 

this combined structure is selected for the final 

framework of the proposed database intrusion 

detection system. Results in Fig.4 and 5 are scaled 

up for better representation. 
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Fig. 4: False positive rates vs. number of 

transactions 

 

 
Fig. 5: True positive rates vs. number of transactions 

 

A new framework is then implemented using the 

final version of the profile introduced above. An 

intrusion repository is also applied in the proposed 

framework in which a copy of all newly-detected 

intrusions is stored. That means whenever a new 

transaction is detected as an intrusion a new record 

of its pattern is added to the repository. As it is 

shown in the proposed framework (Fig.6), incoming 

transactions are compared with these patterns first 

and will be passed to the next level only if the 

system cannot find a match for them in the intrusion 

repository. Therefore, no further action is required 

to examine the transaction. This repository not only 

reduces the time of detection process for repeated 

intrusions, but considerably increases the detection 

rate too, see Fig.7. 

To implement the work the same dataset 

described earlier is used but the transactions are 

injected to the system randomly this time and for a 

fixed period of time. That means all valid and 

malicious transactions are entered and repeated 

several times in the dIDS. Results of this experiment 

are represented in Fig.7, which shows that all 

intrusions are detected after about 30 minutes of 

processing. The number of transactions increased 

from 720 to 36000 within 50 minutes. Although this 

result is achieved in a controlled environment with a 

fixed number of intrusions, it can still be considered 

as a proof for accuracy of the proposed detection 

framework. 

 

 
Fig. 6: Framework of the proposed dIDS 

 

 

 
Fig. 7: Detection rate while using intrusion 

repository 

 

 

5 Conclusion 
Intrusion detection at database level is becoming the 

main focus point in both organizations and research 

works. It is because of the importance of protecting 

sensitive data from malicious accesses. It becomes 

more important when the source of intrusion is from 

insiders. Insider attackers have all required 
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permissions to access and modify data legally. So it 

is almost impossible to detect or prevent them with 

normal access control methods.  

In this study, a comprehensive detection 

framework is proposed using a multi-layer profiling 

technique. A proper combination of query-structure-

context-based and query-structure-result-set-based 

approach helps to increase the accuracy of intrusion 

detection. The valid patterns generated from these 

profile structures are then compared with new 

incoming patterns. If they do not match they are sent 

to the Naïve Bayes classifier to check the 

probability of being intruded. If any of these 

transactions are detected as intrusions an alarm will 

be triggered for administrator to take further 

appropriate action. The overall results obtained from 

the proposed technique and framework show an 

interesting reduction in false positive rate and total 

successful detection rate of 69% for the dataset 

introduced in this study. Furthermore, it is observed 

that the system is able to detect all predefined 

intrusions in a short period of time after it starts 

processing the transactions. 

The profiling technique proposed in this work 

can be extended into applying more features of the 

query structure and other result-set items like the 

value of the data. The framework can be also 

optimized in terms of performance. This is vital 

when the system is dealing with very large datasets. 

There is also a chance to increase the detection rate 

if the system can be combined and customized with 

an organization’s policy repository. All these 

enhancements are considered as future work for this 

study and are the current research focus of the 

authors. 
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