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Abstract: - With the increasing use of electronic control units (ECU’s) in automobile or in any embedded 
system security becomes an area of grave concern. Information is exchanged between ECU’s over a CAN 
(Control Area Network) bus, vehicle to infrastructure (V2I) and vehicle to vehicle (V2V) communication. 
These interactions open a wide gateway for manipulating information which could lead to disastrous results. 
EVITA, SEVECOM, SHE are existing security models to address these concerns in automobiles but at the cost 
of huge footprint area and more power consumption as it uses cryptographic engines like AES-128,ECC, 
HMAC. We propose the use of bit level permutation GRP (group operations) in cryptographic environment 
which not only accelerates cryptography but also has a positive impact of providing low cost security solution 
that is having good encryption standards, relatively less footprint area, less cost and low power consumption. 
Use of GRP in cryptographic environment is a unique solution for all security applications where footprint area 
and power consumption are constraints .This paper shows implementation of GRP in embedded  C, over a 
CAN bus on ARM7(LPC2129) and on FPGA. It is the first successful attempt to have universal and optimized 
structure of GRP and its implementation. Measures on side channel attacks on GRP like differential power 
analysis (DPA) are incorporated in this paper. This architecture with the use of bit permutation instruction will 
pave a new way in securing small scale embedded system. 
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1 Introduction 
Huge volume of data is stored and transferred from 
one node to another, information is being exchanged 
among vehicles. These nodes, information, and data 
needs to be protected, and authenticated in order to 
have reliable communication. As most of the 
systems are not isolated for the purpose of updating, 
they become more vulnerable to external or internal 
attacks. These sporadic attacks on system can 
manipulate the information or data present in the 
system, or can mislead the communication from one 
node to other and these could have dire 
consequences. Data or information security is an 
area of concern to protect the system from any 
external or internal threats [2]. In applications like 
automobiles a large no of electronic control units 
(ECU’s) are used inside for a communication 
between ‘n’ no of nodes. These nodes communicate 
through a bus called CAN (Control Area network) 
bus. CAN bus is extensively researched, and many 
instances and paper shows the frames inside the bus  

can be studied and  manipulated to disrupt the 
communication or to have intended communication  
and which would results into a non intended results  
and  damage a system[7][15]. In automobile 30 to 
40 microcontrollers communicate with each other 
over a CAN Bus .This communication over nodes 
must be protected, encrypted so that only 
authenticate controller can participate in 
communication. Electronic Control Units (ECU’s) 
are relying on other ECU’s or on environment 
created by ECU’s for validated information [15]. 
With the growing need to secure this 
communication a number of encryption standards, 
algorithms have been developed, designed and 
implemented to make the system more secure. For 
automobile security, projects like EVITA (E-safety 
Vehicle Intrusion protected Application), 
SEVECOM (Secure Vehicle Communication) has 
given deep insight in the area of secure 
communication. These models are based on threat to 
automobile communication from inside as well as 
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from external environment. These models use very 
high ended encryption algorithms like AES-
128(Advanced Encryption System), Hash engines, 
Elliptical Curve based system which are standard 
encryption algorithms and are approved and 
endorsed by NIST (National Institute of Standard 
and Technology) [4]. For these algorithms and 
engines cryptanalysis is done and attacks are not yet 
proved. Some of the Next Generation Encryption 
(NGE) algorithms are proposed by CISCO is 
mentioned in Table 1. These algorithms are 
expected to meet security requirement for more two 
decades. These encryption engines are having huge 
footprint area which makes the system slower and 
thus reduces throughput of a system. These 
cryptographic engines required huge computational 
power [11]. A system like small scale embedded 
system that operates on 8 to 16 bit processor have 
limited memory space and have less power 
consumption. Implementing a heavy algorithm for 
security in these system will be overhead on system 
efficiency and could not be feasible in terms of 
memory requirement. These systems need to be 
secure with light weighted secure architecture [20]. 
In embedded system, security architecture with less 
power consumption, less footprint area is the need 
without losing encryption standards. In embedded 
system, information must be conveyed with lesser 
no of bits and with less power to the destined node 
without falling prey to attacks [7]. Based on the 
need, requirement the approach which incorporates 
all constraints such as bandwidth, power, memory 
requirement, a methodical approach is provided in 
this paper that suggests use of bit permutation 
instructions GRP for securing automotive 
environment or small scale embedded system. These 
bit permutation instructions are rich in encryption 
standards, less footprint area and low power 
consumption. In this paper we have studied the 
characteristics of GRP and its role as cryptographic 
element to secure an environment. Side channel 
attacks likes differential and simple power analysis 
(DPA and SPA) are more popular attacks in 
cryptographic environment. Through these attacks 
one can study the analog characteristics of power 
supply and can find out secret key, non shared 
information Different preventive techniques are 
incorporated in this design to avoid invasive and 
non invasive attacks. Invasive attacks will find out 
information from chips (IC’s) by demounting it and 
studying characteristics, requires more expensive 
equipments. Non Invasive attacks are low cost and 
can be easily implemented, need to study 
characteristics of power variation, electromagnetic 
radiation. Use of balanced instructions [16] can 

nullify the effects of DPA by flattening the power 
spectrum so that no variations in power can be 
observed and studied. 

Engines  Functions 

AES CBC 
Mode 

Encryption 

AES GCM 
Mode 

Authenticated 
Encryption 

DH-2048 Key Exchange 

RSA- 2048 Encryption 

DSA-2048 Authentication 

HMAC-SHA-1 Integrity 

ECDH-256 Key Exchange 

ECDSA-256 Authentication 

 
Table1: NGE algorithms by CISCO 

2 Security threats to CAN 

CAN Bus has wide application in the area of 
automobiles. Many experiments have been 
performed over a CAN bus and results shown a 
numerous attacks on packets transferred between 
nodes [2][7]. In the previous work [2], [7], [15], 
attacks are mounted over CAN Bus in automobiles 
and packets have been changed. These all possible 
attacks are placed through OBD-II diagnostic port 
available just below dash board in a vehicle [7]. 
This port is basically used for flashing, updating the 
ECU’s time to time. Attackers use this port to spoof 
the fake message or wrong message over a CAN 
bus. Experimental results in[7][15] shows many 
vital functions like Antilock Braking 
system(ABS),brakes can be disabled , light 
switching are operated remotely, wrong messages 
can be displayed over a speedometer board. Most of 
the functions in automobiles can be hacked, 
remotely controlled by accessing CAN bus. In paper 
[2], experimental setup is shown which is displayed 
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in fig 1, which shows the process to interface 
controller to ECU via OBD-II diagnostic port. As 
mentioned in [15], wireless tire pressure monitoring 
system (TPMS) can be attacked and erroneous 
messages will be displayed on dash board, Windows 
operating system on laptop can be easily interface 
through OBD-II port via standard SAE J2354 API. 
An attack has mounted through Audio CD’s Disks, 
USB that result into display of erroneous message 
on GUI of MP3 player [7]. 

 
Fig1: Experimental Setup for analyzing ECU’s and 

CAN Bus Packets 

Packets over CAN bus are studied and manipulated 
through   CANSHARK interface as shown in paper 
[7]. Tool is used to inject new packets over CAN 
bus. One can stop the car suddenly, disables the 
main functions through this interface. In paper [7] 
AVR controller is used to interface with OBD-II 
port that is generally used to update the ECU’s or 
diagnosis a communication over CAN Bus. CAN 
bus have many weaknesses and it can be attacked. 
Research work in the papers [7] [15] shows that it is 
easy to disrupt the communication over a bus. This 
entire situation demands a secure environment to 
protect this communication from internal as well as 
external threats. Any field bus connected to more 
than one ECU’s will possess a threat from external 
environment. The security model uses off the shelf 
component like AES-128, ECC, Hash engines and 
are mapped together to provide a secure model. In 
order to protect small systems that has constraints 
like power, memory, is these heavy cryptographic 
engines will be a feasible option. There should be 
alternative security option which could protect these 
small scale embedded system. Secure algorithms 
which can be used for these systems should not be 
complex in nature and should give cost effective 
solution. 

 
. 

3 GRP at GATE level 

Bit level permutations are basic operations in 
cryptographic environment. Their inclusion in 
cryptographic environment not only accelerates 
software cryptographic process but also strengthen 
existing ciphers [9]. GRP (Group operation) 
inclusion in processor gives higher throughput and 
results in less power consumption which is very 
likely constraints in small scale embedded systems 
[9]. Concept of subword parallelism is also 
introduced in GRP where 16 bits of data is divided 
into 8 bits of subword. Bit level operations have 
applications in designing block cipher, stream 
cipher and hash functions. GRP is basically a group 
operation which is divided into two parts based on 
the 1’s and 0’s .Corresponding 1’s are gathered at 
left hand side and 0’s at right hand side. This gives 
the basic GRP sorting operation. The fundamental 
operation is explained in Fig 2 

 

 

 

 

 

Fig 2: Basic operation of GRP 

Algorithm is defined for generating GRP 
instructions[3] and code word generation based on a 
specific arrangement is also shown in paper[3].GRP 
is uded for encryption and also for key generation 
process. Different code words has been designed 
based on different arrangement and bit positions. 
GRP requires only few instructions for execution  as 
compared to other existing bit level instructions like 
PPERM3R [3]. Many structures have been proposed 
and designed  based on GRP instruction for 
sorting[13]. Enhanced merge sorter Network(EMS), 
Modified enhanced merge sorter network[MEMS] 
has been designed with the help of 2x1 multiplexers 
[21]. But all these  structures are designed for 
specific arrangement and for specific bit positions, 
based on that it will generate a specific code word. 
The structure for  GRP Transmitter  is shown in Fig 
3. This is the universal structure  which consiting of 
series of 2x1 mulitiplexers. Based on the input 
positions like 7,2,3,4,5,6,0 , the structure genrates a 
control word that can be used as a key for  doing 
encryption [3].In Fig 3 it shows the encryption  

A  B C D E F G 

1 0 0 1 0 1 1 

A D F G B C E 
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result for specific arrangement. This structure 
consumes less power as basic block 2x1 multiplexer 
is used for doing permutation. GRP is lightweighted 
architecture and can be suitable for small bit 
processor. Research shows that GRP operation  is 
resistive against differential and linear 
cryptanalysis.A GRP structure consisting of three 
stages as shown and swapping of bits is performed 
based on the control words applied to 2x1 
multiplexer, that act as select lines for 
multiplexer.The strucure shown is implemented at 
GATE level by using VERILOG and implemented 
on FPGA.  

 

Fig 3: Transmitter GRP for 8 bits 

As shown in Fig 3, inputs are given to structure and 
they are grouped according to GRP algorithm 
mentioned in paper[3]. In this arrangements groups 
are(A7,A3) ,(A6,A2), (A5,A1) and (A4,A0) based 
on no of inputs .Based on the arrangement 
A7,A6,A5,A4,A3,A2,A0,A1, three control words 
are generated  and applied to three stages of a 
transmitter .Control words according to GRP are 
10101100,11010010and      00101010.Control word 
generation is well explained in paper[3].H and L 
indicates corresponding higher order and lower 
order 2x1 multiplexers. Process of sorting with 
respect to codeword is mentioned in Fig 4.Similarly 
receiver structure has been designed for givrn  
arrangement and three control words are applied to 
the structure to get the original information back. 
Receiver for GRP 8 bit operation is shown in Fig 5. 

and process is explained in Fig 6. This architecture 
of GRP does a encryption and  decryption process 
for 8  bits . Similar structure can be designed for 8 
bits parallely that gives rise to concept of subword 
parallelism. Some multiplexers in a structure  can be 
reduced to optimized  power consumption . 

 

A7 A6 A5 A4 A3 A2 A0 A1 

1 0 1 0 1 1 0 0 

A7 A2 A5 A1 A3 A6 A0 A4 

1 1 0 1 0 0 1 0 

A7 A2 A5 A1 A0 A4 A3 A6 

0 0 1 0 1 0 1 0 

A2 A7 A5 A1 A0 A4 A3 A6 

Fig 4: Process of sorting with respect to control 
word at   transmitter 

Fig 5: Receiver GRP for 8 bits 
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A2 A7 A5 A1 A0 A4 A3 A6 

0 0 1 0 1 0 1 0 

A7 A2 A5 A1 A0 A4 A3 A6 

1 1 0 1 0 0 1 0 

A7 A2 A5 A1 A3 A6 A0 A4 

1 0 1 0 1 1 0 0 

A7 A6 A5 A4 A3 A2 A0 A1 

Fig 6: Process of sorting with respect to control 
word reciever 
 
4 Secure GRP architecture 

Side channel attacks (SCA) are very well known in 
cryptographic environment. Specifically differential 
power analysis (DPA) can observe power variations 
in a circuit and find out the key information based 
on static and dynamic power consumption. In order 
to secure GRP model against power attacks, we 
integrated circuit with Dual in rail precharge(DRP) 
technique used for resisting side channel 
attacks[16]. DRP technique uses balance 
instructions like and, or and not and create a 
structure complementary to our original 
structure.”AND” will be replaced by “OR” and vice 
versa and “NOT” itself is complementary. Input 
data will also get inverted and complementary 
results can be derived [16].This technique will 
flatten the power spectrum and thus helps to resist 
circuit against DPA. Many waveforms for protected 
Advanced Encryption Standard (AES) and 
unprotected AES are generated and explained in 
paper [16]. Integrated GRP structure with DRP for 
both transmitter and receiver is shown in Fig 7 and 
8. Multiplexers are reduced if the particular bits are 
not swapped for specific arrangement thus reducing 
power consumption. The architecture shown in the 
Fig are implemented at GATE level by using 
VERILOG. This architecture uses balance 
instructions to provide resistance against side 
channel attacks. This is the first implementation of 
GRP with dual in rail precharge technique at GATE 
level which makes this model more robust for 
embedded security. 

 

Fig 7: Integrated GRP with DRP transmitter with 
reduced muxes 

 

Fig 8: Integrated GRP with DRP  reciever with 
reduced Muxes 

As shown in Fig 7 and 8  complementary  structure 
of multiplexer is created and in that “and” is 
replaced with “or” gate and vice versa to secure 
circuit against side channel attacks.Complenetary 
structure which uses balance instructions have been 
created to nullify the effect of power varaiation 
observed due to the bit change from 0 to 1 and vice 
versa. As in GATE level modelling design executed 
modeule by module.First in this design GATE level 
modelling for GRP is executed later exactly the 
inverse code as mentioned with the use of balance 
instructions.In this design , randomly we have 
introdeced complementary instructions so that 
intermediate varaiables cannot be traced and 
observed . As verilog is sequential the intermediate 
variables are sequentially calculated and thus the 
power variation in circuit. One can easily trace out 
that the first part belong to original data and the 
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other half is complementary to it. But by putting 
complementary balanced instructions at random 
positions will sort out the problem and key will not 
be traceable through DPA.Power calculation for 
transmitter and reciver is derived for 16 bits through 
XPOWER tool of Xilinx ISE 11 and power for 
transmitter and reciver structure came around 60 
mW as shown in Fig 9 and 10. For 16 bits it came 
around 240mW that is lower as comared to other 
existing structures. 

 

Fig 9:Power calculation for transmitter on XPower 

 
 

Fig 10:Power calculation for Receiver on XPower 
 

Fig 9 and Fig 10 indicates power calculation for 
GRP with DRP integrated designTable 2 shows 
power consumption and comparison of other 
structures based on GRP[21].The other secure 
models based on GRP as mentioned in paper[21] 
contributes more power as compared to our 
proposed design. 
 

Design based on GRP Power(mW) 

Sorter Based Permutation 270 

MEMS 600 

Integrated GRP with DRP 240 

Table 2: Comparison of GRP based structures: 
Power calculations 

5 Universal GRP structure 

In secure environment, key generation is the critical 
aspect. In internet applications, session keys are 
generated for a specific session and again after 
stipulated interval of time, different session key is 
generated. RSA is generally preferred for key 
generation as standardized algorithm. GRP can be 
used for encryption as well for key generation [3]. 
But the designs based on GRP are arrangement 
specific. It works only for a specific arrangement 
[21]. For some other arrangement different structure 
need to design. In this paper we made a first 
successful attempt to have a universal structure of 
GRP which generates the codeword for any 
arrangement and thus helpful for random key 
generation. The code is written in Embedded C. 
Initially universal GRP algorithm designed by using 
2D arrays which conumes 5k of memory space.As it 
is designed for  embedded system application 
,memory space is always an constraint. Compressed 
GRP universal algorithm is designed by converting 
2D arrays to 1D arrays and reduced to 3K which 
reuces more power consumption.Code is tested on 
ARM7 LPC2129 through Keil Uvision 4 .Fig 11 
and 12 shows memory space for  both compressed 
and uncompressed versions of universal GRP 
structure. 

 

Fig 11: Compressed Version of GRP in terms of 
memory requirement 

 

Fig 12: Uncompressed version of GRP in terms of 
memory requirement. 

This universal GRP program is written for 
encryption as well for decryption. It can be also 
used for different and dynamic code word 
generation.GRP universal algorithm for encryption 
and decryption simulated on KEIL and UART act as 
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a demonstrator. As shown in Fig. 13, on the UART 
window output at the bottom, first it shows basic 
arrangement which is 76543201, and then it shows 3 
different control word based on GRP algorithm 
which is getting matched with the structure and 
arrangement discussed in this paper. It shows 
encrypted position which is 01234567, which will 
be output for any GRP last stage operation, but bits 
on that respective positions remains unpredicted. 
Finally it shows encrypted and received data. 

GRP universal structure designed based on sorting, 
mapping, substitution and permutation. It is 
challenging to form the groups and in each group 
what will be the count for example (A3, A7) or (A6, 
A2, A5). Based on array position and comparison of 
present positing with the previous positioning we 
started sorting and storing index position if 
condition satisfies. If not, increase the variable size 
and repeat the loop. This procedure continues until 
and unless all positions are not sorted out. With the 
help of basic GRP algorithm explained in paper [3] 
we calculated the monotonically increasing 
sequences (MIS) and sorted it based on the value of 
m which is k/2, where m indicates no. of bit 
positions and k indicates grouping no. This 
universal GRP structure can randomly changes bit 
position and that results into change in control 
words. 

 

Fig 13 :UART as demonstrator for Universal GRP 
algorithm 

6  GRP implementation over CAN bus  

GRP is used to design block ciphers which are basic 
building blocks in cryptographic structures. Fast bit 

level permutations will get included in future 
processor architectures.GRP has good cryptographic 
properties, easy to implement and will take only 1-2 
cycles of execution, while MULTIPLY instruction 
itself will take 3-4 cycles of execution[9].In this 
paper we have implemented GRP universal 
algorithm over CAN Bus to show the demonstration 
of GRP as a secure algorithm over two nodes  on 32 
bit processor LPC2129 levels. We have transmitted 
encrypted message from one node and it got 
decrypted at other destined node after adding 
security levels over a bus. Similarly entire 
communication over 40 nodes can be encrypted by 
using this light weighted crypto algorithm. In this 
paper we have implemented half duplex as well as 
full duplex encrypted communication over a CAN 
Bus. GRP is serving as cryptographic engine to 
secure an environment over a CAN bus. As shown 
in a setup we have communicated information 
through two nodes, which can be further extended 
till 40 nodes with 1Mbps speed. Fig 14 shows basic 
setup on ARM7 LPC2129 board. It consisting of on 
board 10 bit A/D converter and 4 analog input 
channels. One of the channels should be selected 
and connected to any sensor or to any analog source. 
Data from that sensor should be encrypted through 
GRP and sent to other node through CAN bus.  

 

 

Fig 14: Basic Setup of CAN Bus over ARM7 
(LPC2129) 

CAN bus registers are configured to have basic 
communication over two nodes. Both half duplex 
and full duplex encrypted communication can be 
seen over a HyperTerminal window which is 
configured at 38500bps. This entire function is 
simulated through Titron IDE licensed tool. Fig 15 
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and 16 shows full duplex transmitter and receiver 
encrypted communication over a CAN Bus. 

 

Fig 15 : Encyption over a CAN bus at hyperterminal 

GRP implementation over a CAN bus is a 
demonstrator that shows a cryptographic algorithm 
based on GRP can be implemented foa any 
apllications where no of ECU’s are connected 
through a bus and also for point to point 
communication. 

   

Fig 16 : Decryption over a CAN Bus at 
Hyperterminal 

7 Discussion and scope 

In this paper GRP is suggested to be an attractive 
alternative in cryptographic environment for 
embedded security application. Its use not only 
accelerates software cryptography but also 
computation speed and throughput [3][13][21]. Use 
of bit level permutations in cryptography will 
achieve a tangible target of good encryption 
standards with less footprint area which results in 
less power consumption. Small scale embedded 
system which requires security and use of standard 
heavy engines like RSA ,ECC will not offer a 
feasible solution, there exist a bit level permutations 
instruction like GRP that  can give a holistic and 
methodical approach. GRP use in securing small 
scale embedded system will be having a positive 
impact in terms of speed, power consumption and 
footprint area. All standardized cryptographic 
algorithms have huge footprint area and complex 
process which makes them infeasible for small scale 
embedded systems where memory is the constraint. 
In automobiles communication is done over CAN 
Bus, literature review shows that the information 
over CAN Bus is not secured and can be 
manipulated, thus need to provide measures to 
secure CAN Bus. Software implementation of 
cryptographic algorithms consumes more power as 
compare to its hardware implementation. Need to 
design a hardware implementation of cryptographic 
algorithm which accelerates sorting and permutation 
process in encryption. Standard algorithm 
decryption process will consume more power than 
encryption, like in case of AES 128 decryption 
consumes 30% more power than encryption [18]. 
Measure should be taken to dissipate less energy 
while securing an environment. Hardware 
architecture accelerates cryptography but lacks 
flexibility while software versions have high 
flexibility but consumes more power [8]. We need 
to have balance between hardware and software 
design in securing an embedded system 
environment. Based on applications, module can be 
designed into software while other in hardware to 
reach out perfect balance between flexibility and 
speed. 

GRP, a bit permutation instruction has only 
“diffusion” property while “confusion” is not 
introduced in the architecture. By generating a key 
size more than 64 bit through GRP, architecture can 
become more robust and a “confusion” process can 
be added in this design. In this design randomly 
keys are refreshed based on bit positions in order to 
make circuit more resistive against attacks. Very 
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less time attacker has to predict the generated key, 
as GRP has minimal latency as compared to other 
bit permutation instructions. In this paper we have 
shown a communication over two nodes can be 
encrypted through GRP.  

8 Conclusion 

In this paper an alternative approach is shown and 
implemented to secure a small scale embedded 
systems. Our main aim is not to compare AES and 
GRP, by considering the fact AES has good robust 
design and no attacks are proven yet. In AES, 
system is so complex due to long key size and 
nearly twenty rounds of permutations and complex 
design that makes the system more resistive against 
attacks. Bit permutation instruction is having good 
cryptographic properties and easy to implement. 
The research carried out by Zhijie Jerry Shi shows 
GRP differential and linear cryptanalysis. Its use in 
applications like where there are more than one 
ECU’s are communicating over a bus , instead of 
using standard engines like AES we can adopt 
architecture based on bit permutation instructions. 
This architecture support less memory requirement, 
flexible design and less computational power. These 
all properties are the constraints for small scale 
embedded systems. The only weakness that design 
is as compared to AES is rich and robust encryption 
design. These can be overcome by randomly 
changing the bit positions and using 128 bit key 
size. By using bit permutation instructions with 
longer key size and randomly refreshing key will 
provide a robust architecture which meets all 
constraints of small scale embedded system.   

There is wide scope in the area of securing 
embedded system as no of ECU’s are increasing 
rapidly. System should be more secure against 
internal and external attacks. In process of securing 
a system standard cryptographic algorithms whose 
cryptanalysis is done can be useful. AES-128, ECC, 
HMAC engines can be used to provide authenticity, 
Encryption/Decryption, key exchange and 
generation [6][10]. Software versions are slow and 
consume more power while their hardware 
implementation can accelerate sorting and 
permutations in cryptographic environment 
[3][9][13][14][21]. Side channel attacks should be 
carefully studied and measure should be taken to 
avoid power attacks which are common in 
cryptographic environment. Dual rail precharge 
circuits (DRP) can be used to nullify power attacks. 
It uses balanced instructions to flatten the power 
spectrum [16]. The use of dual rail precharge circuit 

adds complexity to a system, but by carefully 
designing the logic elements so as to avoid 
mismatches can make system more robust. The 
architecture, model suggested in this paper which 
uses a bit level permutation will meet all needs and 
requirements for securing an embedded system. 
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