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Abstract: - Many healthcare organizations are exposed to various cyber threats. The increase in the frequency
of these cyber threats can also be observed during the Covid-19 pandemic. The security of information systems
in hospitals and their management is also not part of the management of facilities in these organizations. The
paper presents the possibilities of securing facility management processes in healthcare organizations from a
security point of view. There is an analysis of security aspects of a particular medical facility and its
information system with emphasis on the application of regular facility management. Analysis and evaluation
of tools for ensuring the security of the hospital information network is also applied. The contribution of the
paper is the identification and expression of the correlation between cyber threats and the following modules of
the information system in the medical facility. Another part of the proven research compares safety
mechanisms and their possible failure in a selected hospital. The main research results, which are based on the
evaluation of safety aspects in these organizations, can be further used as a platform for the effectiveness of
processes in healthcare and thus increase synergies between safety levels and ensure facility management
processes.
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1 Introduction of current medical organizations more forward, it
Nowadays we have seen a rapid increase in cyber brings new risks and vulnerabilities that potential
attacks in healthcare organizations. In the health attackers  can take. In many healthcare
sector, more technical equipment, software and organizations, safety is only one of the other parts of
applications are being used to improve the quality of management that needs to be ensured. For this
healthcare. While this aspect moves the capabilities reason, in most organizations, cyber threats and

their prevention are not adequately addressed. This
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creates more vulnerabilities in the information
environment of hospitals, which are potential
attackers for breaches of information system
security. Most healthcare facilities are directed to
digitizing their processes and procedures. The
facility management also began to respond to this
fact, where research had to focus on the
development of new applications and software tools.
Security management is also part of facility
management, whose procedures should also be
digitized and integrated into the organization's
management [1,5].

Many healthcare organizations are targeted by
attackers mainly because of disruption of their
activities and information system. For this purpose,
various types of cryptoviruses are used, which
primarily have the task of encrypting data that can
be decrypted (but not necessarily) upon payment of
the ransom. The second motivating factor that can
lead to targeted attacks on hospitals and their
information environment is the acquisition of
sensitive personal data. Healthcare organizations
collect large amounts of personal data relating
primarily to patients, employees, etc. Obtaining
such sensitive data can be particularly beneficial to
attackers in trading this data and selling it to other
subjects [2,12].

The area of facility management is also related to
the issue of ensuring cyber security. Given the ever-
increasing digitization in healthcare, it is also
necessary to adapt to developments in facility
management from the perspective of ensuring
facility management processes. This brings new
challenges in this area that should respond to current
trends. It is primarily the interconnection of
different approaches and processes that take place in
healthcare organizations into a user application, the
use of which enables selected employees to better
coordinate and manage important areas in the
organization, including security. The aim of the
research is to identify and evaluate key areas of the
selected health information system, which are
designed to ensure the protection of significant
tangible and intangible assets. These assets are
necessary protection against the effects of cyber
threats that can be targeted at the information
system of the medical facility [2,3,16].

2 Problem Formulation

To analyze and evaluate the digitization of facility
management in the healthcare sector, the EFAS
information system was used as a model example.
This information system and its modules were
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solved within a professional project, in which all
authors of this paper were involved.

The task of this project was primarily an
economic evaluation of the usability and efficiency
of the proposed modules of the information system
with regard to ensuring activities and processes
from the perspective of facility management. The
EFAS information system consists of the following
modules:

- registration module,
- agenda module,
- common basis functionalities [4].

2.1 Registration module

The registration module enables to record the
physical form of premises, buildings, floors, roofs,
rooms, outdoor surfaces, utilities and similar types
of elements. These elements can be considered as
location. As a locations are then, in the context of
EFAS control, they are required and offered [4].

It is also possible to record technological
equipment - typically TEB and similar technologies.
Basis evidence is a technology tree, lists and
technology cards. The registration module also
displays an integrated list of instrumentation
containing information on the registration the status
of the instrument, the status of legal inspections or
the existence of mandatory documents in the
annexes [4].

2.2 Agenda modules
Agendas are specially programmed function circuits
that can be applied to EFAS data. Typical agendas
at EFAS are recurring activities and repairs,
requisitions, orders, liquidation of invoices and
CAD visualization. Agents are typically applied to
particular atoms or at least in conjunction with
specific atoms.

Agendas are presented in EFAS:

- custom panels in menu,

- lists on the tabs of the main window under,

the selected atoms,
- context buttons [4].

2.3 Common basis functionalities

The third module of the EFAS information system
contains a comprehensive user rights system. Users
log in to the application, the user has a link to list of
employees (can be a specific employee of the
organization) and the user has been assigned a
specific one role in the system. When logging in to
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EFAS, the user selects the role under which he or
she wants to work in EFAS [4].

After logging on to the user and role, the rules
and competency scheme apply. The user is shown a
menu with items to which they have permission and
he only sees (changes) inserts into log windows and
agendas. The competency scheme also contains
competency settings for series of orders,
requisitions, invoices, individual repetitive activities
and repairs [4].

Based on the analysis of the modules in the
EFAS information system, an assessment of these
modules in terms of possible security threats will be
performed in the second part of the research. To
determine the impact of cyber threats on the
organization's information system and its modules,
selected risk analysis methods were used. A scale of
1 to 5 was used to determine the significance of
modules that are considered here. The value 1
represents the least meaningful modules and 5 the
most important modules.

For the purpose of modeling the impact of
selected cyber threats on information system
modules, ten possible types of threats were
identified. These cyber threats could have very
serious impacts for the information system of a
medical facilities.

A risk matrix has been developed from the
available data to illustrate the degree of cyber risk of
the modules. The final step was to create the risk
analysis table which illustrates the probability of a
cyber threat to the module and the impact of that
threat on the module. These results were obtained
on the basis of the following mathematical
calculation.

R=PIXxTxH (1)
R, risk

Pl probability

L value module
Hooooo, module vulnerability

3 Problem Solution
The aim of this analysis is to determine the
vulnerability of modules in the EFAS system to
selected cyber threats. For this purpose, ten most
common cyber threats with which organizations are
threatened were selected.

Table 1. Identify organization parameters and
determine their significance
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Module Module value
Accounting modules 4
Agenda modules 3
Common basis 3
functionalities

As part of this research, an evaluation of selected
cyber threats that may have significant impacts on
health information system modules was also
performed. The cyber threats and their severity are
shown in the following table.

Table 2. Identification of cyber threats and their

values
Cyber threat Probability of the
threat
Ransomware 5
Hacking 5
Unauthorized access 4
Malware 3
Data leak due to 4
employee negligence

DDosS attack 3
Lightning strike 1
System failure 1

The next step is to create a table showing the
impact of cyber threats defined by the modules of
the EFAS information system.

Table 3. Modules matrix, threats and impact

Vulnerabi | Module | Accounting | Agen | Common
lit modules da basis
Y mod | functiona
matrix ules lities
Module 4 3 3
value
Cyber Probabilit
threat y of the
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threat
Ransom 5 3 5 5
ware
Hacking 5 3 3 4
Malware 3 2 2 3
Data leak 4 1 4 5
due to
empl.
neg.
DDoS 3 2 4 4
attack
Lightning 1 2 2 2
strike
System 1 3 3 3
failure
Unautho - 4 2 4 4
rized
access

The last part of the assessment of the impacts of
cyber threats on the identified modules is the
compilation of a risk matrix.

Table 4. Vulnerability matrix

Vulnera | Module | Accounting | Agen | Common
bility modules da basis
matrix modu | functiona
les lities
Module 4 3 3
value
Cyber Probabili
threat ty of the
threat
Ransom 5 60
ware
Hacking 5 60 45 60
Malware 3 24 18 27
Data 4 16 48 60
leak due
to empl.
neg.
DDoS 3 24 36 36
attack
Lightnin 1 8 6 6
E-ISSN: 2224-2899 363

g strike

System 1 12 9 9
failure

Unautho 4 32 48 48

rized
access

Table 5. Risk rating scales

Value range Colour
Risk
1to 30
Low risk
31to 65
Moderate risk
66 or more
High risk

Table 5 shows the level of wvulnerability of
particular organizational modules and individual
cyber threats. As can be seen, ransomware and
hacking are the threats to which the organizational
modules are the most vulnerable. It should be noted
that these two threats are among the most common
problems in organizations that are associated with
data leakage or disruption. On the contrary, the
registration module is the least vulnerable to the
organization's cyber threats.

From the point of view of facility management, it
is necessary to implement security in the agenda
module and common basic functionalities. The
agenda module is focused primarily on logistics
operations, such as orders, creation of invoices, etc.
In case of limitation of the functionality of this
module, the continuity of these operations and
activities is also disrupted. This fact then affects the
operation of the entire organization. If the creation
of orders, issuance of invoices or control of repairs
is not ensured, the organization may become
insolvent towards its business partners.

In the case of the common basis functionalities
module, the impacts caused by any of the selected
cyber threats can be even more severe. This module
contains broader coverage of areas such as user
rights, workflow or employees. In the case of the
implementation of some of the cyber threats,
individual rights to the information system may be
violated in the area of users. This can contribute to
the misuse of access to the EFAS information
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system, which can be a relatively serious problem in
the case of hacking. Acquiring users rights
regarding their access to the information system
already allows a potential attacker to obtain
sensitive data, such as personal information about
employees, the organization's know-how, etc.

3.1 Elements of protection for the EFAS
information system

Based on the performed analysis it is possible to
propose security protection that should increase the
resilience of individual modules of the information
system. From the technical point of view, the
functionality of some selected hardware and
software elements is necessary for the agenda
module. As you can see, these elements are as
follows:

Table 6. Elements of protection

Elements of Present Absent
protection
Antivirus v
Firewall 4
Antispam v
Antispyware v
Regular external v
data backup
Strongly secured v
passwords
Electronic v
signature

For each listed protection element, it is indicated
whether it is present in the information system or
not. These elements were selected on the basis of
statistics from the Czech Statistical Office. The
assessments of the presence or absence of individual
elements were applied to the EFAS information
system, which is implemented in an unnamed
medical facility in the Czech Republic. The
elements that are present in this medical facility
provide a certain degree of security to a given
information system. A risk analysis has also been
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performed on these elements, which shows various
ways of failure or attack of these elements. You can
see these failures in the following table.

Table 7. lIdentified risks or failures and their

rating

ID
number

Identified
risks or risk
failures rating

Likelihood
[1-5]

Significance | Fraud

[1-5]

1 Inactivity 2 4 8
of antivirus
system
(outdated
virus
database
etc.)

2 Firewall 2 4 8
out of order

3 Irregular 2 5 10
data

backup

4 Weak 3 4
passwords
in the
information
system

12

5 Insufficient | 1 4 4
security of
electronic
signature
(incorrect
encryption,
etc.)

Each of these possible security failures and risks
is assessed for probability and significance (or
impact). The probability was determined on the
basis of a rating scale between 1 and 5, where the
number one means the lowest probability and the
number 5 the highest probability of realization.
Significance (or impact) was also rated on a scale of
1 to 5, where number one means the least
significance (almost no harm occurs) and number 5
means the highest significance (major financial
damage, long - term damage to reputation, etc.).

In the next step, you can see the heat map of
risks, on which you can identify the distribution of
individual risks depending on their severity. As you
can see, the identified risks or failures number one,
two and three are located in the middle level of the
heat map of risks. Risk number five is at the lowest
level of risk Therefore, these failures do not pose a
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serious risk to the EFAS information system. Risk
number four is on the borderline between medium
and high levels of danger. The implementation of
this danger can pose a relatively serious threat to the
security of the information system. The effects of
this risk can significantly disrupt the basic functions
of this system and thus disrupt the functioning of the
organization.

Fig. 1 Heat map of risk

SIGNIFICANCE
Moderate

Incidental

1 2 3 4 5 6

Reasonably
frequent

LIKELIHOOD

Very
Frequent

Rare Occasional Frequent

4 Conclusion

The purpose of this paper was to analyze and
evaluate the implementation of information systems
in medical facilities from a security perspective. The
results obtained on the basis of the application of
risk assessment methods show that this is a
relatively complex issue, which requires primarily a
systemic approach. The EFAS information system,
which was the subject of a vulnerability assessment
for selected cyber threats, is one of many systems
used in healthcare facilities. Based on the risk
analysis, which was performed in the research part
of our paper, it is possible to state that other
influences that are not included here also enter into
this process [6].

The result of this process is a representation of
the impact of selected cyber threats on the defined
modules of the EFAS information system. Based on
this analysis, possible security features to prevent
these cyber threats and their impacts should be
identified. These safety elements were identified
and evaluated in the previous step of the analysis,
which was focused on the occurrence of these
elements in a particular medical facility [7,8].
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The biggest benefit of the performed analysis of
the EFAS information system is the identification of
the impacts of selected cyber threats on the defined
modules of the information system. These impacts
were determined on the basis of analysis and
assessment of information system modules and their
interaction with selected cyber threats. The results
of this process were further used to identify and
evaluate security mechanisms. Based on the
expression of the probability and significance of the
breach of selected security mechanisms, a
temperature map of risks was displayed, which can
be used for further steps in ensuring the security of
the EFAS information system. Based on the
obtained results, it is possible to determine another
procedure for assessing the negative impacts of
cyber threats on the information environment of the
organization, which should include not only
technical but also non-technical factors. Obviously,
the EFAS information system also consists of
intangible parts, which should be included in the
risk assessment and determination of the possible
impacts of selected cyber threats. These intangible
assets include, for example, sensitive organizational
data, know-how or personal data about employees.
These intangible assets also occur in the individual
modules of the EFAS information system and it is
therefore necessary to include these assets in the
assessment of the security level of the entire
information system, which is not usually part of the
assessment and evaluation of possible cyber threats
and their impacts [9].

Determining the potential impact of cyber threats
on this type of assets is very difficult. The biggest
problem in this process is the price of these assets.
However, a number of factors are involved in the
process of determining the price of assets, which at
present cannot be precisely expressed financially.
This is, for example, the determination of the
significance of a given intangible asset with regard
to the costs that were necessary for its creation.
Possible approaches to this problem can be found in
the available literature, and based on the analysis, it
can be stated that there are not enough published
approaches published, the application of which
would bring satisfactory results. Some of these
methods or approaches cannot be applied to all
types of tangible and intangible assets. In the case of
an organization's good reputation, the financial
expression of potential damage caused by cyber
threats is very difficult. [9,10].
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In conclusion, it can be said that the issue of
cyber security in health care facilities is gaining
more and more importance. The large number of
attacks faced by medical facilities in recent times
show us that this is a societal problem, the intensity
of which will continue to increase in the future.
Current developments surrounding Covid-19 can
also make a significant contribution to the
vulnerability of healthcare facilities and their
information  systems. This fact is already
manifesting itself all over the world. Medical
facilities are overloaded due to higher patient intake,
which potential attackers can use to carry out a
cyber attack. A number of major institutions around
the world warn of the increased likelihood of cyber
attacks. One such organization is, for example,
ENISA (European Union Agency for Cybersecurity)
[12,14].

The current methods, which were used to
evaluate the impacts of selected cyber threats on the
defined modules, represent one of the possible
combinations that can be applied to this issue. From
the point of view of possible future development of
this area, it would be appropriate to create a tool for
risk analysis, by means of which it would be
possible to determine the impacts on individual
technical and non-technical elements of the
information environment. These elements can be
part of the organization's information system
(hardware, software) or are part of the organization'

s information environment (reputation, etc.)
[11,13,15].
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