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Abstract: - The present article analyzes the benefits of using advanced technology of distributed databases to
reduce the financial costs of various voting. At the current stage of society development and global computeri-
zation, the main attention is paid both to observing all the basic democratic components of the elections and
accessibility for voters and, if possible, to a low strain on the state budget. When studying the history of the
electoral institution development and analyzing contemporary issues, the attention was focused on the use of
information technologies in the development of electronic voting systems. As a part of the analysis of elections
economic component, the number of voters in Ukraine was investigated, the structure of the total costs of 2017-
2019 elections, the projected figures for 2020-2021 and expenditures of the state budget of Ukraine for the Cen-
tral Election Commission for 2014-2020 were analyzed. When creating the software product, the blockchain
technology overview was carried out in terms of its applicability in the field of electronic voting. The devel-
oped system demonstrates the need for a distributed database technology use in modern electronic voting sys-
tems. A smart contract code has been created and developed to minimize the voting costs and to ensure the sys-
tem reliability. The benefits and specificity of the proposed system are considered in the present work.
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1 Introduction nologies that simplify the collection, transmission
As we know, elections are the oldest tool for form- and counting of votes. In addition to the obvious
ing state bodies and local self-government bodies, economic benefits, this a.pproa}ch a.llows to incr'ease
implemented on the principles of democracy, the level of voter participation in the elections,
equality and free will. Today, in most developed speeds up the processing the results3 makes the eleg—
countries, official voting results are established on tlons.c.leaner, transparent and effective under certal.n
the basis of paper protocols of election commissions coqd1t1ons. Nowadays, there are severz_ll electrom.c
with signatures and “wet” stamps. The use of this voting systems in the world. Systems with mechani-
technology entails significant economic costs both cal ngmbermg (punch cards),'whlch were used in
for material resources and for the remuneration of the mlddle of the last century in the USA, appeared
labor of all individuals involved in this process. An ~ first. With the development of technology, this sys-
alternative to the traditional voting system is elec- tem has transformed into optical numbering, in

tronic voting (e-voting) - a set of methods and tech- which the device recognizes the mark on the ballot
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and counts the votes. More advanced systems are
direct electronic registration systems, in which vot-
ers mark their choice on the touch screen. The re-
ceived data are consolidated on a central computer
then. One of the varieties of this system is the tele-
phone network, in which the voter can identify and
make his choice using the telephone keyboard. And
finally, the most progressive and promising system
is one that uses private computer networks or the
Internet. However, the electronic voting system via
the Internet has proved to encounter a number of
serious difficulties. Voting systems should ensure
the voter's privacy, as well as a reliable and secure
means of transmitting his vote. The critical difficul-
ty in fulfilling these requirements is caused by the
unreliability of the software, the possibility of third-
party interference through hacker attacks, and the
closed voting results in case of doubt about elections
credibility (since the voter does not have the oppor-
tunity to verify the correctness of his vote). In this
context, a number of European countries (France,
Germany) after testing this system refuse to use it.

The One way to address this issue and ensure the
requirements that are put forward to electronic vot-
ing systems is to use the distributed registry tech-
nology Blockchain.

2 Review of literature

The development of electronic voting systems at the
end of the last century aroused scientific interest and
a large number of works related to the impact of the
Internet on electoral law. In the article [1], the au-
thor considers both the advantages of the Internet in
the political, social and economic aspects, and the
issues associated with them: privacy, protection of
intellectual property, taxation and “open access” to
high-speed or “broadband” networks. The frame-
work for solving these problems through the joint
efforts of business and government is outlined here.
Internet voting is often considered as a means of
creating new opportunities for elections. As his fol-
lowers emphasize, these features will help make
voting more convenient and less costly. They can
encourage the participation, promote direct democ-
racy and increase voter awareness [2].

Today, the electronic voting has been fully im-
plemented in one European state - Estonia. Work [3]
is based on the experience of the Republic of Esto-
nia in implementing and applying the electronic vot-
ing. For the first time it systemized the main ad-
vantages of introducing this system, including the
involvement of the electorate in the realization of
their active suffrage; the shortcomings are identified
and the main conditions and adaptation factors of
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this system are assessed. The article [4] discusses
the introduction of the latest information technolo-
gies in the electoral field related to the transmitting
the voting on the Internet. The conduct of Internet
elections is considered to be one of the promising
areas for the development of such Concept systems
with the participation of the state. The main features
of the Concept project of introducing an electronic
voting system in Ukraine, the problems and pro-
spects of its implementation are analyzed here. The
process of voting by a specific voter proposed by
the Concept is described in detail. In addition, the
foreign experience of countries actively introducing
the electronic form of remote voting into the politi-
cal system is highlighted. The article [5] considers
the advantages and disadvantages of introducing and
using the electronic voting system in different coun-
tries of the world and the prospects of introducing
electronic voting in Ukraine. It is noted that e-
democracy is becoming a direct tool for democrati-
zation and development of society in the infor-
mation direction. The author also considers
measures being developed by Ukraine to introduce
an electronic voting system. Based on the experi-
ence of other countries, it was determined that elec-
tronic voting should be used in parallel with the
conventional expression of will.

Evidently, the rapid development of computer
science and technology has not spared the problem
of the security of Internet voting. Involvement of
cryptography was aimed at increasing control over
voting and eliminating abuse and human errors.
However, both the first automated ballot processing
systems and computerized DRE-systems are vulner-
able to errors and malicious actions [6].

The book [7] demonstrates more than one hun-
dred facts of fraud and distortion of voting results
due to interference in the development of equipment
or software. It deals with the security problems dur-
ing electronic voting. The absence of a paper con-
firmation of the will makes it impossible to refute
the results in court.

The search for a solution to this problem is car-
ried out using the election verification procedure. In
[8], three types of verification were distinguished -
individual, universal, and eligibility verification.
Also, aspects of hardware and software that should
be trusted in order to verify the elections are high-
lighted. From the mathematical and software point
of view, the work [9, 10] is devoted to solving this
problem. In these works, methods of statistical test-
ing of the blockchain using mathematical methods
are considered. The work [11] is devoted to ensur-
ing the security of information networks, the detec-
tion and prevention of intrusions, which is one of
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the main conditions for constructing electronic vot-
ing models.

A promising way to develop electronic voting is
to use blockchain-enabled voting (BEV), which can
reduce fraud and increase voter access. At the same
time, eligible voters vote anonymously using a
computer or smartphone. The article [12] discusses
some implementations of BEV, as well as potential
advantages and problems of this approach.

The article [13] examines in detail the world
practice of using this technology in popular voting.
The technical solutions used in the most actively
developing projects aimed at developing their own
software for electronic voting using blockchain
technology are analyzed separately. The article also
considers certain problems of voting using block-
chain technology, such as identification and secrecy
of the ballot.

Economic studies are interdisciplinary in na-
ture, which allows the use of a scientific ap-
proach in the field of electronic voting, similar
to that used by the authors in other studies. His
idea is to collect data from reporting data, conduct
economic analysis on the basis of statistical data and
determine the cost-effectiveness of introducing elec-
tronic voting [14].

3 Materials and methods

3.1 Analysis of election expenditures

The analysis of literature has shown that holding
free elections for sustainable economic development
is a very relevant topic today. In 2019, parliamen-
tary and presidential elections were held in Ukraine.
Overall turnout was 62.8%. The elections were pre-
pared in advance, so ballots were printed for all vot-
ers. Many voters could not take advantage of the
right to cast their vote for their candidate, and the
state incurred unnecessary expenditures, which neg-
atively affected the economic and political devel-
opment of the state. According to the Law of
Ukraine “On the State Register of Voters” [15], the
financing of activities related to the -creation,
maintenance and operation of the Register is carried
out at the expense of the state budget of Ukraine,
and (in the case of financing the activities of local
self-government bodies provided by this Law) at the
expense of the respective local budgets as a financ-
ing of delegated authority. According to the Law of
Ukraine “On Central Election Commission”, the
financing of the Commission, the Secretariat of the
Commission, the patronage service, the Office of
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the State Register of Voters, the regional and territo-
rial missions of the Commission is carried out at the
expense of the budget [16]. On December 19, 2019
the Electoral Code of Ukraine was adopted [17].
According to the Production Code of Ukraine, ex-
penditures for the preparation and holding of elec-
tions of the President of Ukraine, deputies, local
elections, village, settlement and city heads are paid
exclusively at the expense of the state budget allo-
cated for the preparation and holding of these elec-
tions. Information on the number of voters within
the Autonomous Republic of Crimea, oblasts, cities
of Kyiv and Sevastopol, foreign electoral districts is
available on the website of the Central Election
Commission [18]. As of December 31, 2019, the
number of voters in Ukraine is 35477188 people.
The highest number of voters in the Dnipropetrovsk
region is 2560648 people or 7.22%, in Kiev
2191410 people or 6.18%, in the Kharkiv region
2106758 people or 5.94%, in the Lviv region
1946693 people or 5.49%, in the Odessa region
1799326 persons or 5.07%, in the Kiev region
1504064 persons or 4.24%, in the Zaporizhzhia re-
gion 1390396 persons or 3.92%. Based on the large
number of voters, on the basis of data from the
budget request for 2019-2021 (Form 2019-2) [19],
we will analyze the cost of holding elections.

The analysis and structure of the general expend-
itures for the elections in 2017-2021 are given in
Table 1. Expenditure on leadership and management
in the field of elections and referendums in 2017
amounted to 295,46 thousand USD, in 2018
amounted to 4175,21 thousand USD, in 2019 ac-
cording to the project amounted to 6996,10 thou-
sand USD, in 2020 it is projected in the amount of
5384,49 thousand USD, in 2021 it is projected in the
amount of 6952,36 thousand USD. The expenditures
for holding the elections of the People's Deputies of
Ukraine in 2018 amounted to 1182,44 thousand
USD, in 2019 according to the project amounted to
73536,60 thousand USD, in 2020 and 2021 the
amount is estimated at 1247,46 thousand USD. The
expenditures for holding the presidential election in
2019 in accordance with the draft amounted to
88822,37 thousand USD.

Expenditures for the functioning of the State
Register of Voters in 2017 amounted to 1062,59
thousand USD, in 2018 amounted to 1155,19 thou-
sand USD, in 2019 according to the project amount-
ed to 4757,41 thousand USD, in 2020 and 2021 the
amount is estimated at 1022,33 thousand
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Types of costs 2017 Specific 2018 Specific 2019 Specific
(report) |weight, %4 (approved) [weight, %| (project) |weight, %
Leadership and management in the | 295,46 73,53 417521 64,11 6996,10 4,02
field of elections and referendums
Election of People's Deputies of Ukraine 1182,44 18,16 73536,60 42,24
Election of the President of Ukraine 88822,37 51,01
Functioning of the State Register of | 1062,59 26,47 1155,19 17,74 4757,41 2,73
Voters
Total 4014,27 100 6512,84 100,00 174112,49 100
Types of costs 2020 Specific 2021 Specific
(forecast) weight, % (forecast) weight, %
Leadership and management in the field of | 5384,49 70,35 6952,36 75,39
elections and referendums
Election of People's Deputies of Ukraine 1247,46 16,29 1247,46 13,52
Functioning of the State Register of Voters 1022,33 13,36 1022,33 11,09
Total 7654,28 100 9222,15 100,0

Table 1. Analysis and structure of the total cost of elections in 2017-2021

USD. The total expenditures for the elections in
2017 amounted to 4014,27 thousand USD, in 2018
amounted to 6512,84 thousand USD, in 2019 ac-
cording to the project amounted to 174112,49 thou-
sand USD, in 2020 The forecast for the year is
7654,28 thousand USD, in 2021 it is estimated in
the amount of 9222,15 thousand USD.

The structure of the general expenditures for the
elections is as follows: in 2017, the expenditures for
management and management in the field of elec-
tions and referendums amounted to 73,53%, the
costs of functioning of the State Register of Voters
amounted to 26,47%; in 2018, the expenditures for
the leadership and management in the sphere of
elections and referendums amounted to 64,11%, the
expenditures for holding the elections of the Peo-
ple's Deputies of Ukraine amounted to 18,16%, the
expenditures for the functioning of the State Voter
Register amounted to 17,74%; in 2019, the expendi-
tures for holding the election of the President of
Ukraine amounted to 51,01%, the cost of holding
the elections of the People's Deputies of Ukraine
amounted to 42,24%, the expenditures for the lead-
ership and management in the sphere of elections
and referenda amounted to 4,02%, the cost of func-
tioning of the State Register voters accounted for
2,73%; in 2020,the estimated expenditures for the
leadership and management in the sphere of elec-
tions and referendums will be 70,35%, the expendi-
tures for holding the elections of the People's Depu-
ties of Ukraine will be 16,30%, the costs for the
functioning of the State Voter Register will be
13,36%; in 2021, the estimated expenditures for the
leadership and management in the sphere of elec-
tions and referendums will be 75,39%, the expendi-
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tures for holding the elections of the People's Depu-
ties of Ukraine will be 13,53%, and the expenditures
for the functioning of the State Voter Register will
be 11,09%. Elements of spending on leadership and
management in the field of elections and referen-
dums in 2017-2019 (Table 2) are examined in more
detail. The structure of expenditures for leadership
and management in the field of elections and refer-
endums is as follows: in 2017, the cost of wages
was 65,37%, the cost of accrual of wages was
13,82%, the cost of services (except utilities) was
8,12%, expenditures for items, materials, equipment
and inventory amounted to 6,35%; in 2018, the cost
of wages was 59,11%, the cost of services (except
utilities) was 16,02%, the cost of accrual of wages
was 13,00%, the cost of items, materials, equipment
and inventory was 6,45%; in 2019, the planned cost
of labor is planned to be 44,00%, the cost of ser-
vices (except utilities) is planned to be 26,65%, the
cost of purchasing equipment and durable goods is
planned to be 13,09%, the cost of accrual for pay-
ment works are planned to make 9,68%, expendi-
tures for items, materials, equipment and inventory
are planned to make 4,08%; in 2020, the wage costs
are planned to be 66,44%, the wage bill is planned
to be 14,62%, the cost of services (except utilities)
is planned to be 11,28%, the cost of items, materi-
als, equipment and inventory are planned to be
4,76%; in 2021, the wage costs are planned to be
69,82%, the wage bill is planned to be 15,36%, the
cost of services (except utilities) is planned to be
8,74%, the cost of items, materials, equipment and
inventory are planned to be 3,69%. Elements of ex-
penditures for the organization and maintenance of
the State Register of Voters in 2017-2019 (Table 3),
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Cost elements 2017 2018 2019 2020 2021
(report) (approved)| (project) | (forecast) | (forecast)

Salary 65,37 59,11 44,00 66,44 69,82

Payroll 13,82 13,00 9,68 14,62 15,36

Items, materials, equipment and inventory 6,35 6,45 4,08 4,76 3,69

Medicines and dressings 0,01 0,01 0,01 0,02 0,01

Payment for services (except utilities) 8,12 16,02 26,65 11,28 8,74

Travel expenditures 0,45 0,40 0,25 0,29 0,22

Payment for utilities and energy 2,63 2,70 1,80 2,28 1,93

Certain activities for the implementation of 0,02 0,04 0,02 0,02 0,01

state (regional) programs that are not related

to development activities

Current transfers to foreign governments 0,07 0,31 0,22 0,26 0,20

and international organizations

Other current expenditures 0,04 0,20 0,03 0,02

Acquisition of equipment and durables 0,81 0,86 13,09

Reconstruction and restoration 2,35 1,06

Total 100,00 100,00 100,00 100,00 100,00

Table 2. Analysis and structure of expenditure on leadership and management in elections and referenda in
2017-2021 (specific weight, %)

Cost elements 2017 2018 2019 2020 2021
(report) | (approved)| (project) | (forecast) | (forecast)

Items, materials, equipment and inventory 7,12 0,18

Payment for services (except utilities) 92,88 73,20 2391 100,00 100,00

Acquisition of equipment and durables 26,62 76,09

Total 100,00 100,00 100,00 100,00 100,00

Table 3. Analysis and structure of expenditure on organization, maintenance and operation of the State Voter
Register in 2017-2021 (specific weight, %)

have been investigated in more detail. The structure
of expenditures for the organization and mainte-
nance of the State Voter Register in 2017 is as fol-
lows: expenditures for services (except utilities)
amounted to 92,88%, expenditures for items, mate-
rials, equipment and inventory amounted to 7,12%;
in 2018, the cost of services (except utilities) was
73,20%, the cost of purchasing equipment and dura-
ble goods was 26,62%, the cost of items, materials,
equipment and inventory was 0,18%; in 2019, the
planned costs for the purchase of equipment and
durable goods will be 76,09%, the cost of services
(except utilities) will be 23,91%; in 2020 and 2021,
the planned cost of services (except utilities) will be
100%.

The expenditures of the state budget of Ukraine
on the Central Election Commission amounted : in
2014 - 116.79 million USD, which is 0.32% in the
structure of budget spending communities, in 2015 -
5.31 million USD (0.02%), in 2016 - 4.96 million
USD (0.02%), in 2017 - 4.01 million USD (0.01%),
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in 2018 - 6.64 million USD (0.02 %), in 2019 -
161.90 million USD (0.40%), in the 1st quarter of
2020 -17.95 million USD (0.22%) (Fig. 1) [20].
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Fig. 1 Dynamics of expenditures of the state budget
of Ukraine on the Central Election Commission
High costs of the Central Election Commission in
2014 and 2019 are explained by the presidential
election. In 2020, the increase in costs is associated
with the transition to new technologies, the intro-
duction of which require initial costs for the pur-
chase of equipment and the development of com-

puter programs.

So, now Ukraine spends much costs for elections
annually. Unfortunately, outdated election technolo-
gy is currently being applied in Ukraine, which has
a negative impact on the country's sustainable eco-
nomic development. Currently, everyone uses a
smartphone, a computer; most people have access to
the Internet, so it is possible to switch to "e-
elections" or "e-voting". "Electronic voting" is a
fixation of the will of voters using electronic tech-
nologies, which covers both the voting process and
the process of automatic counting of votes by elec-
tronic devices and special software [21]. In order to
ensure sustainable economic development of the
country, the President emphasized the introduction
of opportunities for Ukrainians to vote using
smartphones and the Internet [22].

The electronic voting system can be used for any
vote, for example, elections of a rector, dean, head
of department, professor, associate professor, senior
lecturer or assistant in higher education institution;
in the regional or local state administration to select
the best project; when conducting different competi-
tions and others. Paper-based voting spends a lot of
time organizing and holding elections, as well as
counting votes; also, costs are spent on remunera-
tion, Single Social contribution, different materials,
equipment depreciation, business trips and other
expenditures. Electronic voting can be held any-
where, and a voter won't miss the opportunity to cast
his vote. The e-voting system also has special sys-
tem protection to avoid fake elections. In the age of
electronic technology, the timely information and
saving of time and cost are highly appreciated. The
introduction of electronic voting in Ukraine, both at
the state level and at the level of state institutions,
leads to economic growth.

3.2 Blockchain Technology Overview

In general, it is believed that blockchain applications
are a very promising technology, however, they are
still in the early stages of development. At first, the
only area of application for blockchain devices and
systems was financial structure. At present moment,
technology has expanded the scope of opportunities,
and has found application in many other related are-
as of monetary distribution. There are many exam-

E-ISSN: 2224-2899

483

Olena Mikhailutsa,
Tetiana Melikhova, Volodymyr Stoiev,
Andriy Pozhuyev, Oksana Yaroshevska

ples of the application of this technology not only in
banking, financial, technical and market structures.
Recently, a number of companies have been created
and individual projects have been launched, the pur-
pose of which is to apply the principles of block-
chain in various industries, including copyright, en-
ergy, the field of computer cyber games, intellectual
Internet of things, including the field of electronic
voting.

The idea of using blockchain in voting systems
seems obvious: blockchain allows to replace the
ancient voting technology by transferring someone's
voice expressed by a physical object to a digital to-
ken [23]. At the same time, as in many other cases
of the transition of a business process from the
physical world to the digital one, transaction costs
are sharply reduced and the availability of the sys-
tem is increased. Moreover, the use of the block-
chain provides extra benefits, among which there
are: genuine results, transparency of the process,
anonymity and speed of data processing. The devel-
opment of a public voting platform will allow users
to cast their votes anywhere, which will increase
voters overturn among citizens. Blockchain is a
technology with an open transaction registry, and
therefore everyone can check whether the infor-
mation about his vote was correctly saved. In addi-
tion, each transaction is checked immediately by a
large number of computers, and therefore it is al-
most impossible to fake the results. Regarding the
centralization, the basic idea of the blockchain im-
mutability is achieved when thousands of copies are
held by independent participants. A decentralized
blockchain is more protected from falsification of
entries in it.

The main and priority feature of the blockchain
is the use of mathematical calculation algorithms, as
well as the exclusion of the “person” and the human
factor when making decisions by the system [24].
One of the main problems of the blockchain is the
reliability of the data. This determines the need for
effective encryption algorithms. They should guar-
antee sufficient cryptographic inviolability for in-
formation on the network, as well as enable the im-
plementation of a digital signature. So, blockchain
technology is a kind of symbiosis of cryptography
and computerization. The blockchain technology is
based on a transactional model: each user has a wal-
let with unique public and private keys, by which he
confirms any data change. All transaction infor-
mation is stored in sequentially written blocks, so
the data hash of the previous block is included in the
data of the next. This ensures the immutability of
the data - any block change will automatically inval-
idate all subsequent ones. The blockchain stores all
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the information about all transactions in full simul-
taneously on all nodes, and it cannot be changed or
deleted.

3.3  Software system capabilities

Basing on the analysis of electronic voting devices
and electronic voting itself, as well as the technolo-
gy presented, a full-fledged prototype of an elec-
tronic system was created for voting with the ad-
vanced technology use of distributed databases. The
developed system contains six main architectural
blocks:

* Front-end. It is implemented on the basis of the
JavaScript Vue.js framework, the library of which
allows you to significantly reduce, simplify and im-
prove the development process of modern interac-
tive applications.

* Back-end. A server for providing an API for in-
teracting with a database. Back-end is built on the
basis of Node.js Express framework, to ensure the
processing of a large number of parallel requests. It
uses an asynchronous code launch model based on
processing events in non-blocking mode and defin-
ing callback handlers.

* AWS Cognito. Amazon Cognito is an authori-
zation service which allows you to quickly and easi-
ly add the ways to register, authorize and control
user access to mobile and Internet applications, and
also provides a secure user directory that can be
scaled to hundreds of millions of users.

» Database server. MongoDB, an open source
document-oriented database management system, is
responsible for storing information in the system.

* Smart contract. When deployed on a network,
the blockchain contract is responsible for maintain-
ing and processing the voting status on the network.
The developed smart contract code minimizes the
cost of voting and ensures the reliability of the sys-
tem.

* Blockchain network. It is a distributed database
that stores voting data. In fact, a duplicate of this
data is stored on the system database server.

There are five basic entities in the system:

* Profile. It represents a user, includes his data
and an encrypted wallet.

* Voting. It includes data about voting itself.

* Member. It represents a request to vote.

* Variant. It represents a voting option.

* Voice, it is a choice of the participant in the vot-
ing.

The developed system has full-fledged modules
that interact with each other. An authorized user has
the opportunity to vote and create their own mod-
ules. At the first login, the user enters a password to
encrypt his wallet (which is generated to enable the
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user to send requests for participation). For each
individual vote, a smart contract is generated and
deployed in the system. All confirmed participants
are entitled to cast their vote after the voting starts.
The results are stored in the database and on the
blockchain, everyone can review their transaction
and identify errors or fraud during the voting (if
any). The implemented system is recommended for
use by companies, civic organizations, universities
and the like.

4 Conclusion

The paper analyzed the economic component of the
elections, reviewed the structure of the total costs of
the elections for 2017-2019, predicted indicators for
2020-2021, as well as the expenditures of the state
budget of Ukraine for the Central Election Commis-
sion for 2014—2020. Cost analysis for the election
organization and its conduction showed that the cur-
rent form of election is quite expensive for the
budget of Ukraine.

The study of the structure of the general expendi-
tures for the election conduction for 2017-2019 and
the predicted indicators for 2020-2021 showed that
each year the proportion of expenditures for elec-
tions changes depending on the legislatively estab-
lished frequency of the relevant elections. In 2017-
2018, the largest expenses were for leadership and
management in the field of elections and referenda,
as well as for the elections of people's deputies of
Ukraine, significantly lower expenses were for the
functioning of the State Register of Voters. In 2019,
the most funds were spent on the organization of the
election of the President of Ukraine and people's
deputies of Ukraine. In 2020-2021, it is predicted
that the largest amounts will be spent on governance
in the field of elections and referenda.

A study of the structure of management costs in
the field of elections and referenda in 2017-2021
showed that the largest are the costs for: remunera-
tion, payroll, payment of services (except utilities),
items, materials, equipment and inventory. A study
of the cost structure for organizing the maintenance
of the State Register of Voters showed that in 2019
expenditures for the equipment purchase and dura-
ble goods increased by 3 times compared to 2018.
According to the predicted data, in 2020 and 2021,
only payment expenditures of services are planned-
This study formed the basis for confirming the need
to create an application using distributed database
technologies.

For the sustainable development of the state, it is
necessary to optimize costs, introduce new technol-
ogies and reduce the extra funds wasting by intro-
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ducing an electronic voting system. The introduc-
tion of electronic voting in Ukraine both at the state
level and at the level of state structures will lead to
the economic growth of state institutions and the
country as a whole.

The analytical research method was used to iden-
tify the possibilities of using blockchain technology
to build an electronic voting system. Methods of
observation and comparison were used to reveal the
weaknesses of existing analogues. A full-fledged
prototype of an electronic system for voting using
blockchain technology was created. The expediency
and even necessity of using the technology of dis-
tributed databases in such systems was discovered.
A smart contract code was invented and developed
that minimizes the cost of voting and ensures the
reliability of the system.

The use of blockchain technology in voting helps
to solve most of the problems of existing electoral
systems. The use of services such as a developed
prototype can be overall in the near future, ranging
from voting in a separate company to voting at the
state level. It is also possible to improve the existing
system by implementing additional options for indi-
vidual voting and introducing user-friendly func-
tions not related to databases.
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