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Abstract: - Complex cyber-physical systems demand integrated solution approaches. The current work presents 

a multi-model approach for simulation-based digital twins as a formal and technological foundation for the 

analysis and improvement of resilient services. The given approach has several significant benefits including 

the possibility to conduct interactive simulations and experiments based on systems engineering principles, to 

share data across multiple data sources and storages, to manage operations in real-time, as well as to enable 

collaboration between the users in an integrated web platform. The proposal is illustrated on the use cases of 

secure telemedicine services and secure remote workplace. 
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1 Introduction 
The digital transformation is a critical success factor 

in today’s rapidly developing and changing 

economic, industrial, and social environment. 

Digital twins there are increasingly important 

components improving the ability to manage 

complex cyber-physical systems more 

efficiently [1]. 

The concept of digital twin is widely used today, in 

the same time the basic foundation for digital twin is 

remaining relatively stable since its inception in 

2002 when the idea of digital twin was presented for 

the first time at the University of Michigan for the 

formation of a Product Lifecycle Management 

(PLM) centre [2]. 

Cyber-physical systems consist of multiple spatially 

and temporally interrelated and interdependent 

subsystems, components, and related services. To 

provide and support a resilience of these 

subsystems, a holistic system approach is necessary 

by involving advanced decision-making tools. And 

therefore, complex cyber-physical systems demand 

integrated solution approaches. 

Modelling and Simulation (M&S) for a long time is 

used as a decision-making tool for a wide range of 

complex problem solutions including the application 

in digital twins. However, due to the overall 

multidimensional nature of real-world complex 

systems traditional single type M&S methodologies, 

e.g., Discrete Event Simulation  (DES) [3], System 

Dynamics (SD) [4], Agent-Based Simulation (ABS) 

methodologies can face serious challenges to 

correctly represent such systems at different 

abstraction, temporal or spatial levels. To overcome 

such issues, a multitude of hybrid or multi-model 

M&S approaches have been invented for modelling 

and simulation of different facets of complex 

systems. 

The objective of the proposed multi-model approach 

is to provide a digital twin supported technological 

foundation for the analysis and improvement of 

resilient services. The concept, as well as the 
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experimental implementation are developed within 

the project “Advanced Resilience Technologies for 

Secure Services” (ARTSS) at the Riga Technical 

University, Latvia [5]. The proposal is illustrated on 

the use cases of secure telemedicine services and 

secure remote workplace. 

This paper is organized as follows. Section 2 

presents the state of the art in digital twins. 

Section 3 presents the multi-model approach for 

simulation-based digital twin. Section 4 presents the 

designing of digital twin for resilient services. 

Section 5 offers concluding comments on the 

benefits and future prospects of simulation-based 

digital twins. 

 

2 State of the Art in Dgital Twins 
 

2.1 The Concept of Digital Twin 
Although the term “digital twin” has not been 

formally defined in international standards, there are 

many definitions, ranging from abstract and vague 

ones such as "a set of virtual information constructs 

that fully describes a potential or actual physical 

manufactured product from the micro atomic level 

to the macro geometrical level" [2] or "digital 

representation, sufficient to meet the requirements 

of a set of use cases" [6], and up to solution-

oriented, e.g., "digital representation of physical 

individuals as well as of virtual entities in an 

information framework that interconnects 

traditionally separated elements and provides an 

integrated view throughout life cycles" [7]. A very 

close approach to digital twin is model-based 

commissioning for automated control system 

design [8]. 
In frame of the current research the following digital 

twin definition is accepted by the research team - “a 

dynamic virtual representation of a physical object 

or system across its lifecycle, using real-time data to 

enable understanding, learning and reasoning” [9]. 

This definition is obviously associated with the 

conventional definition of simulation model [3]. A 

model is defined as a representation of a system for 

the purpose of studying that system. Only some 

aspects of the system are represented in the model 

and the model provides information about the 

system. The main component that distinguishes a 

digital twin from any other digital model is its 

connection to the physical twin [10] that is 

represented by digital twin and simulation model. 

Both use the data from the real system and provide 

information. Digital twin changes over time being 

adjusted to the phase of the physical twin’s lifecycle 

[11]. The simulation model usually is tailored to 

solve a particular problem, thus there may be 

different simulation models of the same system. 
There are three important parts in the digital twin of 

an object [1], [12]: 
 a data-driven executable virtual model of the 

object, 

 an evolving set of data relating to the object, and 

 means of dynamically updating or adjusting the 

model in accordance with the data. 

More recent research outlines more important parts, 

but it is obvious that both definition and 

requirements are not defined very strictly. 
The scope of the digital twin depends on at what 

stage of the product life cycle the simulation takes 

place. Siemens distinguishes three types of digital 

twins: Product, Production, and Performance; the 

combination and integration of the three digital 

twins as they evolve together is known as the digital 

thread [13]: 
 Product digital twins provide a virtual-physical 

connection showing how a product performs 

under various conditions and make adjustments 

in the virtual world to ensure that the physical 

product will perform exactly as planned. 

 Production digital twins can validate how well a 

manufacturing process will work on the shop 

floor before starting the production; production 

can be optimized by digital twins of all 

manufacturing equipment, to prevent costly 

downtime, and to predict the necessity of 

preventative maintenance. 

 Performance digital twins captures the massive 

amounts of raw data regarding products and 

factories utilization and analyses it in order to 

create new business opportunities, gain insight to 

improve virtual models, improve product and 

production system efficiency. 

Gartner expects one-third of midsize and large IoT 

companies to have at least one digital twin by 2023. 

According to a recent industrial survey [14], 31% of 

respondents use digital twins to enhance the safety 

of their employees or customers, 27% of companies 

plan to use digital twins as autonomous equipment, 

robots or vehicles. Such a fast pace of 

implementation of digital twins is explained both by 

the value of the technology itself for the business, 

and by active marketing and training programs of 

vendors. 
 

2.2 Digital Twin Usage Examples 
Digital twins have found their way into a wide 

variety of areas. One of the most important 

functions is to improve production processes, 

identify bottlenecks (system components, processes, 

and other assets), test prospective solutions, 
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simulate the results of interactions between 

components, and predict stochastic changes that can 

occur through various components performing 

operations. This simulation saves organizations 

resources and funds to test working hypotheses in 

practice. The perspectives of digital twins 

application [10] in various areas can be assumed in 

three dimensions: (A) potential futures with strategy 

and planning support,  ‘What if?’ scenarios, 

predictive and preventive maintenance. (B) current 

state with intervention, real-time status monitoring, 

control, and prognostics to optimize performance 

and safety of assets, and (C) history – 

record-keeping and learning from the past. 
Not only temporal and scale aspects can be included 

into the areas benefiting from the implementation of 

digital twins, various human activity areas, such as 

manufacturing, supply chain management, 

healthcare etc. can be added too [13], [15]–[17]. 
Almost supporting the whole products life cycle, the 

applications of digital twins in manufacturing start 

with product design, when companies use digital 

twins to design different products options, making it 

more effective to deliver personalized products and 

services to their customers. During the product 

manufacturing, digital twins provide an opportunity 

to evaluate and test the feasibility of developed 

products before launch, which results in either start 

production or switching to more feasible products. 

Finally, for shop floor performance improvement 

and predictive maintenance the digital twin can be 

used to monitor and analyse end-products and check 

which products are defected or have lower 

performance than intended. 
Digital twins are also widely used in supply chains 

and logistics, helping to create logistics networks 

through the digital twin of the road network, 

carrying information about traffic conditions, road 

layout and construction; helping to optimize 

warehouse design and performance, enabling 

companies to select the most efficient warehouse 

design for maximum productivity; and improve 

product delivery security by virtualizing and 

analysing various packaging conditions and 

packaging material characteristics. 
In the healthcare area digital twins can support 

providers to virtualize and optimize patient care, 

cost, and productivity. The main usages of twins 

are: (A) improving the operational efficiency of 

healthcare activities through the creation of a digital 

twin of the hospital, operational strategies, 

capabilities, staffing and service modes; and (B) 

improving personal patient care services to model 

the physiological or behavioural characteristics of 

patients, genome code, and the like so that 

healthcare companies can provide personalized care 

and unique medicines for each patient. 
Some recent research results are overviewed further 

in this paper. 

 

2.3 Modelling Approaches and Tools for 

Modelling of Digital Twin 
A variety of approaches to modelling is supposed in 

most research projects. Digital twins may use 

different approaches to modelling, including [10]: 

 Geometric and geospatial modelling. 

 Computational/mathematical/numerical 

modelling. 

 Artificial intelligence and machine learning; 

‘learning systems’. 

The above-mentioned cases provide the simulation 

information as well. The supply chain case authors 

used an actor language, where each actor has a 

behaviour that can be modelled as a state machine 

[18]. The same approach is used by the authors in 

the University case [19]. 

The researchers are not limited with a specific 

simulation paradigm, technique, or software. Some 

software decisions are considered in the next 

section. 

 

2.3.1 Tools for Modelling of Digital Twin 

Within scientific literature application of digital 

twins is reviewed in various fields of industry, 

economics, and medicine. However, most of the 

scientific literature related to use of digital twin very 

rarely devotes its attention to the details of 

development of models for digital twin. Often only 

the concept of digital twin is described without 

details of the model to simulate an original system.  
Requirements for simulation in digital twin are 

specific and justified by the scope of modelling 

within the concept of digital twin [11]. Models for 

digital twin usually are required to simulate the 

original system as accurately as possible. Moreover, 

models are required to be easily and relatively 

quickly changeable to follow changes and 

improvements in the original system, so that work 

and experiments with the digital twin would be the 

same as experiments with the original system. Also, 

one of requirements for modelling of digital twin is 

integration of models in the whole lifecycle of the 

digital twin, providing a convenient interface for 

controlling and impacting the model nearly the same 

as the original system. 

Thus, traditional bottom-up approach in 

development of the simulation model could be 

struggled here due to model update cycle could be 

time-consuming here. For digital twin in particular 
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scopes even application of data-driven models is 

proposed as these can be quickly adaptable to follow 

the changes of the replicated system, although 

usually providing only black box models [12]. 

Moreover, it is mentioned that development of the 

digital twin could include composition of digital 

twins of subsystems of replicated system, which 

relates to decomposition approach in modelling. 
The reviews given in the [20] and [21] provide wide 

research on the technologies and tools in simulation 

and modelling of digital twins. Respectively, 

research in [21] provides following tools as 

applicable for modelling of digital twin (with notice 

to the behaviour modelling, as the most actual 

within current research): ANSYS Twin Builder; 

Dymola System Engineering; ADAMS (more 

concentrating on dynamics of mechanics); 

Simuworks (concentrating on hydrodynamics); 

MATLAB Simulink; MWorks (concentrates on 

neurophysiology); OpenModelica; SimulationX 

(concentrates on technical systems); other tools 

(mostly for simulation of industrial and technical 

systems). 

Within this research an implementation of the 

simulation models realized in the Python 

environment are proposed. Part of the models will 

be directly implemented as Python programs; part 

will be automatically generated by modelling 

computer-aided tools.  Such implementation will 

provide an easy cross-platform integration for the 

multi-modelling tool. 

 

3 Multi-Model Approach 
As already was stated in the Introduction, it can be 

difficult to model at an appropriate level of 

abstraction or resolution using a single M&S 

method. As most real-world cases are complex, it is 

more convenient to model different parts of a 

system with different methods by combining the 

used methods in one hybrid composite model. For 

example, depending on the detail of level of the 

available input data secure network services or 

secure remote workplace services efficiently can be 

modelled by using agent-based approach. But if the 

available input data is aggregated at higher level, 

then a macro level simulation approach, e.g., system 

dynamics can be more appropriate there. 

 

3.1 Agent-based Simulation 
Agent-based simulation approach is considered as a 

suitable approach for the development of digital 

twin of particular use cases in this research. Agent-

based simulation paradigm implies simulation of 

many agents which are modelled simultaneously, 

and which continuously interact between 

themselves, and with external environment. Each 

agent has a relatively simple behaviour, but more 

interesting is the whole behaviour of the system 

which could not be inducted from a single agent’s 

behaviour but can be obtained in simulation. 
Within this research application of multi-agent 

approach is considered appropriate for development 

of digital twins of secure foundational services and 

secure remote workplace. In both cases a number of 

separate agents with well-known behaviour and 

structure could be distinguished in a system (e.g. 

employees, which have to work in the remote 

environment), but the whole system itself is 

designed as a complex structure based on the 

interaction of the agents (e.g. communication 

network of these agents).  Moreover, the multi-agent 

approach here allows a bottom-up design of digital 

twin, where behaviour of low-level elements of the 

system is well known, but high-level behaviour 

patterns could be hard to distinguish and define in 

the model directly. 

 

3.2 System Dynamics 
System dynamics (SD) [4] is considered as another 

suitable approach for the development of digital 

twins. System dynamics models focus on the system 

processes at the high abstraction level, not 

concentrate on the details. The study of system 

processes by system dynamics models is most often 

used to solve strategic tasks. 

The basic SD model is a system of equations that 

includes two main types of equations – the level and 

flow equations. The generic model elements are 

levels and flows, and the details of the model are 

provided by auxiliary elements – variables and 

information links. The levels can change only from 

flows. The solutions to the system of equations after 

a fixed time step provide the new model state. The 

most powerful feature of SD simulations is 

information feedback. 

The system of equations corresponds to the structure 

of the system and reflects the cause-effect 

relationship in a relatively simple mathematical 

form. The system of equations ensures a continuous 

representation of the interaction of the model 

elements. The equation system comes together with 

certain rules that determine the sequence of solving 

these equations. The system dynamics models are 

the discrete time system simulators. 

The simulation model in most SD modelling 

environments is available in a form of level and 

flow diagram with auxiliary variables and 

information links between the model elements. The 

diagrams visualise the processes in clear form.  
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In most cases, both system dynamics and discrete 

event approaches can be used to simulate processes. 

For the purposes of this research it was not 

necessary to observe individual flow objects, thus 

the choice of the approach between discrete-event 

and SD was affected by the claim of SD software 

developer about the model integration possibility 

into end-user web applications [22].  

 

3.3 Technology Integration 

In this work we propose a hybrid multi-model 

concept for simulation-based digital twin of resilient 

services, shown in Fig. 1.  

 

 
Fig. 1. Concept of simulation-based digital twin 

technology 

 

The methodology of the technology integration is 

based on an extension of the Capability Driven 

Development (CDD) method [23]. The CDD 

method supports the development, delivery and 

management of organisation and information system 

capabilities. The extended method preserves the 

main principles and elements of the CDD 

methodology and supplements these with several 

new elements and method components: 

 Ecosystem perspective;  

 Digital twin support; 

 Security and resilience goals and knowledge 

sharing; 

 Learning support. 

The multi-modelling simulation framework provides 

a foundation for a digital twin acting as a digital 

replica of the real-world processes to be analysed 

and controlled. The digital twin is gathering the 

input data from the data management and 

knowledge management modules. The purpose of 

the data management module is to support an 

automatic input data mining and pre-processing, as 

well as to represent the output results generated by 

the digital twin to the end-user in a dashboard. The 

knowledge management module stores CDD models 

used for automatic configuration and adaptation of 

the digital twin according to specific goals, 

capabilities, and adjustments. 

The digital twin module is a composite multi-

modelling simulation framework implementing a 

generic concept of modular composite digital twin 

[6] consisting of multiple discrete digital twins that 

are representing the lowest level of abstraction still 

sufficient to meet the requirements of a specific use 

case. A composite digital twin can be formally 

specified based on the principles of the system 

theory [24] as follows:  

 

                  (1) 

 

where T is a time base, X is a set of input values, Ω  

is a set of states, Y is a set of output values, D is a 

set of discrete digital twin component references, 

 is a set of discrete digital twin 

components. 

The digital twin module represents four use cases 

covered by the given research study within the 

ARTSS project [5] with corresponding discrete 

digital twins in an integrated technological platform: 

 Secure foundational services, 

 Secure telemedicine services, 

 Secure remote workplace, 

 Secure business services. 

Each discrete digital twin DTd is an adaptive 

autonomous subsystem of the composite digital twin 

DTc that can be formally expressed in a form of 

Difference Algebraic Equations (DAEs) [25]: 

 

 (2) 

   (3) 

 

where  is a vector valued function,  is 

the state of the system at the next time instance, 

 is a vector containing the internal state 

variables,  is a vector of control input 

variables, w(t) is a vector of disturbance realizations 

e.g. faults, π(x(t)) is autonomous control function, 

 is time index within the planning 

horizon H,  is a vector of model parameters, 

 is a vector of measured variables, 

 is sensing function measuring the 

output of the system, v(t) is a vector of sensing 

disturbances to express e.g. sensor noise or package 

drop in the communication network. 
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4 Designing Digital Twin for 

Resilient Services 
The digital twin implementation (Fig. 2.) is focused 

on the support of multi-modelling approach for 

various use cases requiring different simulation 

methods. An important aspect there is also the 

support of asynchronous distributed task processing 

allowing to efficiently coordinate different discrete 

digital twin components in a distributed cloud 

environment. The architecture is based on freely 

available high-quality open source software tools to 

make the implementation efficiently extendable, 

maintainable, and available for integration with 

external systems.  

 

 
Fig. 2. Architecture of the digital twin 

implementation 

 

The dashboard component is the front-end for the 

digital twin module implementing the concept of 

Capability Navigation Application (CNA) as a part 

of the extended CDD methodology  [23]. 

Although the design and implementation provides 

an experimental support for four resilient service 

use cases, due to the article size limit there are 

described two use cases in the next subsections – the 

digital twins of secure telemedicine services and 

secure remote workplace. 

 

4.1 Secure Telemedicine Services 
The goal of this section is to introduce the digital 

twin for the secure telemedicine services based on 

the extended Capability Driven Development 

(CDD) methodology. The tasks of this section are to 

create the concept of the digital twin for the secure 

telemedicine services; to introduce the simulation 

framework; to verify and validate the digital twin 

and to provide the insight into results interpretation. 

 

4.1.1 The concept of the digital twin for the 

secure telemedicine services 
The concept of the digital twin for the secure 

telemedicine services is formulated in the terms of 

capabilities that enable an enterprise to achieve a 

business goal in a certain context [23]. The 

enterprise under consideration is a practice of the 

general practitioner (PGP). The business goal is the 

secure and stable telemedicine service both under 

normal and emergency conditions. The concept is 

based upon the informal capability model, created in 

the ARTSS project [5]. 
The practice of the general practitioner (PGP) as an 

enterprise operates in the strict accordance with the 

law and regulations by the Latvian Cabinet of 

Ministers. Therefore, the arbitrary interference in 

this activity is unacceptable. The PGP must provide 

the access to the primary medical services for all the 

registered patients in full, and the waiting time 

should not exceed 5 working days [26]. 
The question of the efficiency of using the main 

resource of the PGP − working time − is not 

analysed from the point of view of sufficiency or 

insufficiency. The subject of the research is the 

efficient allocation of the main resource depending 

on the demand and the context. The main problem is 

the elimination of the insufficient capability impact 

on the performance. The parameters of the DT are 

the estimates of the capabilities of providing the 

particular services and the patient flow historical 

data. The main performance indicator is the 

unsatisfied demand for the remote service; the 

additional indicator is the required working time. 
The business process under consideration is the 

patient’s process in the PGP. The main types of 

services in the PGP are on-site consultations and 

remote consultations provided by general 

practitioner, and the medical assistant consultations. 

If the remote consultation is not possible, it is 

redirected to the on-site consultations. The 

simplified patient’s process description can be 

formalised in the form of activity diagram as shown 

in Fig. 3. The activity diagram expands if there are 

new activities in the process. The conditional 

activities are executed only if there is a sufficient 

capability for providing these activities. The 

capability to provide the remote consultation is 

evaluated using user’s opinion data on various 
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particular capabilities. The user, who has 

information about the process and the activities in 

the PGP, can perform the simple dashboard-based 

data input.  

 

 
Fig. 3. The patient’s process activity diagram 

 
We note the inexpediency of creating a real-time 

synchronous DT. To assess the necessary resource 

volume, a concept is formulated at the high level of 

abstraction. This approach enables the assessment of 

the effectiveness of resource allocation, as well as 

the detection of the lack of capabilities in the 

context of providing the necessary services in the 

long term. 

The conceptual model of the PGP involves the 

information about the problem, goals of DT 

building, input data – patient flow and user’s 

opinion, the structure of the process, capability 

model, output performance indicators, as well as the 

simplifications and assumptions made for the model 

creation. 

The activity diagram shows that the implementation 

of the DT simulator is possible in such simulation 

paradigms as discrete-event system simulation and 

discrete time system simulation. Since there is no 

need to analyse the process of each individual 

patient, the project adopted the discrete time 

simulation paradigm for implementation of the DT 

simulator. 
The capability concept is interpreted as a modified 

Bayesian belief network (BBN). BBN modification 

based on the estimates of capabilities using the 

likelihood rating scale is used. The user’s opinion is 

taken into account in the form of capability ratings. 

The user’s opinion is included into the calculation of 

the general practice capability to provide the 

required service 
The digital twin incorporates the capability BBN, 

patient flow simulator, user’s opinion on capabilities 

and key indicators to evaluate the performance. The 

concept of the DT incorporating the system 

dynamics (SD) patient’s process simulator is shown 

in Fig. 4. 

 

 
Fig. 4. The telemedicine service digital twin concept 
 
4.1.2 The patient’s process simulator for the 

practice of general practitioner 

General information and data about the annual 

patient flow in the practice of the general 

practitioner are obtained from the publications of 

Ministry of Health of the Republic of Latvia and 

from the official data portals [26]–[28] and are 

shown in Table 1. 

 

Table 1. General information about patient flow at 

the general practitioner  

Parameter Value 

Average number of registered patients per 

1 general practitioner 
1564 

Average number of visits per year 3.1 

Average number of working days per year 232 

Average consultation duration (min) 15 

Number of PGP in Latvia 1206 

 

These values are the basic parameters of the 

simulator. Particular general practice parameters as 

an input from the dashboard are applicable as well. 
In the context of the COVID-19 pandemic, the 

information is necessary about the emergency 

patient flow who need only remote service. We do 

not consider cases where patients are hospitalized. 
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The increased workload of the PGP can be roughly 

estimated based on the data on the number of cases 

and the number of PGP in the country. It is assumed 

that the average duration of the disease is 20 days, 

during this time the patient on average remotely 

consults with a general practitioner 5 times. The 

data, which is available from February 29 to 

December 10, 2020 is forecasted via polynomial 

curve extrapolation up to February 28, 2021. The 

data is used to simulate the emergency patient flow 

(Fig. 5). 

 

 
Fig. 5. Confirmed COVID19 cases in Latvia with 

the extrapolation from the 10th of December 2020 

 

4.1.2 The patient flow simulator for the practice 

of general practitioner 
The system dynamics simulator is verified by using 

calculated capability values and is validated by 

using a particular user’s opinion input. The fragment 

of the SD simulator with the user’s opinion 

dashboard is provided in Fig. 6. 

 

 
 

Fig. 6. The fragment of the SD simulator with 

opinion dashboard 

 
4.1.3 The simulation results analysis and future 

work 
The simulations are performed under conditions of 

the insufficient capability, based on the user’s 

opinion. The estimate of the unsatisfied remote 

demand result is obtained in range from 114 to 160 

cases per year. The histogram of the obtained 

estimate for the indicator based on 200 runs is 

provided in Fig. 7.  

 

 
Fig. 7. The resulting histogram of the volume of 

unsatisfied remote demand 

 

The demand for video/audio consultation is not 

satisfied in full in average for the capability level 

0.8. Unsatisfied demand for remote consultation is 

approximately 13% from the total demand for 

remote consultations. This result shows that the 

capability impact on the performance is significant 

and the resource allocation for remote consultation 

is not sufficient. 

This simulator deals with the resource usage and is 

not analysing the consultation activity of the general 

practitioner. However, the capability to provide the 

remote service is not only the combination of 

technical capacity and ability. This capability 

depends on the workload pressure on the general 

practitioner as well.  It is possible to use the 

simulator in the traditional way in order to identify 

the feedback of workload impact on the 

performance of the general practitioner. 

The possibility to analyse the service time increase 

is analysed taking into account the Perceived Stress 

Scale or Yerkes-Dodson empirical law that 

describes the relation between workload and 

performance [29]. The workload pressure is 

introduced with relation to the average service rate 

as a graphical function of the performance against 

the workload. The complexity and familiarity of the 

task are not taken into account. The evaluation of 

the performance expectation is in Fig. 8, where the 

performance is evaluated after 200 simulation runs. 

The dark blue area gives the 95% confidence 

interval of performance expectation. This simulator 
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estimates the necessity of extra resources at average 

level of 13% while the emergency is in progress. 

 

 
Fig.8. The performance expectation time series 

using the logarithmic scale y-axis 

 

The digital twin concept is realised based on the 

ARTSS project methodology. The asynchronous 

digital twin uses the accumulated real-time 

information for monitoring the quality of service 

delivery. The digital twin uses the system dynamics 

simulator for both monitoring the quality of service 

delivery, for the capability impact evaluation on 

performance and workload pressure impact on 

performance of the practice of general practitioner. 

 

4.2 Secure Remote Workplace 
This section describes development and experiments 

with the secure remote workplace digital twin. 

Secure remote workplace environment is modelled 

here as a system, where a number of employees 

connected by communication tools and channels can 

exchange messages and information between each 

other, thus producing the complex behaviour from 

aspects of remote workplace on the complex 

behaviour of the whole enterprise as a system. 

 

4.2.1. Conceptual Model 

To design a digital twin of secure remote workplace 

following classes of agents of the modelled system 

are distinguished in conceptual model: 

● Employee – performs all behaviour in the context 

of communication of organisation’s or enterprise’s 

individual worker. 

● Message – communication event between two 

Employee agents. 

● Infrastructure – infrastructure related agents, 

such as networks, servers, etc. 

The following general conceptual model of the 

simulated system is proposed as given in Fig. 9. 

Different context could be applied to employees, 

regarding if they are working remotely or from the 

office. Communication links between employee 

agents dynamically change in the simulation time, 

number of agents and proportion of remote agents 

could be different. 

 

 
Fig. 9. Conceptual model of communications in the 

context of remote workplace 
 

The digital twin is interpreted here as given in (4): 

  ,  (4) 

 

where RW is digital twin for remote workplace, EM 

– is a set of employees, ME – a set of messages and 

IN – a set of infrastructure objects. The sets EM and 

ME itself could be defined as given in (5) and (6): 

  ,  (5) 

  ,  (6) 

 

where emi is a particular i-th employee, n is a total 

number of employees, mej particular j-th message 

and m a total number of messages.   

The main element of the proposed agent-based 

model for remote workplace digital twin is 

Employee agent, which implies a behaviour, where 

all Employee agents are periodically communicating 

with other agents using different communication 

channels and communication types. Each employee 

em from (5) itself if formalised as given in (7): 

 ,  (7) 

where  denotes if particular employee is 

working remotely, st defines current state of the 

employee from possible states and P defines a tuple 

of probabilities which define behaviour of particular 

agent. In the proposed model for the Employee 

following states are defined: 

● Idle – agent is performing only job activities not 

related to the communication. 
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● Reading text-related inbound message. 

● Writing new text-related outbound message. 

● Calling – performing direct call or online-

meeting communication with another agent. 

● Fault – a state, when infrastructure or security 

related fault has occurred, and it is not possible 

for agent to perform communication related work 

activity. 

● Offline – employee is temporarily offline and is 

not accessible for direct communication. 

Employee agents perform state transitions according 

to the following state chart (see Fig. 10). 

 

 
Fig. 10. State chart of Employee agent 
 

Transition between states of the Employee agent 

could be induced: 1) by timer; 2) by model events; 

3) by events from other Employee agents. Some of 

the transitions are occurring randomly with distinct, 

defined in the model parameters probability. E.g., 

Calling state could be caused with a certain 

probability from Idle state, if both random events 

occur: 1) to create a new communication, and 2) 

random selection of communication channel falls on 

call or online-meeting communication. 

Offline and Fault states here are blocking 

communication activity of Employee agent for a 

certain random time period or until a particular fault 

resolution event occurs. In these states agent is not 

accessible by direct communication (e.g. online-

meeting), but can receive and queue indirect 

messages (e.g. e-mail).  

In its structure, the Employee agent contains inbox 

queues for incoming text messages. The agent will 

process these queues to reflect this message type 

related behaviour. 

The Message agent can be used to define different 

types and context of the communication process 

between employees. Following message types are 

defined within the model: E-mail; Chat; Local 

information system messages; Phone Call; Online 

Meeting. Distinguishing different types of 

communication messages allows more robust 

modelling of communication processes within 

remote work context. Message object in terms of (6) 

is formalised as following structure: 

                 ,  (8) 

 

where ems is message sender, emr is message 

receiver, g is message type, tb time when message 

was sent, d total proposed duration of message. 

Remaining Infrastructure agent is proposed to 

model infrastructure specific behaviour, such as 

particular infrastructure component’s faults on the 

communication flow in the system.  

 

4.2.2. Implementation  

To implement a model for Remote Workplace 

digital twin, the MESA agent-based simulation 

framework in Python [30] is applied, which allows 

development of agent-based models and includes 

built-in tools for organised collection of simulation 

output data and provides tools for visualisation of 

network-based environments. Moreover, the 

developed model is easier to integrate within a 

multi-modelling approach of resilient service 

infrastructure with other Python based components. 

In order to simplify the implementation for faster 

initial experimental analysis, only a single agent 

class is used for the Employee agent. Other agents 

(such as Message) are not introduced as these 

should be created and destroyed too often but will 

have no interaction themselves. In turn 

Infrastructure behaviour is implemented only as 

employee state transitions by randomised timers and 

probabilities 

To calculate key performance indicators of secure 

remote workplace in the digital twin a number of 

communication events is calculated each step as a 

number of all active connection sessions.  This 

indicator is calculated each step as: 

   ,              (9) 

 

where Ncomm(t) is number of communications in time 

t, if set ME has only active messages. 

Time spent on the communication is processed as a 

relative indicator and is calculated for each agent as 

a number of steps where the agent was involved in 

communication divided over the whole model time. 

Duration of communication for each agent is 

processed as the actual duration of last 
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communication activity. The last for all active 

messages in ME is calculated as follows: 

                         (10) 

 

In (10), Dcomm denotes communication time key 

performance, t denotes a current simulation time and 

tb is particular start time of each message. 

 

4.2.3. Experimental Analysis 

An experimental analysis of the remote workplace 

model is performed by application of digital twin 

with different combinations of model context-

related and agent behaviour-related input 

parameters. Experimental results of a sample run are 

given in Fig. 11. Within this sample run the 

following model parameters were used: number of 

employees: 40; proportion of employees working 

remotely: 40%; communication fault probability: 

0.002; fault probability multiplier for remotely 

connected employees: 2.0. 

 

 

 
Fig. 11. Key performance indicators timelines in 

experiment with remote workplace digital twin 

 

Experimental analysis shows that the developed 

model of the remote workplace digital twin should 

be very scrupulously tuned in parameters and 

internal configuration to comply with the actual 

communication network and communication 

behaviour of organisations employees. 

In the future research the model should be extended 

to provide more accurate simulation. Also, 

additional factors affecting the system behaviour, 

such as more detailed security context or impact of 

organisation’s structure and internal hierarchy on 

agent interaction, should be added. 

 

5 Conclusion 
The objective of the proposed multi-model approach 

was to provide a technological foundation for the 

analysis and improvement of resilient services. The 

proposed composite digital twin platform has the 

following benefits: 

 Conduct simulations & experiments: the 

approach provides a mechanism to do interactive 

simulations, where it is possible to experiment on 

the twin rather than on the real entity. 

Simulations are particularly useful when 

applying different modelling methods by using 

data from multiple sources. 

 Share data across multiple data sources and 

storages: The developed technology provides 

tools to better understand the relationship 

between all the used data sources and storages in 

the context of the expected results therefore the 

data can be effectively shared across the different 

silos.  

 Manage operations in real-time: the technology 

is able to support real-time operations by 

providing real-time visibility, getting 

recommendations, and creating actions based on 

events in the data therefore creating a situational 

awareness by building a holistic picture of the 

represented entities. 

 Enable collaboration: The developed technology 

enables collaboration across the users in a multi-

user web environment by providing a shared 

understanding of what an entity looks like when 

it is represented in a digital format.  

The performed experiments show that the multi-

model approach is a viable and promising solution 

for the development of digital twins for complex 

cyber-physical systems. A possible future direction 

for further research studies could be an integration 

of another existing M&S methodologies, e.g., 

Markov Models [31] or Discrete Event System 

Specification (DEVS) [24].  
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