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Abstract: - The objective of this paper is to present an advanced use of Nagios core on Raspberry Pi to monitor
a network. Nagios is a popular network monitoring software. Raspberry Pi is a tiny, inexpensive but powerful
computer board with many applications. In this work the free version of Nagios has been installed on a Raspberry
Pi in order to minimise cost. Bash scripts automating the complex processes of installing Nagios server software
on Raspberry Pi, as well as Nagios client software on Linux hosts have been developed. In order to elevate
the security level of Network monitoring, a triple set of Raspberry Pi Nagios servers has been proposed; each
Raspberry Pi monitors hosts and servers, as well as the other two Nagios servers (triple modular redundancy).
Custom scripts providing useful information about monitored hosts, such as their operating system, hardware and
networking. Finally, a special script examining and rating the security level of Apache web servers has been
developed and incorporated into the network monitoring process.
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1 Introduction
1.1 About network monitoring
Network monitoring is the use of a system that con-
stantly monitors a computer network for slow or fail-
ing components, improper bandwidth utilization and
other anomalies, and notifies the network administra-
tor (via email, SMS or other alarms) in case of outages
or other trouble. Effective network monitoring allows
organisations to quickly detect application, service or
process problems, and take action to eliminate down-
time for application users. Networkmonitoring is part
of network management (1).

All parts of a network such as servers, routers,
switches, virtual machines, printers, etc., are being
monitored every minute to ensure their correct opera-
tion and availability. The benefits of continuous net-
work monitoring are:

• Detects all server and network problems timely.
• Finds the causes of failures.
• Reduces maintenance costs.
• Detects performance issues.
• Facilitates infrastructure update.
• Helps to automatically correct problems as soon
as they are detected.

• Ensures that servers, services and applications of
the network are seamlessly running.

1.2 About Nagios
Nagios is one of the best networkmonitoring software
on the market (2). Nagios offers flexibility because it

supports both agent-based and agentless monitoring.
Nagios provides tools for monitoring of applica-

tions, including Linux applications, UNIX applica-
tions, Windows applications and Web applications.
Nagios server uses a web interface to display Net-
work monitoring information in a user-friendly way
(Figure 1).

Figure 1: Nagios web interface

Nagios software is offered in two versions: the
commercial version is called Nagios XI and offers ad-
ditional features, while the free version is called Na-
gios core (3). In this work the Nagios core is used.

1.3 Client-server architecture
Nagios uses a client-server architecture. Nagios core
software is installed on the Nagios server (a Rasp-
berry Pi in this work).
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The Nagios agent which run checks on remote ma-
chines is the Nagios Remote Plugin Executor, com-
monly known as NRPE. NRPE allows the Nagios
server to run plugins on other machines remotely
(Figure 2). Via NRPE remote machine metrics such
as disk usage and CPU load can be monitored (4). For
Windows machines the NSClient++ is used (5).

Figure 2: Nagios client-server architecture

In addition, the SNMP protocol must be installed
and configured on monitored devices.

1.4 Configuring Nagios
After installation, configuration follows. Nagios con-
figuration is a complicated task and depends on the
number and type of monitored hosts. The Nagios
server must have specific information for all moni-
tored devices.

For each client the Nagios server needs a config-
uration file containing an alias, IP address, group it
belongs to, and the desired services to be monitored
(including services defined in custom plugins). Fig-
ure 3 shows custom services definitions in a config-
uration file of a monitored host from our work. An
example host configuration file can be found in (4).

The path of the client configuration files must be
added to the Nagios server main configuration file
(nagios.cfg). In addition, the commands that will be
used for monitoring must be declared in a special con-
figuration file (commands.cfg).

Figure 3: View of configuration file of a monitored
host

On the other hand, for each monitored device us-
ing NRPE, a configuration file with the IP addresses

of the monitoring server(s), as well as the monitoring
services that will be used for this specific device must
be edited (nrpe.cfg). All these services will be listed
in the web interface of the Nagios server (Figure 4).

Figure 4: Services running on monitored hosts

1.5 Nagios Plugins
Nagios accepts ‘plugins’, i.e., compiled executables
or scripts (usually in Perl), which extend its function-
ality to monitor servers and hosts. Plugins help Na-
gios server to monitor databases, operating systems,
applications, network equipment, protocols, etc. (6).
There are three types of Nagios plugins:

1. Official Nagios Plugins. More than 50 official
Nagios Plugins, developed andmaintained by the
official Nagios Plugins Team, are available.

2. Community Plugins. There are over 5000 third
party Nagios plugins that have been developed
by hundreds of Nagios community members.

3. Custom Plugins. Users can also write their own
custom plugins. There are certain guidelines that
must be followed in order to write custom plug-
ins.

Figure 5 shows a view of the plugins folder in a
monitored host. There are 71 official plugins plus
three custom plugins.

1.6 Raspberry Pi
Raspberry Pi is a tiny, low-cost yet powerful computer
board, based on a ‘system on a chip’, first released in
February 2012 (7). Figure 6 shows a Raspberry Pi 4
Model B (2019).

To date the Raspberry Pi Foundation has produced
four generations of boards with several models (8)
which cover a wide range of open-source projects (9)
(Figure 7). Raspberry Pi can run several operating
systems (OS) which are offered as ready-made im-
ages for downloading (10), with preinstalled software
which converts Pi to a Print Server, Media Server,
Game Sever, LAMPWeb Server withWordPress, etc.
In this work the Raspbian operating system has been

WSEAS TRANSACTIONS on COMPUTERS 
DOI: 10.37394/23205.2020.19.31 Antonios Andreatos, Nikolaos Chatzipantou

E-ISSN: 2224-2872 263 Volume 19, 2020



Figure 5: View of the plugins folder in a monitored
host

Figure 6: Raspberry Pi 4 Model B

used. Raspbian is a free version of Debian optimised
for the Raspberry Pi hardware (11).

Raspberry Pi’s use an SD card in order to store
the operating system, applications and additional soft-
ware installed. SD cards are inexpensive and be eas-
ily cloned, greatly facilitating backup, replication and
fast recovery of Raspberry Pi-based Nagios servers.

The I/O devices and peripherals vary from appli-
cation to application, while a Raspberry Pi server can
run even without peripherals (headless server) at min-
imal cost. In this case, the network administrator con-
nects to the Nagios server via SSH, a protocol which
is supported by Raspberry Pi operating systems.

One of the applications of Raspberry Pi is ‘Na-
giosPi’, that is, a Nagios server running on Raspberry
Pi; unfortunately the project is not active anymore, as
it has not been updated since 2013. However, instruc-
tions for installing Nagios server on Raspberry Pi can
be found in (12), (13).

1.7 Experimental configuration
In order to develop our own version of NagiosPi, we
have deployed an experimental network consisting of
a Linux server with LAMP stack (14), a Windows

Figure 7: Raspberry Pi ready-made images

PC also running a Linux virtual machine, a modem-
router, a Raspberry Pi 1B running Nagios server and
a Raspberry Pi 4B also running Nagios server.

2 Enhancing functionality
2.1 Triple modular redundancy of Nagios

servers
Triple modular redundancy (TMR) is a form of N-
modular redundancy, in which three systems perform
the same process and the result is processed by a
majority-voting system to produce a single output.
If any one of the three systems fails, the other two
systems can correct and mask the fault (15). The
TMR concept has many applications in computers,
such as software redundancy in the form of N-version
programming, and hardware redundancy, commonly
used in error-correcting code (ECC) memories and
elsewhere (16). TMR is used in fault-tolerant com-
puter systems, communication systems, chronome-
ters, etc.

Each Nagios server provides details also about it-
self (‘localhost’). With a single Nagios server the re-
liability of monitoring information provided is low
(what if the Nagios server fails or gets compro-
mised?). Triplication of Nagios servers increases the
reliability of Network monitoring.

In order to implement TMR of Nagios servers we
need three Raspberry Pi’s; the low cost of Raspberry
Pi facilitates this issue. The whole software of the
first Raspberry Pi (including the Operating System,
the Nagios core software, and configuration files) can
be easily replicated just by copying the contents of
its SD card, saving lots of time and effort. NRPE,
SNMP and the Nagios-client configuration files must
also be installed to each Raspberry Pi. In our exper-
imental configuration we have tested the monitoring
of a Raspberry Pi 1B from a Raspberry Pi 4B.
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2.2 Nagios core installation script
The installation of Nagios core is a tedious and time-
consuming process. In order to facilitate Nagios
server installation, a script automating this process
has been developed. Using a script saves time, re-
duces potential errors, and prevents incorrect config-
uration. The script performs the following tasks:

• Collects network configuration details from the
administrator (including monitored hosts data)

• Downloads and installs Apache web server and
other prerequisite software

• Downloads and installs Nagios core software
• Downloads and installs Nagios plugins
• Downloads and installs SNMP
• Downloads and installs NRPE
• Configures the Firewall
• Adds monitored Linux hosts’ configuration files
• Updates Nagios server ‘commands.cfg’ file in or-
der to run NRPE commands

• Performs a sanity check and restarts Apache web
server and Nagios server.

The Nagios server installation script contains about
270 lines of code.

2.3 Nagios client installation script
A script for preparing Nagios clients has also been
developed. This script performs the following tasks:

• Installs snmpd
• Prepares snmpd.conf
• Restarts snmpd
• Installs nagios-plugins and nrpe-server
• Edits NRPE configuration file
• Restarts nagios-nrpe-server
• Displays useful information to the user.

The Nagios client installation script is 85 lines long.

3 Enhancing security
In this section some custom scripts developed for test-
ing network and host security will be presented.

3.1 Custom scripts
In order to get specific information about Linux host
clients connected to the organisational network, three
custom scripts providing detailed information about
the host systems and their network connections were
developed. These scripts were inspired from ‘Sher-
linux’ (17).

Script System_Summary provides a system sum-
mary with emphasis on security. It provides infor-
mation about the hardware (CPU and its capabilities,
main or physical memory, swap file, disk partitions,

PCI and USBmodules, etc.), software (operating sys-
tem, hostname, kernel release, operating system ar-
chitecture and much more). A snapshot is provided
in Figure 8.

Figure 8: System Summary (part)

Script System_Summary also rates the security
levels of the various services running (such as Net-
work Manager, dmesg, cups, gdm, etc.). A snapshot
is provided in Figure 9.

Script check_Networking provides information
about IP addresses, MAC addresses, services and cor-
responding ports of the local machine, known hosts,
number of active connections, number of processes
using sockets, number of open TCP and UDP con-
nections, and socket statistics. A snapshot is depicted
in Figure 10.

3.2 Apache security check script
In order to check and rate the security level of Apache
Web Servers we have developed a special script. In
this subsection we shall describe this script. The
script implements the following tasks:
• Gets version information about OS and Apache
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Figure 9: System security check

• Tests Apache configuration file for syntax errors
• Checks Apache access.log file
• Checks Apache error.log file
• Checks if Apache has a separate user
• Checks if FollowSymLinks is disabled
• Uses Nagiostats utility to get a human-readable
output, etc.

According to the Apache script test results, some
measures which will harden the Apache installation
are proposed, with instructions (18), (19), (20):

• Hide Apache version and OS identity.
• Disable directory listing.
• Keep updating Apache regularly.
• Disable unnecessary modules.
• Use the Allow and Deny directives to restrict ac-
cess to directories.

• Use mod_security and mod_evasive modules to
secure Apache.

The Apache security check script is 75 lines long.

4 Conclusion and Future Work
4.1 Synopsis
In this paper we have presented an innovative network
monitoring system based on Raspberry Pi’s and Na-
gios core software.

The main features of the proposed network moni-
toring system are:
• Low cost because the free edition of Nagios core
software, as well as inexpensive but fully func-
tional hardware have been used.

Figure 10: Networking report (part)

• Fast installation based on custom scripts and
ready configuration files for Linux servers and
clients.

• Focus on security based on custom NRPE plug-
ins.

• Expandability with additional custom scripts.
• Enhanced reliability with triple modular redun-
dancy of Nagios servers.

• Fast and easy backup, replication and recovery of
Raspberry Pi-based Nagios servers.

Scripts facilitating the installation of Nagios soft-
ware to servers, as well as Linux clients have been
presented. The use of scripts automates the instal-
lation process which is time consuming and tricky
to novel users, saving time and effort and minimis-
ing installation and configuration errors. In addi-
tion, the use of ready-made Linux client configura-
tion files, customised to the needs of specific organi-
sations, saves time and effort, and minimises miscon-
figuration errors.

Custom scripts to enhance the functionality and se-
curity of network monitoring have been presented. A
script checking the security of Apache web servers
has also been presented.

WSEAS TRANSACTIONS on COMPUTERS 
DOI: 10.37394/23205.2020.19.31 Antonios Andreatos, Nikolaos Chatzipantou

E-ISSN: 2224-2872 266 Volume 19, 2020



Figure 11: A screenshot of the Check Apache script
results

4.2 Future Work
This work may be further developed in the following
ways:

• A similar Nagios client installation script for
Windows clients may be written.

• A diagnostic script detecting misconfiguration
errors may be written.

• A script checking for anomalies in Apache server
traffic may be written (21), (22), (23).

• A script checking for anomalies in network traf-
fic may be written.

• Scripts checking a network for Indicators of
Compromise (IoC) may be written (24).

• Finally, a Raspbian image with pre-installed Na-
gios server (‘NagiosPi2’) may be deployed.
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