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Abstract: - Security in every real time applications is of utmost importance. The secure architecture
implemented in the automobiles such as EVITA (E-safety Vehicle Intrusion protected Application),
SEVECOM (Secure Vehicle Communication) has rich cryptographic properties, but has more footprint area
and high power consumption. This existing architecture uses standard engines like AES (Advanced encryption
standard), Elliptical curves, Hash Engines which are heavy in memory requirement and consumes more power.
So its reach is limited only to high end systems that consisting of large bit processors and coprocessors. Role of
a bit permutation instruction in cryptographic environment is well proven. GRP (Group Operations) and
OMFLIP (Omega-Flip) networks are bit permutation instructions and its implementation in hardware not only
accelerates software cryptography but also results in less footprint area and low power consumption. This paper
proposes a novel implementation and analysis of GRP and OMFLIP architecture for security in small scale
embedded networks. In this paper a hybrid implementation is analysed and its results are compared with ‘P’
box of standard algorithms like AES and DES (Data Encryption Standard). This paper shows that GRP needs
very less memory space as compared to other bit permutation instructions and will be useful to design
lightweight ciphers.
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1 Introduction communication between nodes must be encrypted,
Every system in the digital world is connected to so that only an authenticate controller can
many nodes and servers through which a large participate in communication. With the growing
volume of data is exchanged and stored. This data need to secure this communication a number of
can be transferred from one node to another over a encryption standards and algorithms have been
wired or wireless medium. As data is transferred developed, designed and implemented to make a
from one node to other it is open to threats from the system secure. For automobile security projects like
environment [1]. Many systems are connected to EVITA, SEVECOM have given deep insight in the
external world through internet, Bluetooth or by any area of secure communication. These models are
other media. This opens a wide gateway for pas_ed on threat to automobile communication from
mounting an attack and disrupts the operation. Data inside as well as from external environment [4].
or information security is therefore an area of grave These models uses heavy cryptographic algorithms
concern [2]. In application like automobiles where like AES -128 (Advanced Encryption System),
large number of microcontrollers are used popularly Hash engines, Elliptical Curve based system which
known as electronic control units (ECU’s) and these are standard algorithms and are approved and
ECU’s communicate through a popular bus called endorsed by NIST (National Institute 01_c Standard
CAN (Control Area Network) bus. CAN bus is and Technology) [5]. For these algorithms and
extensively researched bus and the results from the engines, cryptanalysis has been done and attacks are
papers shows that frames inside the bus can be not yet proven. These cryptographic engines have a
manipulated to disrupt the communication or to huge footprint area which makes the system slower
have intended communication, that could results in and thus reduces throughput. Because of huge
damaging a system [3]. In present automobiles, memory requirement, they are overk!ll for 8 bit
there are at least 30 to 40 microcontroller that can systems [6]. As technology is advancing the need
communicate with each other over a CAN bus. This and necessity in cryptography is towards less
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bandwidth, less area and low power consumption
[7]. In embedded systems accurate information must
be conveyed with lesser number of bits and low
power to the destined node without falling prey to
any attacks [3]. Based on the need, an approach is
needed to introduce a secure design that has less
memory requirements, less footprint area and less
power consumption.

A role of bit level permutation in cryptographic
environment is well proven. This bit permutation
instruction has good cryptographic properties, is
easy to design and have good flexibility. The
instructions like GRP (Group operations) and
OMFLIP (Omega and Flip) are bit permutation
instruction whose implementation in hardware not
only provides good cryptographic design, but also
accelerates software cryptography [8]. Introduction
of bit permutation instructions in algorithms like
RC5 has improved the performance in terms of
memory consumption and also results in higher
throughput. OMFLIP network is a fast permutation
network as compared to GRP [9]. These network
consist of different stages of 2x1 multiplexers which
are used for swapping bits based on control words
applied as select lines to each multiplexer. Selection
of 2x1 multiplexers results in low power
consumption as compared to using heavy
multiplexers. In this paper, we are focussing on
GRP and OMFLIP network and its implementation
on 32 bit processor. GRP has been shown to be
resistant to linear and differential cryptanalysis [10]
and is best suited for key generation for embedded
security as compared to other standard key
generation algorithms. OMFLIP is used to speed up
the performance of fixed permutation. In OMFLIP,
‘n’ stages of omega and flip are used. It consumes
less power and memory space and has less latency
which increases throughput of system. OMFLIP is
the best suited for fast permutation operation to
make good cryptographic design in small scale
embedded system for light weight encryption.

By using bit permutation instruction design can
be hardware efficient as it saves memory.
Lightweight cryptography is the emerging field
where new or existing ciphers are used with less
number of RAM and ROM bytes. The applications
like in Internet of Things (IOT), specifically in
RFID tags one cannot implement AES 128 as
memory requirement for this standard algorithm is
huge. Total number of Gate Equivalents (GEs)
available in RFID would be till 10000. It is
infeasible to use the block cipher which consumes
nearly 3000 GEs alone for providing security. The
structures which are designed with the help of bit
permutation instructions are always hardware
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efficient and needs less memory space as compared
to other instructions like look up table. Bit
permutation instructions are complex in nature that
makes them obvious choice to use in cryptographic
environment.

2 Cryptographic Properties of GRP
and OMFLIP

Bit permutation instructions are complex subword
permutation that makes them best suitable in
securing an environment. The use of bit permutation
instructions like GRP and OMFLIP is useful to
design efficient and secure ciphers. Ciphers like
DES, SERPERNT and TWO-FISH uses bit
permutation instruction in its operation. Bit
permutation instructions are very effective in
obtaining diffusion operation [10]. GRP instruction
can perform any n bit permutation but no longer
than log (n) steps. OMFLIP network uses omega
and flip stages and can perform permutation of n
bits by omega-flip network of 2log (n) stages. Two
omega stage and two flip stages are sufficient to
implement OMFLIP instruction. Flip stage is
exactly opposite to Omega stage in performing
permutation of any word size permuting 2n bits on n
bit systems. GRP is more efficient than any other bit
permutation instruction in key generation and has
shown resistant to differential attacks. GRP and
OMFLIP are complex instructions and are having
edge over simple permutation instructions like
rotation, look up tables. The fig. 1 from paper [10]
shows differential properties of bit permutation
instructions.

Operation Type A Type B Type C
(es,0) —et (0,60 —j | (es.e) —j
0<{<1/2+1/2" | Foranyt. Foranyt,
GRP " e F e
E(iD=w4 | EGi)=n4
OMFLIP i=1/40r0 jl=0o0r2 jl<lor3

Fig. 1: Differential properties of bit permutation
instruction

Type A characteristics shows that “how the
single bit is moved around when control bits are
randomly chosen”. Type B and C shows the
“diffusion effect which is compared by computing
the expected Hamming weight of the output
difference ‘j ”. A large Hamming weight indicates
that operation is more effective and causes the
desired avalanche effect. GRP helps to achieve
avalanche effect that the small change in an input
causes a lot of change in the bit position at the
output. GRP has shown better differential properties
because of the paths of data bits depends on all the
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control bits. Changing a single bit at the input will
change the bit positions at the output. OMFLIP does
not possess good Type B and Type C characteristics
as compared to GRP. Fig. 2 shows linear properties
of bit permutation instructions [10].

Operation TypeL Type M
(es, 0, eq) (es, eu, €1)
- k<1/4 +1/201 k<1/4-1/201
Maximum withs=t=0 | Maximum withs=u=t=0
k<1/8 k=1/8
& = Maximumwiths =t=0 | Maximum withs=u=t=0

Fig. 2: Linear properties of GRP and OMFLIP

Fig. 2 shows OMFLIP has a little better linear
property than GRP. Hence, GRP has better
differential property while OMFLIP has good linear
property. Their combination can help positively to
avoid both types of attacks.

3 Key Generations by GRP
Key Generation is the core part of cryptographic
environment. Key should be long enough to avoid
attacks. DES has the disadvantage of shorter keys,
but because of that some attacks has been proven on
the system. AES is known for its 128 bit and 256 bit
versions and till today because of its robust
architecture, it is difficult to mount an attack. AES
uses RCON matrix where it store hexadecimal
number in matrix forms and generate key with the
help of Rijndael cipher. It adds round keys and
performs a total of 10 rounds of substitution and
permutation network. AES network is heavy and
infeasible for small scale embedded processors [11].
GRP gives the compact solution on hardware and
would be useful for providing security to small bit
embedded processor. Key generation in GRP is
based on the bit positions. Different bit positions
will generates different control words [12]. If 8 bit
positions are introduced we will have 256 different
combinations. Each 8 bit combination generates 3
control words of length 8 bits.

GRP consist of total 5 stages for key generation
that are mentioned below:

User defined bit positions.

MISes (Monotonically Increasing sequence)
Generating Ti (Temporary sequence)
Formation of Qi (Sorting of Ti)

Generating Cj (Generate Control bits)

arwdE

The fig. 3 shows key generation by GRP which is
illustrated in paper [9][13].
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Iteration 1 2 3
P (7.6.54.3.2,0.1)
MISes in P (MEBEBHEHDO.1)
FromAlg. 1, Ti (7.3)6.2)(5.0.1)%)
FromAlg. 1, Qi Q=(3.7)(2.6)(0.1.5)4)
From Alg. 1, Cj C=10101100

G.NE60.15)E)
B.70.15)(2.64)
Q=(0,135,2.46)
C= 11010010

C=00101010

Fig. 3: Control word generation by GRP

GRP algorithm can generate the different keys at
different rounds from one integer sequence. The
number of rounds depends on the number of bits for
example, for 8 bit integer sequence, the rounds are 3
from 2° = 8.

3.1 Implementation of GRP Algorithm on 32
Bit Processor

In this paper we discuss and presented
implementation of GRP on a 32 bit processor
ARMY7. Universal structure of GRP is designed
which generates control word for different bit
positions. The algorithm is coded in embedded C
and results are shown through 8 bit UART module.
In this paper UART module act as demonstrator
with 9600 baud rate. Fig 4 indicates the output of
key generation which is implemented in “Keil 4.0”
simulator by using UART serial window of
LPC2129. 128 bit key is generated with GRP with
input as 16 hexadecimal values.

UART #1
B-645917380c2afbed Key-S56a2a54b555lab546adSlabi46asaaatc

Fig. 4: Key generation display on UART

Fig. 4 indicates the initial ‘B’ which represent bit
position integer sequence as input to the GRP
algorithm. They are the Hex values. User can make
any possible combination of integer sequence by
using Hex values. It will generate the key based on
that integer sequence.

These hex values have to be converted in integer
format from 0 to 127. So, if the integer value is ‘F’
then it contains highest value “1111” binary value
and the number we will assign on exactly the same
bit position will be as “63 62 61 60”. Similarly, for
‘E’ = “1110” the integer sequence will be “59 58 57
56”. By assigning integer sequence, we have
generated 64 integer values by giving only 16 letters
or integers.

The integer sequence will be arranged in
reversed order. As shown in Fig. 4, reverse order
integer sequence is “9e8d4b0613fc2a57”. Then, if
the integer value is ‘F’, it contains highest value
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“1111” and the number is assigned exactly at the
same bit position as “127 126 125 124”. Similarly,
for ‘E’ = “1110” the integer sequence will be “123
122 121 120”. By assigning integer sequence in the
mentioned way, we have generated 128 integer
values by giving only 16 letters or integers.

GRP has random integer numbers from 0 to 127.
So, it can generate 128 bit keys. In the Fig 3, “Key”
indicates the 128 bit keys in Hex value form that are
32 Hex values and these keys generated are as per
GRP algorithm. For 128 bit key size, GRP has to go
seven rounds only and these seven rounds can
generate seven keys, each of 128 bit size. It will
give 7 different 128 bit keys. It is difficult to mount
attacks, because inputs are alphanumeric integer and
each of its combination generates a huge number
which is difficult to predict. Similarly GRP can
generate 64 bit based on input bit positions.

4 Encryption-Decryption by using
OMFLIP Network

OMFLIP has better linear properties than GRP and
know for fast bit permutation operation. OMFLIP is
having minimum latency as compared to other bit
permutation instructions [9]. OMFLIP offers the
fastest bit permutation operation with a minimum
delay. In the Omega stage and the Flip stage, w bits
are divided into (w/2) pair bits. In the Omega stage,
the bits i and (i , i + (w/2)) are mapped to the bit
positions of 2i and (2i+1). At the same way, in the
Flip stage, the bits 2i and (2i+1) mapped to bit
positions of i and (i , i + (w/2)). The Omega stage is
exactly the inverse of the Flip stage. Any bit
permutation till ‘n’ stages is possible by using only
these two stages.

The OMFLIP operation Z = X - Y uses two
stages (omega stage — flip stage) to permute the data
bits X (input data) and Y (control bits) for two
stages. The subscript part (a) represents the stage,
a=0 for Omega stage and a=1 for flip stage. These
give the four possible states of permutation (Omega,
Flip), (Omega, Omega), (Flip, Omega) and (Flip,
Flip) [13].

4.1 Encryption by OMFLIP Design

The fig. 5 shows the 8 bit cryptographic operation
using OMFLIP. There are two Omega stages and
two Flip stages. OMFLIP cryptographic design
contains 2x1 Multiplexer (which indicates by “M”
in the figure). The concept of using only 2x1
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multiplexer is that it consumes less power as
compared to other structures. Moreover, low power
design is the necessity of small scale embedded
processor [10].

The input bits are fed to the Omega stage. The
output of omega stage will become the input of the
next flip stage. Different combinations of omega
and flip stages can be chosen to give different
cryptographic design. In this paper we have
implemented flexible and universal structure of
OMFLIP network that is based on 2 Hex value input
by user. Permutation operation and stages will be
decided based on these hex values and different
encrypted result can be produced. User need to give
2 Hex values which indicates 8 bit input. For
example 2 Hex values is “34” means “0011 0100”,
the function and stages selected will be Omega,
Omega, Flip, Flip, Omega, Flip, Omega and Omega.
Out of these maximum seven stages needed for
performing 128 bit encryption. Block size can be
varied and stages also can be selected based on the 2
digit hex value.

o e e e e dE e e 0
RN
”":&é’l OMEGA STAGE
E—

m [ m ] || m ’ M
T ~¢Q:}:?" FLIP STAGE
RN 'y T3
MIMUIMIMIMIIMIIMAM

~ 7 < <~
T -?,‘0~::?¢“ FLIP STAGE
MIITMIIM MNI MMM

\’)b":%~ OMEGA STAGE
MIMUIMIMIMIIMIIM QI M
[ ¢ | [ 4]

Fig. 5. Encryption operation by using 2x1
multiplexer

4.2 Decryption using Inverse OMFLIP Stages

The desire encrypted data from the OMFLIP based
on the user selected input stages, will be transmitted
at receiver end where reverse operation is performed
to get the original data. The fig. 5 shows the 8 bit
cryptographic permutation using Inverse OMFLIP.
There are two Omega stages and two Flip stages
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similar to OMFLIP operation at transmitter end [9].
The fig. 6 indicated decryption for 8 bit block size.
At decryption, a = 0 for flip stage and a = 1 for
omega stage exactly opposite to OMFLIP
encryption design. The mapping of bits is same as of
transmitter. However, the control bits should be
applied also in the reverse order. It means the last
control bit used at the encryption stage will be the
first control bits in the first stage of Inverse
OMFLIP at receiver end. If there is ‘1’ in control
bits, swapping will be done between mapped bits
position otherwise it remain unchanged [9][13].

S
s e
MIIMIMIIMIMIIMIM||M
ST
\'f‘;‘%l OMEGA STAGE
MIIMIIM |V| M

OMEGA STAGE

m|[m IVI M
‘W‘
m [ v m [ m ][ v

INEBANN

Fig. 6: Decryption operation by using 2x1
multiplexer

=]

OMEGA Stage:

In OMEGA stage bits i and (i + w/2) will be mapped
to 2i and 2i+1, where w is half the number of bit
position. Table 1 shows bit positions, data and
control bits for 8 bit OMFLIP stage.

Table 1: Mapped data and control bits

BitPosition | 0 | 1 |2 |3 |4 |5 |6 |7
Data ale|b|f|lc|g
ControlBits | 1 | 0| 1|0|0]|1

=

[N
o

These four control bits are responsible for doing
permutation.
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If the
yhi+(@w)/2]=1 -(1)

Where 0 < i < (w/2) and a = 0 for OMEGA Stage
which is described through equation number (1),
means if the control bit is “1” corresponding bits will
be swapped. 2i and 2i+1 bit positions will get
swapped which is shown in equation number (2).

Swap (2i, 2i+1) -(2)

The output of OMFLIP stage, after applying

control bits is shown in Table 2.

Table 2: OMFLIP stage permutation

BIit ' ol1]2|3|a|s5]|6]7
Position
Data |a|e|b | f|lclgl|d]h
L4 L4
Control
Bits 1 0 1 0
O/P ela|b|flg|lc|d]|h

FLIP Stage:

For Flip stage same permutation and mapping is
performed, the only difference is for swapping is
that we have to consider the last four bits of control
bits.

Table 3: Mapped data and control bits

BitPosition | 0 | 1 |2 | 3 |4 | 5|6 |7

Data e blg|d|ja]f]|c

Controlbits | 1 /0|21 |00 |1|211|0

These last four bits are responsible for swapping
the bits.

If the

yl+ (@ w)/2)]=1 -(3)

Where 0 < i < (w/2) and a = 1 for FLIP Stage
which is described by equation number (3), then the
mapped bits will be swapped between each other
based on below logic. i and i + w/2 bit positions will
be swapped which is shown with the help of
equation number (4).

Swap (i, (i + (w/2))” - (4)
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The output of flip stage, after applying control
bits, is shown in Table 4. It shows swapping of data
based on last four control bits which are 0110.
Positions will be swapped only when control bit is
‘1’, otherwise bits will retain their original
positions. OMEGA stage is exactly opposite to FLIP
stage. For permutation in OMEGA, first four bits
are considered for swapping and in FLIP last four
bits are considered for swapping. Swapping among
bits will be done only if the corresponding control
bitis ‘1’.

Table 4: FLIP stage permutation

Bit

Position01234567

Data | e | b |g|d]|a|f]|c]|h

Control
Bits

opPp |e|flc|d|ja|b|g]|h

4.3 OMFLIP Operation

OMFLIP does the following operations to permute
the bits.

Arranging: In this module, the ‘n’ bit data is
arranged in array form. This block act as input stage
to mapping stage.

Mapping: After arranging, the bit positions are
mapped to the new bit positions which is based on
either omega or flip stage

Control bits: The control bits are the key part of
the OMFLIP network. It is used for swapping the
new bit position bits with each other. It contains the
bits length as same as the data length [10]. In
OMEFLIP network, the first four bits are considered
for swapping at the omega stage. Similarly, the last
four bits are considered for swapping at the flip
stage. Exactly, the reverse logic in inverse OMFLIP
network. In Inverse OMFLIP network, the first four
bits are considered for swapping at the flip stage.
And the last four bits are considered for swapping at
the omega stage.
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Swapping: After applying control bits, based on
respective control bits of omega stage and flip stage,
the swapping is done between those data that are
just mapped.

Rearranging: After swapping the mapped bits with
each other, the output of data array, which is in n bit
form, is stored as input of next stage till the number
of stages, which are already defined, will be finished

[8][91[13].

The Fig. 7 indicates the OMFLIP algorithm and its
flowchart.

Mapping

For Omega Stage:

z[2 = j1 = x[j1: -
z[(2+) + 1] = .r[_.l' - (Eﬂ

For Flip Stage:
zlj] = xl2 = j]:
z[_,l' + Ii 1:I] =x[(2 =) +1];

o1

Swapping
For Omega Stage:
Swap (2i, 2i + 1)

For Flip Stage:

Swapliiu i +§1:|

Fig.7: Flow chart for OMFLIP network
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5 Hybrid Cryptosystem by using GRP
and OMFLIP

GRP has better differential property while OMFLIP
has good linear property, the combination of these
two algorithms will make good permutation box that
can be suited for light weighted embedded security
[9][10]. The OMFLIP has 128 bit inputs for
Encryption-Decryption and GRP will generate 128
bit (16 Hex values) key based on 16 bit hex value.
OMFLIP-128 works exactly the same as OMFLIP-8
network. GRP generates the key based on 16 hex
values and it is fed to OMFLIP network which
performs encryption. User has to enter two hex
values to decide number of stages of OMFLIP
network. Two hex value results in 8 stages OMFLIP
network which consisting of OMEGA and FLIP
state. If user inserts 4F as input then system take it
as 01001111 which selects three OMEGA and four
FLIP stages. ‘0’ represent OMEGA stage while ‘1’
represents FLIP stage. OMFLIP network has less
latency as compared to GRP [10] that is why it is
used for performing encryption. GRP is used for key
generation as it has shown good resistance to linear
and differential cryptanalysis. This hybrid
implementation is implemented on 32 bit processor
LPC2129 by using KEIL 4.0 simulator. The fig. 8
shows block diagram of AES-128 which is
implemented in Embedded C on LPC2129 at bit
level. All standard algorithms in this paper we have
implemented and compared on the same platform.

Plain Text

¥
Add Round Key +

Key Regster

Substitute bytes

Shift raws

Mlix columns

Add Round Key

Substitute bytes

Shift rows

Add Round Key

v

Cipher Text

Fig. 8: AES-128 block diagram
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In order to compare this hybrid system, we have
also implemented AES-128 bit and DES on ARM
processor. The fig. 8 shows comparative study of
AES, DES, with our hybrid cryptosystem.

12000
10628

10000
8000
H000
- 3716 431 B Flash Memeoi
T
4000 0603216 m "
A9 +}
016 424 o RAM Memary
2000 384
0
[ES AES

GRP  OMFLIP GRP &
OMFLIP

In bytes

Algorithm

Fig. 9: Comparison with standard algorithm

From the Fig. 9, GRP and OMFLIP memory
requirement is clearly depicted which requires
around 3060 and 3216 bytes while AES needs 3716
and DES needs 10628 bytes of Flash memory. As
GRP and OMFLIP have only diffusion properties, in
Fig 9, only ‘P’ box of standard algorithms is
compared with GRP and OMFLIP. ‘P’ box of GRP
consumes very less memory among all algorithms
which is around 1520 bytes of RAM while AES ‘P’
box results in 2384 bytes of Flash memory which is
higher than GRP and near about same as OMFLIP.
To the best of our knowledge this is the most
optimized version of GRP which need 3060 bytes of
Flash memory. From the fig. 10, ‘P* box of GRP
and OMFLIP does only permutation while in Fig 9
GRP and OMFLIP does key generation and
encryption both individually that results into higher
memory requirement.

5000
4500

3000 3384 I57q

4352
4000
3500
672
2500
2000 760 oo 512
1500 256
1000
500 II'II
1]

P-Box of AES  P-Box of P-Box of GRP &
GRP OMFLIP OMFLIP

Inbytes

® Flash Memory

® RAM Memory

Algorithms

Fig. 10: ‘P’ box comparison

Bit permuation instructions are well known for
compact hardware implementation. Even in the
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lightweight cipher like PRESENT, bit permutation
instructions are used in designing its ‘P’ box. The
fig. 9 also depicts the memory required for
implementation of GRP 128 bit would be very less
compared to other bit permuatation instructions and
also with AES. This work and result clearly shows a
importance of bit permutation instructions in
designing lightweight ciphers. By using GRP, one
can optimized cipher memory requirements, thus
helping reducing power consumption and number of
processsing elements like transistors.

M Executiontime (in mSec)

P-Box of AES P-Boxof GRP

P-Box of
OMFLIP

Algorithms

Fig. 11: ‘P’ box Comparison of execution time with
standard algorithm

Fig 11 shows performance of GRP, OMFLIP and
comparison with AES on 32 bit processor with
clock frequency as 60Mhz. GRP takes only 0.27
milliseconds which is least as compared to other bit
permutation instruction. OMFLIP have higher
execution time as compared to AES and GRP due to
number of Omega and Flip stages. Fig 11 depicts
efficiency of GRP over other standard algorithms in
terms of execution time.

Used Available

7163

Lktilization (%)

Bll=

141

HBfective TJA Max Ambient Junction Temp

Themal Properies

Fig. 12: Power consumption

Fig 12 shows power consumption of GRP bit
permutation instruction which comes around
60milliwatts which is best suitable for small scale
embedded applications. Power consumption is
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calculated based on Xilinx Xpower tool. For this
hardware implementation and power consumption,
code is written in Verilog. Previous papers on bit
permutation instructions shows around 200-
300milliwatts power consumption [12].This power
consumption also includes method for reducing side
channel attacks by using dual in rail package(DRP)
by using balance instructions[21].Differential power
analysis(DPA) attacks can be reduced by using
balanced instructions.

6 Discussions and Conclusion

Role of bit permutation instructions in cryptographic
environment is indisputable. Implementation of
these instructions will accelerate not only
cryptography, but also results in faster throughput,
less power consumption and less footprint area. In
the past, bit permutation instruction have been
suggested and implemented for multimedia
processing. Group operations (GRP), Omega flip
(OMFLIP) networks are the more popular network
in cryptographic environment. These networks
require less memory space, less power consumption
and have good cryptographic  properties.
Comparison shows OMFLIP architecture performs
faster than GRP and requires less footprint area,
while GRP has a minimum delay and can be
implemented  with  different techniques by
modifying or inserting elements in an existing basic
model. These instructions are having edge over the
existing secure architecture in terms of area, power
and throughput of a system.

In this paper, OMFLIP design is made to be
more flexible and robust. User can select the number
of stages and which are the stages will be included
in design and in what order, based on these
parameters OMFLIP design will produce encrypted
results. Moreover control words that are applied to
each stages of OMFLIP are varied randomly each
time [13]. This makes design more robust and
induced good cryptographic properties. At the
decryption end, the reverse process is applied and
original data will be retrieved out. As in block
ciphers, same key is used for decryption which is
used at encryption level, but this key is stored at the
receiver side. In this paper, we are dynamically
during run time. We are sending encrypted data and
the keys which are generated randomly at
transmitter end to perform permutation. This avoids
tampering of data at receiver end as keys are not
stored but increases a channel over head. To the best
of our knowledge, this is the first implementation of
OMFLIP design on 32 bit processor. OMFLIP
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design will be preferred because of less memory
requirements and less power consumption for small
scale embedded system security which operates on 8
to 16 bits of data. This design provides good
performance with less power consumption which is
generally a constraint for small hand held devices.
OMFLIP can perform permutation for ‘n’ bits with
maximum of log (n) steps.

OMFLIP hardware implementation performs
faster than GRP as there are fixed number of stages,
so size of ‘n’ can be of any length. Latency is also
less as compared to GRP permutation and it
completes permutation in one machine cycle
[8][9][13]. These all parameters will provide an
edge to OMFLIP network over GRP. OMFLIP
network with 4 stages has latency of 13.8 while
GRP has 22.7 clearly depicted in paper [13]. Two
stage implementation of OMFLIP is the fastest
solution and its implementation for 64 bit
permutation requires only 48 bytes of memory [10].

In this paper, we have implemented a bit level
permutation in hardware and evaluated its
superiority by comparing it with an existing
encryption method for a set of parameters and also
for their resilience under an external and internal
threat. OMFLIP and GRP design is best fit for
providing rich security solution as efficient
permutation box for small scale embedded system.
It guards the constraints like less power
consumption, less footprint area, faster throughput
which are core of any embedded system design.

Implementation of bit permutation instructions
will always results in compact hardware design. The
RAM and ROM requirement for GRP would be
very less as compared to other bit permutation
instructions. Number of processing elements
required for bit permutation instruction is also less.
Lightweight cryptography is the field where use of
bit permutation instructions will result in more
compact hardware design. Only disadvantage about
GRP is its latency. Time required for execution of
GRP would be slightly more compared to other
instructions. Future  work  will include
implementation of bit permutation instructions in
designing lightweight block ciphers. GRP lacks
substitution property. Designing ‘S’ box for GRP
may make the design more compact and more
robust. Implementation of bit permutation
instruction for embedded system security will
emerge as lone robust solution in an eternal world of
low power security design.
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