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Abstract: To enhance the hiding capacity and security of the well known pixel value differencing (PVD)
steganographic method, a new method named Tri-way pixel value differencing (TPVD) was introduced. TPVD
is a spatial domain steganographic method in which both horizontal and vertical edges of cover image are
utilized for embedding. In TPVD, Use of three different directional edges of cover image for embedding makes
it different from PVD, which utilizes only one direction. In this paper a novel method of TPVD steganalysis is
proposed, based on the observation that, the difference value of the two sides of a normalized histogram of
image under consideration if found to be a positive value other than “0”, then it can be classified as a stego
image, where as if this difference is “0” it is a non stego image. The proposed steganalyser can classify test
images as stego or cover with 98% accuracy when they contain any secret image. Difference in histogram is
plotted for the stego and non stego images, Parameters like, True positive rate (TPR), false positive rate (FPR)
and detection rate are evaluated thereafter, and a satisfactorily high value is obtained. The algorithm can be run
on two stego images simultaneously, so it can be applied on bulk image data base.
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1 Introduction Therefore, in order to counter it one has to
improve the security [1]. In general,
In the modern world, data security has steganalyzers may be classified into two types:
become an important issue in many disciplines targeted and blind. Targeted steganalyzers aim
such as digital copyrights, online transactions to identify the existence of hidden data
and military communication. Steganography is embedded by a specific method, while blind
concealing the secret message so that the very steganalyzers develop techniques which are
existence of it is not detectable. The aim in independent of steganographic algorithms [2].
steganography is to send a secret message via There are two kinds of image steganography
the coverage of career signal. One dedicated techniques: spatial-domain and transform
career for this secure connection can be an domain based methods. Spatial domain based
image. After embedding process, a final image methods embed messages directly in the
is obtained which is known as stego-image. intensity of pixels of images. For transform
The main purpose in steganography is to use domain based ones, images are first
the most capacity of the cover media in a way transformed to another domain (such as
that its statistical properties have the minimum frequency domain), and messages are then
changes. In other words there should be a embedded in transform coefficients. A popular
balance between these two terms and they can digital Steganography technique is so-called
be used as evaluation factors of a least significant bit (LSB) embedding. In the
steganographic technique. On the contrary, the LSB embedding technique, The secrete
steganalysis task is to detect the existence of message, is embedded in the LSBs of the cover
hidden data. Steganalysis tries to identify the object pixels directly [3]. Wu and coworkers
weaknesses of a steganographic method. [4] presented a steganographic method based
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on Pixel_Value Differencing (PVD). They
divide the cover image into a number of non-
overlapping two pixel blocks. Each block is
categorized according to the difference of the
gray values of the two pixels in the block. A
small difference value indicates that the block
is in a smooth area and a large one indicates
that it is in an edged area. The pixels in edged
areas may tolerate larger changes of pixel
values than those in the smooth areas.
Therefore, it is possible to embed more data in
edged areas than in the smooth areas. All
possible difference values are classified into a
number of ranges and the number of bits which
can be embedded in a pixel pair is decided by
the width of the range that the difference value
belongs to. It is claimed that the changes in the
resulting stego-image are unnoticeable [4].
Chang [5] proposed a novel steganographic
approach using tri - way pixel-value
differencing (TPVD), to increase the hiding
capacity of original PVD method referring to
only one direction. In their approach, three
different directional edges are considered and
they effectively adopted to design the tri-way
differencing scheme. Also, to reduce the
quality distortion of the stego-image brought
from setting larger embedding capacity, an
optimal approach of

Selecting the reference point and adaptive rules
were presented [5].

2 Review of reported work on steganalysis

Zhang et al, [6], proposed a steganalysis
method which is based on a physical quantity
derived from the transition coefficients
between difference histograms of an image and
its processed version produced by setting all
bits in the LSB plane to zero. This quantity is
claimed to be a good measure of the weak
correlation between successive bit planes and
can be used to discriminate stego-images from
cover images. In a paper by Zhang [7] PVD
was successfully attacked. This was done by
analysis of the histogram of the stego image. A
recent steganalysis scheme against modulus
PVD proposed in [8] employs steganalytic
measures such as fluctuations of the histogram,
asymmetry of “1” and “—1” histogram values
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and abnormal increasing of the “0” histogram
value to detect shortcomings of the modulus
PVD steganography. Another group of
steganalysers are universal or  blind
steganalysers that classify images without any
knowledge of steganographic schemes. These
methods try to blindly classify an image as a
cover or stego image. Goljan et al. introduced a
steganalysis scheme in [9], consisted of a blind
classifier whose features are selected in the
wavelet domain as the higher-order absolute
moments of the noise residual. Also, in [10]
another blind steganalysis method was
proposed which aims to detect especially
spatial domain steganographic methods by
employing singular value decomposition
transform. Nazanin Zaker & Ali Hamzeh [11]
proposed a reliable steganalysis method which
detects TPVD steganography. Despite of
existing steganalysis on modified versions of
PVD, which are sensitive to equalization of
bars in the pixel difference histogram or
unusual increasing of “0” histogram value.

In the proposed method, first normalized
histogram of image is plotted and then
difference values between two sides of
histogram up to five to six points are
calculated. Depending on this difference value,
it is declared as stego image or non stego
image. The rest of the paper is organized as
follows: in section 3, TPVD steganography
scheme on two cover images is briefly
explained; proposed steganalysis scheme is
described in section 4. Section 5 is devoted the
evaluation parameters. Experimental results
and conclusion of the paper are described in
sections 6 and 7 respectively.

3 TPVD Steganography on two cover
images|[6]

The tri-way pixel-value differencing method
applied on selected two cover images is as
follows.

1) Calculate four difference values dixyy)

for four pixel pairs in each block of two
cover images distinctly.

doxy) = Pec+Ly) - P(xy)

(1)
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dixy) = Pxy+1) - Pxy)
(2)
d2xy) = Pex+1,y+1) - Pxy)
(3)
d3(x,y) = Px+1,y+1) - Pxy+1)
(4)

2) For both the cover images, Using |dix.y)
where (i =0,...,3) to locate a suitable
Rk in the designed range table, that is
to compute j = min; (uk —
d;r,y) Where ug > |di| for all 1 <k <n.

range can be

Then the located
represented by R;;.
3)

by t = [log, W .
4)

sequence into a decimal value b;.
5)

of two cover images.

6) Calculate the new difference value
di,(x,y) given by di’ = Ij,i + b if di(x,y) >0
di’ = - (I +by) if dixy) < O to replace the

original difference dixy) [5].

7) Modify the values of P, and Pp+1 by the
following formula for both the cover

images C; and C..

(PnPn+1)=(Pn—[2],Pn+1+
m2 (%)

Where P, and Pn. represent two pixels
Until now, to
embed the secret data into the pixel pair
(P’y ,P’n+1) Is done by changing the
Values of P, and Pn+1. Now, the new
block which is constructed from all
pixel pairs and embedded with secret
data is generated in both the cover
hiding
capacity of the two cover images C; and

inP; and m=d’,-d,.

images depending on the

C., respectively. [6]
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Compute the amount of secret image
data bits tj that can be embedded in each
pair by R;; for the cover image C; and
C,. The value t; can be estimated from
the width w;; of R;;, this can be defined

Read t; bits from the binary secret
image data and transform the bit

Embed the secret image in cover image
blocks according to the hiding capacity
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4 Proposed TPVD Steganalysis method

TPVD  Steganography increases the
embedding capacity and thus efficiently
preserves the visual qualities of the stego-
images [12]. TPVD embeds secret bits in both
diagonal and vertical edges of the cover-
images in addition to the horizontal edges that
are used in the original PVD method. However,
since TPVD also embeds secret bits in the
difference values between two adjacent pixel
pairs, probabilistic distribution of difference
values, which have been altered during
embedding procedure can be considered as
valuable statistical information in TPVD for a
steganalysis procedure [11].

In the proposed work, it is shown that with
a view to provide a steganalysis procedure for
TPVD embedding, calculating histogram
difference values of two sides, of the
normalized histogram of an image and then
comparing this difference with a threshold
value, could be a useful approach. Histogram
analysis before and after embedding secret
image could be used to provide valuable data
for the proposed steganalysis algorithm.

4.1 Proposed Algorithm

To classify the stego images and non stego
images distinctly, the algorithm is described in
the following steps.

1) Read two stego-images.

2) Stego images sized nxm, are converted
in image matrices of 2x2 block size.

3) For each block, four pixel values py),
Py+1), Pecriy,  a@nd  Pueiyey)  are
computed.

4) The relevant pixel differences di, (i=0
to 3) are computed using Eq.1, Eq.2,
Eq.3 and Eq.4.

5) These difference values are
accumulated as a vector, say V.

6) Get the histogram of accumulated
difference values for minimum points.

7) Normalize the histogram.
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8) Get the difference values between two
sides of histogram up to nearly five to
SiX points.

9) If the difference of both ends of
histogram is “0”, then no embedding
done and declare the image under
consideration as normal image.

10) If the difference of both ends of
histogram is other than *“0”, but positive
value, the images under consideration is
detected as embedded image and
declare it as stego image.

11) Calculate the True positive rate, false
positive rate and classification rate and
display their values on GUI.

The histogram of “V” vector values which is a
graphical display of tabular frequencies can be
considered as a simple tool for the statistical
analysis of “V” vector values and could be
used as a tool to compare the characteristics of
a cover image before and after embedding
secret image.

5 Performance parameters

The performance parameters that are
needed to be evaluated after TPVD
steganalysis are described as follows.

5.1 True Positive Rate (TPR)

It is defined as the ratio of the number of
correctly classified images out of the overall
test images. TPR should be as high as possible
[11].

5.2 False Positive Rate (FPR)

It represents the ratio of the wrongly
classified the plain images as stego ones. FPR
should be as low as possible [13].

5.3 Classification Rate
Classification rate is defined as the average

of positive detection (PD) and negative
detection (ND), and it is given by
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(PD +
(6)
Where, Positive Detection (PD) is classifying
the stego images, correctly and Negative
Detection (ND) is classifying the non stego
images, correctly [14].

ND) / 2

6 Simulation Results

The simulation is accomplished by taking
three image data base of different number of
cover images and corresponding stego images
and algorithm is implemented in MATLAB.
For all the three databases the simulation
procedure followed, is comprised of the
following steps,

a) Selections of two cover images and

plotting their Histogram.

b) Selection of corresponding stego
images and plotting their Histogram.

¢) Plotting the histogram difference for the
stego image and corresponding cover

image.
d) Calculation of true positive rate (TPR),
false positive rate (FPR), and

Classification rate.

As illustrated below Fig.1 (a) shows the
histogram of cover images “leena” and “girl”,
Fig. 1(b) depicts the histogram of the same two
stego images, Fig. 1(c) gives the histogram
difference of same two stego images and two
cover images (‘leena” and “girl”). Fig. 1(d)
shows the calculated values of TPR, FPR and
classification rate for the image data set 1, of
which image “leena” and “girl” is a part.

Fig.2 (a) demonstrates the histogram of cover
images “tulip” and “fruit”, Fig. 2(b) shows the
histogram of the same two stego images, Fig.
2(c) depicts the histogram difference of same
two stego images and two cover images
(‘tulip” and “fruit”). Fig. 2(d) gives the
calculated values of TPR, FPR and
classification rate for the image data base 2, of
which image “tulip” and “fruit” is a part. Fig.
3(a), Fig. 3(b), Fig.3(c) illustrate same kind of
results for image “Modi” and “Sachin”. Fig.
3(d) shows the calculated values of TPR, FPR
and classification rate for the image data set 3,
of which image “Modi” and “Sachin” is a part.
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The TPR, FPR and classification rate values
obtained after simulation are tabulated in
table.1, for three different data sets of images.

Fig.1 (c) Histogram difference two stego images and
cover images

Fig.1. (a) Histogram of cover image Leena and girl

selC1C2 || sel SC18C2] diff_hist

Fig.1 (d) TPR, FPR and classification rate for image
database 1 (consisting of image Leena and girl)

Fig.1. (b) Histogram of stego image Leena and girl
(blue)
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Fig.2 (c) Histogram difference two stego images and
cover images

Fig.2. (b) Histogram of stego image tulip and fruit
(blue)
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selC1C2 || sel SC15C2 diff_hist

Fig.2 (d) TPR, FPR and classification rate for image
database 2 (consisting of image tulip and fruit)

diff_hist

Fig.3. (b) Histogram of stego image Modi and Sachin
(blue)
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selC1C2 sel 5C1 sSC2

Fig.3 (c) Histogram difference two stego images and
cover images

[EEE .

Fig.3 (d) TPR, FPR and classification rate for image
database 3 (consisting of image Modi and Sachin)

Table 1. Evaluated parameters

Image data | TPRvalue | FPRvalue | Detection
set Rate in %
1 89.6552 0 94.8276

2 100 100

3 96.1538 98.0769

As illustrated by above table, satisfactorily
high value of true Positive rate (TPR) is
obtained. Zero value of false positive rate
(FPR) indicates that almost no false detection
has been done by the proposed algorithm,
which means that none of the stego images is
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detected as non embedded. The detection rate
achieved is also satisfactory when tested for a
large database of images.

7 Conclusion

Tri-way Pixel Value Differencing
Steganographic method is an advanced PVD
steganography technique. A steganalysis

technique for the TPVD steganography is
proposed in this paper, is based on pixel
difference of normalized histogram, on two
sided of the histogram up to five to six points.
Depending on the value of this difference, the
image under consideration can be declared as
stego or non stego image. We have tested the
proposed method on over 200 test images and
according to the experimental results, the
detection rate of proposed method is 98% in
classifying image under consideration as stego
images. A high value of TPR about 96.1538 is
obtained and “0” value of FPR indicate that no
false detection is noticed.

The proposed method founds a wide
application in cyber security and computer
forensic, where the steganalyzer can be applied
to detect the presence of the threat to
authorized documents.
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