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Abstract: - The SHAPES project is an ambitious endeavor that gathers stakeholders from across Europe to
create, deploy and pilot at large-scal e a EU-standardized open platform incorporating and integrating a broad
range of solutions, inclu ding technological, organizational, clinical, educational and societal, to enable the

ageing population of Europe to remain healthy, activ e and productive, as well as to m aintain a high quality of
life and sense of wellbeing for the longe st time possible. The research question of this design science research
(DSR) is how to build and deploy health and care (H&C) services into a future society in such a way that

citizens are able to use them

safely in their every day lives? We found that considerable work is needed to

develop the required architecture in s mart societies: information architecture, integrations architecture, targe t
architecture, security architecture, and security issues. Service chains must be checked against the architectures

to ensure no risks are present.
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1 Introduction

The wuseofinform ation and communication
technology (ICT) in health and care (H&C) sector
has increased due to the potential im provements in
effectiveness and efficien cy. Digital transfor mation
and ecosystem thinking steer the Smart and Healthy
Ageing through People Engaging in Supportive
Systems (SHAPES) project [1] that supports the
well-being of the elderly at home.

This design science research (DSR) tries to be a
step towards new meta-artifacts and useful methods
for the desi gn and validation of cyber-security
requirements engineering approaches into digita 1
H&C systems and services. Figure 1 presents this
study’s DSR framework.

The Relevance Cycle of DSR bridges the
contextual environment of the rese arch project with
the design science activities [2]. Within eHealth
Domain, the Environm ent includes people (e.g.
citizens as patients and taxpa yers, healthcare
professionals), organizational sy stems (e.g. public
and private H&C service provi ders, drug
manufacturers, payers such as Medicar e, Medicaid,
insurance companies, HMOs), technical systems
(e.g. ICT, IoT, Al, roboti cs) and different related
problems (e.g. availability, integrity and
confidentiality of information in eHeal th systems).
The Rigor Cy cle connects the de sign science
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activities with the Knowledge Base of scientific
foundations, experience, and expertise that inform s
the research project [2]. The knowledge base of this
study consists of Enterpris e Architecture (EA). The
central Design Cycle iterates betw een the core

Environment Design Science Knowledge Base

Cyber Secure
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Health & Care Domain Platform in
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+ Require

: publ Rigor Cycle Foundations
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providers. ments
+ Technical systems: - Field
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« Addition to |« Enterprise
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Fig.1 Design Science Re search framework of the
study (modified from [2])

2 eHealth Environment

The H&C sector is becoming increasingly complex.
Day by day, hospitals are increasing the  digital
transformation usingin an extensive way more
digital and communications technolog ies. With a
society getting older and older, the search for

technological solutions i n the field of health to
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reduce operational costs has become a necessity
within the European econom ic sphere. Thanks to
ICT, most of the traditional services are being
digitized which means a cost reduction and at the
same time allows coverage of a larger num ber of
people, increasing the performance. But, on the
other hand, it opens the healthcare sy stem to the
attacks of anyone. In order to detect and to remedy
the cyberattacks, it is ne eded to depl oy Managed
Security Services, which  will allow to detect,
analyze, notify and solve any security incident in the
network or devices of t he Hospital Center staff
through an expert team of professionals and through
a network of SOCs (Security Operation Centers).
This  service enables end-to-end security
management offeringt he maximum levels of
security, guaranteeing operational continuity  and
reducing costs derived from attacks and
inefficiencies by incorporating the latest advances in
protection without the need for new investments or
internal developments.

Cloud computing and big data have emerged as
important disruptive technologies that influence
H&C research communities [3]. The Internet of
Things (IoT) is an emerging trend, which provides a
substantial amount of efficient and effective services
for patients as well as H&C professionals for the
treatment of various diseases [4]. In addition,
assistive robots, eHealth sensors and wearables, and
mobile applications (Apps) get increasingl y
common in H&C sector. However, privacy concerns
pose a major challenge in the widespread use of
these practices in H&C [4] [3]. In many cases, H&C
metadata contains privacy-sensitive information
about individuals and p ublishing this data could
violate the principles of individual pri vacy [3]. On
the other ha nd, integrity and availabilit y oft he
patient information are vital from the point of view
of the patients' safe care.

The design c hallenges in digital H&C services
stem from the fact that there are multiple
stakeholders whose interests have to be met: 1)
physicians who often are not willing to learn or
adopt new ICT sy stems; 2)pa yers (Medicare/
Medicaid, insurance companies, health maintenance
organizations) who need to review billing claims; 3)
drug manufacturers who need acces s to clinical
data; 4) medical device original equipm  ent
manufacturers also need to view data; and 5) the
patients who would like to control our own medical
data in a secured manner [2].
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2.1 Security Aspects in eHealth

The digital s ecurity of information is traditionall y
expressed in terms of maintaining three
characteristics of the information: confidentialit 'y,
integrity and availab ility. In addressing the
provision of data security services for information
assets, it is necess ary to consider the state of the
information: is it in storage, in  transmission, or in
use as being processed. When considering possible
aspects to se cure digital in formation, three class es
occur: technological sol utions; policy-regulation;
and practices related to i nformation management;
and the frames of ed ucation and situational
awareness as views of all stakeholders in the
security implications of potential activities. The
three characteristics of information, the three stat es
of information and three classe s of security aspects
form the basis of an information securi ty-resilience
frame exists, confer [5] and our furthered Figure 2.

i N Decision-making

1
Y,

Social nexus

Cognitive

Information

Digital Security

Practice
Situational Awareness

Physical capabilities

Regulation

Fig.2 Security Aspe;:;[s for Inform ation Dimensions
(modified from [5])

Digital security is gener ally understood asa
‘weakest link’ pr oblem, so the sy stem cannot be
considered secure unless all aspects are dealt with
adequately, and with regard to eHealth, many
people consider this unlikely to be achieved, hence,
the continuing concerns over information privacy
[6]. On the other hand , others consider eHealth
systems an opportunity to achieve better security
and privacy protection than whati s available in
paper-based systems through additional security
functionalities: user authenti  cations and
authorizations, the retention of back-up files, user
defined storage and retrie vals and accountabili ty
measures, monitoring and logging access to records,
and establishing audit trails and other mechanisms
to enable information accountabilit y [6]. However,
these require a more comprehensive approach than
an attempt to add on technolog ical security
measures to aninco mpletely specified eHe alth
system.
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2.2 Cybersecurity Challenges in eHealth

In 2015, The European Union Agency for Network
and Information Security (ENISA) published their

study “Security and Resilie nce in eHealth” [ 7] that
focus oneHealth inf  ormation systems and
infrastructures as well as on the relevant assets that
are considered critical both for the soc iety and the
relevant stakeholder groups. This study can be seen

as ade scription of the state of thea rt how EU
member states perceive cybersecurity in their health
systems, which are the s pecific approaches they

follow, and which are the measures they take to
protect these systems.

According to the ENISA, the m  ost important
cybersecurity challenges i n eHealth in frastructures
and systems are: 1) systems availability; 2) lack of
interoperability; 3) access control and
authentication; 4) data integrit y; 5) network
security; 6) security expertise and awareness; 7)
data loss; 8) standardization, compliance and trust;
9) cross-border incidents; and 10) incidents
management [7].

3 Enterprise architecture

Enterprise architecture (EA) is an eff ective way to
implement the architecture ofs mart eHealth
systems, both now and in the future. Through EA,
we can develop strategies based on visions and
scenarios. It provides the methods and tools, and a
consistent approach to th e smart cities’ functions
and enables the practicali mplementation of
strategies [8].

Both our objectives and the driving forces of
change are better understood when approached
through future visions, sc enarios, and descriptions
of targets, and in this way, the smart eHealth
systems can be describ ed with the neces sary
accuracy. The necessary constraints and changes to
the architectures are dete rmined by analyzing the
status, future visions, and scenarios and
dependencies, from which we can also define cyber
threats and risks. When developm ental work is
implemented efficiently through architectural
guidance (EA), the benefits of the developments can
be maximized [9].

EA supports sy stems management, strategy
implementation, the con tinuous development of
operations and services, change manage ment,
complexity management, and the or derly use and
interoperability of digitalization [8]. In this way, it
also helps us better understand vi rtualization
functionality and the architectural work required in
future communications and service environments, as
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well as data centers. EA shoul d bea partof the
strategic work of the org anization, its work and
management processes, anditse conomic and
operational planning.

EA can be acco mplished in many ways; it can
take into account thin gs in different way s, have
different visions and strategies, be at different stages
of development, and incorporate systems at different
life cycle stages, etc. Through t he guidance of EA,
we can enab le smart eHealth systems to function
properly and provide their citizens with the
necessary services, and to pursue development in all
areas and in all seg ments in the future. Figure 3
shows one example of an EA Framework.

Example Enterprise Architecture Framework Diagram (ideal situation)
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Fig.3 Example of the Enterprise Architecture
Framework Diagram (modified from [10])

When social services are integrated into a
virtualized network and service environment, co-
operative approaches and same type of solutions, as
well as use cases, will be increasingly important in
order to develop the serv ices of the future. When
considering security, cybersecurity, and privacy,
these issues need to be ex amined from all segments
and from inside the seg ments, as well as through
virtualized solutions between different virtua 1
operators’ networks, and services betw een different
security levels, because they are working in the
same environments and are using the sa me
infrastructures [9]. In fut ure, where e verything is
connected to everything, services at different
security levels are offered on the same network and
on the same service platforms. This also means that
we need ne w types of s mart user d evices, with
which we can address that e nvironment's
requirements and functionalities [11], [12].

At thesameti me, these connections and
solutions are used by less critical services, or other
intelligent social services. The im plementation of
cybersecurity andsecu rity inthisty pe of
environment is a challenge for every one. This
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requires a variety of I ntelligent Data Managem ent
Platform (IIMP) systems to manage the flow of
information in intelligent citiesand inasm  art
society, within and between countries, andint he
exchange of information between continents [13].

When consider the main points of digit alization,
we will also want as many potential activities as
possible, which are automatically implemented in
the background so that we do not even notice them .
This requires substantial changes in the way things
have been done in the past. It is not  sufficient for
one agency or one organisation to take care of all
architectural activities from start to finish. While we
use EA and its fra mework to make architectures for
smart eHealth sy stems, high-level cooperation and
coordination is needed [9]. However, digitalization
is only one aspect of s mart eHealth s ystems that
needs  to be considered and explored.
Communications and serv ices are also benefitting
from other technical advances that will change
much in future communication and service solutions
and platforms [9].

Information (data) has a chieved akey rolein
smart eHealth systems. However, information is no
longer understood only as part of the information
system, not as a stand-alone and separat e entity, and
in many places, it is part of infrastructures and other
smart structures. One of the guiding principles is
that also proposed at the EU level: "Request
information only once”. EA can al so provide tools
and procedures to help develop sy stems in these
cases [9].

4 Design Targets

The integration of a broad range of technological,
organizational, clinical, educational and societal
solutions seeks to facilitate long-term  healthy and
active ageing and the maintenance of a high-quality
standard of life. Mediated by technology, in-home
and local community environments interact with
H&C networks contributi ng to ther eduction of
H&C costs, hospitalizations and institutional care.
This section looks at the o verall research question -
how to build and deploy H&C services into a future
society in such a way that citizens are able to use
them safely in their everyday lives - from four
different design target’s point of view.

4.1 From Hospitals to Home

Europe is ageing. Good health is not only of value
to the individual as a m ajor determinant of quality
of life, well-being and social participation; it
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contributes to general so cial and economic growth
[8]. Accessibility to healthcare is thus one of the key
priorities of the EU healt h policy. Integrated care
focuses on the needs of the recipient on coordination
between diagnosis and treatment and between
primary care and secondary care, and between
different therapeutic areas and specialties. Benefits
of integrated care models are clear; still, the
complexity of healthcare systems in individual
countries and regions adds to the ch  allenge. The
redesign requires shifting care from hospitals to
home. While indi viduals with chronic conditions
need regular care and/or support that can often be
delivered at home by community nurses, or others,
potentially using information and communication
technologies. Regular, reliable hom ecare ensures
changes in the condition and treat ment, resulting in
better-managed conditions and fewer
hospitalizations. New d igital solutions include
assistive robots, eHealth sensors an d wearables,
Internet of Things (IoT)-enabled devices and mobile
applications. Cyber security is a prerequisite for the
launch of these services.

Figure 4's hows the process of Intelligent
Information Management for eHealth environments
and it gives possibilities of how to follow and verify
that patient sensor and loT device data are going to
the right place and are accessible only by authorized
healthcare individuals. A sy stem called ‘IIMP’
monitors  patients’ JoT-devicesan d sensors’
information flow to hospital healthcare systems to
provide healthcare personnel with a rapid anal ysis
of the information. IIMP ensures that medical staf f
can find information about patients even in critical
situations. This type of system can also help to find
anomalies or data changes, or identify if so meone
has attempted to penetrate or use data inan
undesirable way. The user can create specific action
groups for this system. Members of the user group
can follow the progress and changes of situations,
data resources and reports in real time.

L T, .

AT

e

Fig.4 eHealth operating environment [9]
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SHAPES leverages the outcomes of an open
interoperability framework symbloT [10]
empowers the interconnection of different IoT-
based platforms, devices, digital solutions and
services. symbloT middleware supports controlled
and secure exchange of information, sharing of
resources and best practices and delivering of
services to third-parties, thus enabling the building
of a true ecosystem of digital solutions and services
that may be selected an d tailored to the specific
individuals’ needs, interests an d contextual
environment, fostering S HAPES’ large-scale pan-
European deployment and market scale-up.
symbloTe including open software development kits
and application programming interfaces provides an
interoperable mediation framework that enables the
discovery and sharing of connected de vices across
existing and future loT-pl atforms for development
of cross-platform loT-applications.

that

4.2 Authentication and Security Assessment
as a Service in SHAPES

SHAPES manages a high degree of sensitive
information pertaining to older individuals thus it is
critical that high standards for security and privacy
(fully adopting GDPR) are im plemented, resulting
in a trusted platform am ong itsusers and
stakeholders.  User  authentication considers
mechanisms that are seamless, noticing that seniors
may lack technological skills or have unreliable
memory to recall strong passwords. S o, SHAPES
implements user authentication m echanisms based
on Multimodal  Biometrics using several
physiological or behavioral human characteristic for
enrolment, verification, authentication or
identification. SHAPES dem onstrates capabilities
(face recognition and fingerprint) apply ing multi-
factor authentication in a seamless way. Concerning
device and co mponent authentication, SHAPES
brings a twofold approach:

SHAPES  implements  an authentication
mechanism that is able to take into consideration
state-of-the-art protocols (end-to-end encryption,
PKI, web-based using secure API call and token-
based authentication) and loT-friendly lightweight
protocols, such as the Constrained Application
Protocol (CoAP) for message exchanges. Most [oT-
devices allow re-use of existing Enrolment over
Secure Transport (EST) f unctionality for energy-
efficient certification management and secure
bootstrapping operations.
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SHAPES  implements  a state-of-the-art
authentication mechanism based on secure statel ess
tokens  ‘Paseto’ (Platform -Agnostic  SEcurity
Tokens) that enables a d istributed mechanism for
token-based authentication achieving inter-m odule
authentication.

Applications (Front-End)
[

ar ) Care Services T—
Reclpients e iders providers

Considering the likelihood of operating in a not
secured environment, SHAPES creates over-the-top
secure environment (Virtu al Local Area Network)
enforcing security best practices. = Moreover, it
integrates a Security Assessment as a S ervice
(SAaaS) cross-layered system to dynamically detect
any existing and newly introduced network device,
perform vulnerability assessments, certify the device
against as tandardized CVSS,as sign ittoa
connectivity-appropriate VLAN and authenticate the
service or device. Figure 5 presents SHAPES’ high-
level diagram.

4.3 Empowering

Health literacy, technology and indi vidual
involvement in care make healthcare m ore user-
friendly and e mpowering, meaning that citizens
(including seniors) must be seen as custodians of
their own he alth [12]. Citizens continue to take a
more central role inde cisions about their own
healthcare, and new technologies enable and
facilitate this trend. New patients are evolving,
similar to retail consum ers. These former patients —
new healthcare consumers — are driven by desire to
take control over own health records and want to
take active part in choosing healthcare providers and
services. They are driven by the desire form  ore
trustworthy, secure and timely healthcare
information. Due to this ¢ hanging role of patients,
their empowerment has beco me a key priority for
policy makers, professionals and servi ce providers.
Citizens’ role is transforming from passive receivers
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of healthcare to active decision-makers; and
managing own health data. Security is i mportant
aspect to empowering and creating the trust [13].

As an example, activity-trackers enable to collect
data from individuals’ physical activities and health.
A qualitative study  [14] regarding the user
perception on the pri vacy and sensitivity of health
information collected with activity -tracker explored
the user perception on health information sensitivity
in general, and their willing, ness to share such
information to other parties. Laufer and Wolfe ’s
[15] privacy calculus model modified by Dinev and
Hart [16] was the theory throughout the study. Table
1 summarize the results. Individuals do not perceive
the information collected by activity-trackers as
private or sensitive. On t he other hand, inf ormation
in medical records is considered to be very sensitive
and private, as they include text written by doctors

about procedures and discussions that are
considered to be the most sensitivety pe of
information.

Table 1 Research findings from
users’ study [14]

activity tracker

Perceived Perceived Willingness to
privacy risks privacy provide
concerns personal health
data
Information Being tracked Not on social
stolen or followed media
Information lost ~ Banks deny For medical
loan research
applications
Information Employers For healthcare
misused won’t hire purposes
Information Insurance For improving
goes to third companies wearable
parties deny payments  products and
services
Unauthorized Information For occupational
access to the used for health services
information marketing

The study extends earlier study information by
presenting a new context to utilize the Privacy
Calculus theory. The study’s benefit is knowledge
that activity-trackers users are ready to share thei r
information that can be utilized inresear ch and
development of public services.

4.4 Cross-border Healthcare

The EU Directive on the Application of Patients’
Rights in C ross-Border Healthcare is a starting
point, delivering a legal fr amework for individuals
willing to gain greater access to information related
to healthcare available across Europe. However, in
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order to secure above- mentioned rights and unleash
the potential of cross-border healthcare exchange,
new solutions are needed to secure the storage and
cross-border exchange of health data.

SHAPES cross-border implementation will be in
line with modular strategy and related specifications
and initiatives of epSOS (Smart Open Services for
European Patients) project. In addition to the
epSOS, the related and furthered projects are:

1) OpenNCP (Open Source Com ponents for
National Contact Points) as base realization starting
point for SHAPES which includes a novel
framework to foster cros s-border eHealth services
and which is base into the epSOS specifications;

2) current DECIPHER project which creates a
mobile health care solutions and enables se  cure
cross-border access to existing patient healthcare
portals; and

3) STORK (Secure idenTity acrOss borders
linked) which establis hes a European elD
Interoperability Platform that will enable citizens
and businesses touset heir national electronic
identities in any participant Member State for public
eGovernment services.

The designed contribution is that SHAPES can
improve security and resiliency elements to related
mechanisms and transactions, which are already
established in the related projects.

Based on technological, i ntegration and s ystem
readiness levels [17], SHAPES should develop new
security readiness level (SecRL) metrics that
supports the developm ent of European operational
standards for secure cross-border data exchange and
patient privacy protection. Bas ed on these metrics
and prior open-source  solutions (such as the
OpenNCP suite [18]), SHAPES could realise secure
node platforms and componentst hat enables the
secure sharing and exchange of eHealth related data
among countries.

5. Discussion and Conclusions

The rights of ageing individuals and their ability
to livea good lifeath  ome or in a home-like
environment are at the heart of the services designed
in the SHAPES project. Privacy and security
competence play akey roleinthe project, from
planning to implementation and assessment.
However, according to an ongoing ECHO Horizon
2020 cybersecurity project [24], health care sector
can be identified as them ost far from the ideal
cybersecurity situation.

The future complex environments present many
challenges because the standards are not yet set at
the international level. lo T products and sensors are
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mainly used at proprietary -based standards and
getting them work atth e same platforms in the
smart devices will be a really big challenge.

The overall cybersecurity work with regard to
the SHAPES project consist of two p arts: 1) The
SHAPES integrated care platform should be secure,
and 2) tools for ensuring that SHAPES digital
solutions  via platform ar e  cyber-secure.
Considerable work is needed to develop the required
architecture in smart eHealth systems and services:
information architecture, integrations architecture,
target architecture, security architecture, and
security issues. Service chains must be checked
against the architectures to ensure no risks are
present.
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