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Abstract: .As a significant cryptographical primitive, proxy re-signature(PRS) technique is broadly applied to
distributed computation, copyright transfer and hidden path transfer because it permits that a proxy translates an
entity’s signature into the other entity’s signature on the identical data. Recently, to discard time-consuming pair-
ing operator and intricate certificate-maintenance, Wang et al. proposed two efficient pairing-free ID-based PRS
schemes, and declared that their schemes were provably secure in the ROM. Very unluckily, in this investigation,
we point out that Wang et al.’s schemes suffer from attacks of universal forgery by analysing their security, i.e.,
anyone can fabricate a signature on arbitrary file. After the relevant attacks are shown, the reasons which result in
such attacks is analyzed. Finally, we discuss the corresponding improved method.
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1 Introduction

As a crucial authentication technique, digital signa-
ture is broadly applied in some practical scenarios s-
ince it can identify the source of data, insure data in-
tact and afford data origin’s non-repudiation, such as
E-passport,E-health, and E-currency. With the pop-
ularization of electronic and communication technol-
ogy, a good deal of signature schemes with various
functions have been put forth to satisfy practical re-
quirement.

In most cases, the signer wishes that its message’s
signature is publicly validated in order that any one is
capable knowing the origin of this message. How-
ever,in some specific scenarios, a user Alice wishes
to transform the ownership of its digital product to
another user Bob, and to convince all verifiers that
the ownership of this digital product is from the us-
er Bob. It is a challengeable problem since it contra-
dicts non-reputation of digital signature, and the trans-
formed signature also needs to be publicly verified
without revealing the origin of this signature. Fortu-
nately, proxy pre-signature can deal with the problem
above. Proxy re-signature (PR S) notion was firstly
defined by M.Blaze et al. in [4] . In a PRS scheme,
a semi-trusted party ( the proxy) is capable of trans-
lating a signature from Alice (the delegatee) into a
signature from Bob(the delegator) on the identical da-
ta m by a re-signing key. Nevertheless, the proxy is
unable to create a valid message-signature in name
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of the delegatee or the delegator independently. In
2005, G.Ateniese and S.Hohenberger provided a for-
mal definition of PRS’s security model and proposed
two concrete instances: a single-use PRS and a multi-
use PRS in [5]. After this seminal work[5], various
PRS schemes [6, 7, 8, 9, 10] with special properties
have been proposed successively to satisfy practical
requirement. Whereas most PRS schemes are built
on traditional public-key-infrastructure (PKI). In PKI,
when the signer’s public key is employed, its validity
needs to be authenticated by a certificate issued by a
certifier authority (CA). Whereas, maintenance of cer-
tificate might bring a heavy burden to the signer.

To remove intricate certificate maintenance,
Shamir pioneered the idea of identity-based PKC (ID-
PKC) in [11]. In the ID-based PKC, the user’s unique
identification information such as cell-phone number,
identity-card number, e-mail address, etc., acts as it-
s public key. ID-PKC abandons the inevitability for
public key certificates, so that it makes that intricate
certificate maintenance is avoided. ID-based PRS
concept(for short, ID-PRS) was firstly put forth by
Shao et al. in [9]. Their scheme is a secure multi-
use ID-PRS scheme in the standard model. The only
drawback in their scheme is relatively larger in terms
of public parameters and computation costs. Sub-
sequently, Hu et al. also proposed a novel ID-PRS
scheme based on a harder mathematics problem in [7].
In 2015, Tian presented an efficient ID-PRS scheme
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[19] based on lattice cryptography in the ROM, but
the practicability of their scheme is very weak since its
signature length and computation costs are very large.

Recently, to remove time-consuming pairing op-
eration, Wang et al. suggested two efficient ID-based
PRS schemes without pairing in [2]. Although they
claimed that their schemes were secure against exis-
tential unforgeable attack in the ROM[15]. Unfortu-
nately, by analyzing the security of their schemes, we
manifest that their schemes exist universal attacks of
forgery, i.e., any one can fabricate a signature on a
message at will. After the detail attacks is launched ,
we analyze the relevant reasons to induce such attack-
S.

2 Preliminaries

In this part, we review security assumptions and inter-
related mathematics knowledge which are the basic
knowledge required throughout the paper.

2.1 Notions

For convenience, Table I shows quiet a few mathemat-
ic symbols and notions which are used in the remain-
ing context.

2.2 Mathematic Hardness Problem

Large integer factorization problem. Let N de-
note a composite-integer which is written as N =
p - g,where p, q are two large primes, its target is to
seek its decompositions p and ¢. This is known to all
that it is a very hard problem to seek a PPT algorithm
Alg to factorize the large-integer N .

Large integer factorization assumption. Let [ be a
security parameter, N = pq is a composite-integer,
where p and ¢ are two [-bits large primes, we named
that the (¢, €r)-large composite-integer factorization
assumption holds if no ¢p-probabilistic polynomial-
time (PPT) adversary is capable of decomposing the
composite-integer N with a non-negligible probabili-
ty er.

Lemmal.Let N = pg - qo be a product of primes pg
and qo, for « €g Qn and o # 1, we have o’ = «

mod N where p = %.

Proof. Because Qy is a cyclic-group with the order
P(N)/4 = (po — 1)(qo — 1)/4, for a € Qn, we have
aPo—1)(@w-1)/4 =1 mod N. Then, we have
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aPo—D@-1/4 = 1 mod N
)

QPP = mod N
)

QR hod N
)

a”? = a mod N

where p = w- -

Note that, for a quadratic residue «, it should
have four diverse square roots, namely 4r; and £r5.
Only when r1 # 4+ro mod N holds, IV can be fac-
torized by utilizing GCD(r1 — r2, N) or GCD(r +
r9, N). Therefore, it means that given two diverse
roots, the probability of factoring NV is 3.

The Extended Euclidean Algorithm: For any a,b €
Zn, where a, b # 0, there exists an efficient algorithm
which can output two integers ¢ € Zy and y € Zn
such that

ar + by = GCD(a,b)

3 Review of Wang et al.’s ID-PRS
Scheme

Recently, to construct PRS scheme which appropri-
ates for resource-limited devices, Wang et al. present-
ed two free-pairing ID-PRS proposals which avoid the
time-consuming pairing computation. To clearly ana-
lyze their security, a brief review of Wang et al.’s ID-
PRS schemes is given. Please refer to [2] for more
details if the readers are interested in Wang et al.’s
scheme.

3.1 Interactive version of Wang et al.’s ID-
PRS Scheme

e Setup (1*): Let ¢ denote a security parameter. On
inputting ¢, it outputs two safe large-primes p and
g which are ¢/2 bits. And then compute N = p-q
and p = (N —p — ¢+ 5)/8. Subsequently, pick
two hash functions H(-) : {0,1}* — Qu and
h(-) : {0,1}* — {0,1}!, where Qy denotes a
subgroup of quadratic residues in Z; and [ is the
output bit-length of hash function. Finally, pub-
lic parameters mpk = (N, H(-), h(-)) are pub-
lished and master private key msk = (p, q, p) is
securely stored.
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Table 1: Notions

Notions Description

a€r N a is chosen randomly in NV

GCD(x.y) The greatest common divisor (gcd) of z and y

ZN the set {1,--- , N}

D, q two large primes

1 ’invalid’ mark

10) the Euler’s ¢ function

QN the subgroup in Z3, with order ¢(n)/4 = (po — 1)(qo — 1)/4
PPT probabilistic polynomial time

EUF-CMA existential unforgeability against adaptive chosen-message attack
EUF-CID-MA existential unforgeability against adaptive identity-and-message attack
ECC elliptic curve cryptography

ROM random oracle model

Extract(I D, msk, mpk): Given a user’s identity
information I D, on inputting I D, public param-
eters mpk and master private key msk, the algo-
rithm calculates the user’s private key as below:
skip = H(ID)? mod N
Re-signing key(sk 4, skp) On inputting private
keys sk 4 and skp of Alice and Bob, the algorith-

m outputs the relevant re-signing key rks_,p =
skp/ska.

Sign(m, sk): Given the signed message m, a us-
er with identity I D makes use of its private key
skrp to calculate the signature as below: it picks
r € Zj atrandom to calculate R = r2 mod N,

then it calculates § = r - sk?](jm) mod N. Fi-
nally, the obtained signature is sig = (d, R) on

message m .

Re-signature(m, siga, IDa,rka—p) : Given
the delegatee Alice’s signature sigqs = ((d4, R))
on message m, Alice’s identity /D4 and the
re-signing key rka_,p, if the equation 64 =
H(ID4)™™ . R holds, then the re-signature is

sigp = (04 - Tk‘z(i)n)B, R)
Verify(m, sig;) For a

(6,R,1D;) where i
checks whether

signature  sig; =
€ {A, B}, the verifier

8% £ R- H(ID;)"™
If it is true, then it signifies that sig; is valid for

i € {A, B}, otherwise, 'L’ is output.
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4

Non-interactive verision of Wang et al.’s
ID-PRS Scheme

Setup (1*): In this algorithm, the generation pro-
cess of all parameters is the same as that of the
above interactive version.

Extract(I D, msk, mpk): In this algorithm, the
generation process of the user’s private key is the
same as that of the above interactive version.

Re-signing key(sk 4, skp) For this algorithm, it
inputs Alice’s identity /D4 and Bob’s secret
key skp, whereafter outputs the re-signing key
rkasp = skp/H(ID,).

Sign(m, sk): For this algorithm, it is the same as
the interactive version.

Re-signature(m, siga, ID4,rka—p) : Given
Alice’s signature siga = ((d4, R)) on message
m, Alice’s identity I D 4 and the re-signing key
rka_ g, if the equation 53‘ = H(IDA)h(m) - R
holds, then it randomly selects ' € Z3; to com-
pute R = ("R)? mod N. At last, it outputs
sigg = (r' - 6% - rk:z(i%, R') as re-signature.
Verify(m, sig;) : For this algorithm, it is the
same as the interactive version above.

Security Analysis

Although Wang et al. declared that their two schemes
were proven secure against EUF-CMA, and provided
the security proof. Unfortunately, we will show that
Wang et al.’s two ID-PRS schemes are insecure. The
detailed attacks are listed as below:
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4.1 Attack on Wang et al.’s Interactive ID-
PRS scheme

In the subsection, by analyzing Wang et al.’s interac-
tive ID-PRS scheme, the scheme is indicated to be u-
niversally forgeable, this is to say, any one can fabri-
cate the delegatee’s signature or the delegator’s signa-
ture (re-signature). The corresponding attack is exe-
cuted as below:

1. Let Adv be an attacker and m™ be an arbitrary
message. [ Dp denotes the delegator Bob’s iden-
tity.

2. Because N = p - q and p,q are two large
primes, then Ged(H (IDpg), N) = 1 with prob-
ability which is almost 1, otherwise, N can
be factorized. The attacker Adv can obtain
H(IDg)~! with by using Extended Euclidean
algorithm, namely, H(IDp) x x + N xy =
Ged(N,H(ID)) = 1.

3. Then the attacker randomly 7 € Zy to calculate
R =72 (HIDg) H"™) mod N
and let §* = 7.

4. At last, the fabricated re-signature on message
m*is sig* = (6%, R*).
Next, we demonstrate that the fabricated re-
signature stg* is valid. Because

R*-H(IDg)"™) = 2. (H(IDg) H)rm)

H(IDg)"m")
= 72
(6%)?

Obviously, the fabricated signature satisfies the
verification equation. It illustrates that the aforemen-
tioned attack is successful.

The reason to suffer the aforesaid attack is that
R is free in the signature sig = (6, R) and it is not
constrained. It makes that any one can select a right
R to cancel H(IDg)"™). To solve this attack, the
core is to limit the form of R. Hence we modify § =
r - sk"™) into & = r - sk™™f) and the verification
equation is modified 0> = R - H(ID)""™) into 6% =
R- H(ID)MmE)

4.2 Attack on Non-interactive version of
Wang et al.’s IDPRS scheme

In [2], Wang et al. proposed a non-interactive ID-PRS
scheme again. And they also declare that the non-
interactive vision is secure in the ROM. In fact, by an-
alyzing their non-interactive scheme, we also find that
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the scheme is also insecure since the verification equa-
tion is the same as that of interactive version. Thus,
Wang et al.’s non-interactive ID-PRS scheme suffers
from the same forgery attack as Wang et.al’s interac-
tive version.

In addition to the above forgery attack, Wang et
al.’s non-interactive scheme also suffers from the del-
egator’s (Bob’s) private key leakage. For a proxy, it
is a curious and semi-trusted entity. For a re-signing
key, it wants to know the delegator’s private key. In
the following attack, we will show that a semi-trusted
proxy can retrieve the delegator’s private key. The de-
tail attack is given as follows:

o letrka,p = % be a re-signing key.

e Then the proxy calculates sk = rks_p -
H(ID,4) mod N, thus, it can easily obtain the
delegator’s private key skp.

It indicates that the delegator’s private key is re-
vealed. Because

rkasp-H(IDy) mod N
SkB
= ——-H({D N
H(IDy TIPa) mod
= skg mod N

The reason to suffer this attack is that H (1D 4)~!
can be obtained by Extended Euclidean algorithm.

From the above analysis, we can know that Wang
et al.’s two ID-based PRS schemes are insecure. Their
scheme not only exist universal forgery, but also suf-
fers from the leakage problem of the delegator’s pri-
vate key .

5 Discussion the

Method

on Improved

To overcome aforementioned security flaw in Wang
et al.’s two IDPRS schemes, we can consider the im-
proved method. The detailed algorithms are described
as below:

e Setup (1*): Let ¢ denote a security parameter, On
inputting ¢, the algorithm outputs two safe-large
primes p and ¢ which are ¢/2 bit-length. And
compute N = p-gand p = (N —p—q+
5)/8. Next it picks two hash functions H() :
{0,1}* — Qu and A() : {0,1}* — {0,1}},
where (Qn denotes a subgroup of quadratic
residues in Z3; and [ is the output length of hash
function, in general [ = 160. At last, public pa-
rameters mpk = (N, H(-),h(-)) are published
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and master private key msk = (p, ¢, d) is secure-
ly stored.

Extract(I D, msk, mpk): Given a user’s identity
information I D, on inputting I D, master private
key msk and public parameters mpk. The algo-
rithm calculates the user’s private key as below:

skip = H(ID)? mod N

Re-signing key(ID 4, IDp, skp): On inputting
the delegatee Alice’s identity I D 4 and the dele-
gator Bob’s private key skp, and then the algo-
rithm picks v € Zy at random to produce the
re-signing key

. Skh(T)
rkasp = (rkasp Tkasp) = (T, ’;I(IiDBA))

where 7 = 72. Finally, 7k 4_, p is returned .

Sign(m, sk4): Itis an algorithm to produce the
delegatee’s signature. For a message m, a dele-
gatee with identity I D 4 makes use of its private
key sk4 to execute as follows: it randomly picks
r € Zy to calculate Ry = r2 mod N, then it

2
calculates 64 = 7 - skﬁ(m’RA) mod N. Finally,

the signature on m is siga = (94, Ra).

Signp(m, skp): Itis an algorithm to produce the
delegator’s signature. For a message m, a dele-
gator with identity I Dp calculates the following
procedure by utilizing its private key skp:

it randomly picks 2,73 € Z} to calculate sy =
72 mod N and s3 = 73 mod N, then it cal-
culates 57 = 79 - (13 - skg(‘g?’))h(m""’?) mod N.
Finally, the produced signature on m is sigp =

(817 52, 83)'

Re-signature(m, siga, IDa,7ka—p) : Given
the delegatee Alice’s signature sigq = (04, RA)
of message m and Alice’s identity I D4, the
proxy utilizes its re-signing key rk4_,p to cal-
culate as below:

1. Firstly, it verifies the validity of sigqs =
(04, RA).

2. If the equation 63 = Ry - H(ID 4)"m:F%)
holds, then the re-signature is

sigg = (s1,52,53)

= (5.24 ’ (rk?‘l—)B)h(m’RA)v R1247 T1144>B)

h T m
= (RA ' (7 ’ SkB( ))h( 7RA)7R1247T2—>B)
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e Verify(m, sig;): Given a signature sig; where
i € {A, B}, its verification is divided into two
cases:

1. if signature sig; = siga, then the verifier
computes

0% = Ry - H(ID )" B

If it holds, then it means that sig; is a valid
signature, otherwise, output invalid.

2. if signature sig; = sigp, then the verifier
computes

S% = S9 (83 . H(I.DB)h(SS))h(m’SZ)

If it holds, then it means that sig; is a valid
signature, otherwise, output invalid.

Correctness: For the improved method, it is eas-
ily demonstrated to be correct since

sg - (s3 - H(IDB)h(S3))h(m752)
= RY- (7% H(IDp)"0)h(mB3)
— (RA X ('Y . 8k%(72))h(m,R?4))2
= (s1)°

It means that a genuinely signed proxy re-
signature must satisfy the above verification equation-
s. Thus, our improved method is valid.

6 Conclusion

Pairing operation is an expensive operator in ECC.
To avoid pairing operator in protocol, Wang et al.
brought forward two efficient ID-PRS schemes with-
out pairing based integer factorization problem, and
declared that their schemes were EUF-CID-MA in the
ROM. In this investigation, we analyze the security of
their schemes and find that their two schemes are in-
secure. They suffer from universal forgeability attack.
After the detailed attacks are executed, we also dis-
cuss an improve method.
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