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Abstract: - This paper proposes an airborne self-deception jammer (ASDJ) model based on chaotic algorithm
and random sub-nyquist sampling (CA/RSN), this jammer generates false targets with finer resolution and
different power using logistic map, these false targets retains the information of the airborne platform and their
power level varies around the real platform echo power, the random sub-nyquist sampling greatly reduces the
demand on sampling rate and processing speed, then a false scene at different ranges and power levels are
created on the victim radar scope to provide an effective protection for the airborne platform from the ground
radars and missile stations, the simulation was done on a model of Yake-42 plane to validate the effectiveness

of the proposed jamming model.
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1 Introduction

The principle that says “the best way for defense is
attacking” can be realized in communication
systems, the great development in using air frames,
such as (airborne radars, UAVs) for targets
detection in both military and surveillance
applications, attracts the researchers to support these
air frames by robust means of immunity against the
electronic counter measurements (ECM), and from
being detected by the ground radars or attacked by
surface to air missiles( SAM), the electronic
counter-counter measurements (ECCM) introduces
the ability of anti-jamming and clutter rejection
using deferent techniques, such as space-time
adaptive processing (STAP), from these points of
view, this paper proposes an airborne self-deception
jammer (ASDJ) model for countering the threats of
the ground radars and missile stations against the
airborne radar.

With the capability of high speed sampling and
replication of the wideband radar signals, the DRFM
is widely used in the active coherent jamming [8] —
[12], and the scatter- wave jamming (SWJ) for
countering SAR. Deception jammer generation is an
application of the digital radio frequency memory
(DREFM), it can analyze the parameters of the
intercepted radar signals rapidly, and produce
jamming signal rapidly and repeat it in current radar
repetition interval to form high fidelity track
jamming [7].

For the SWJ, first, the intercepted radar signals
are sampled and stored by the jammer which is
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spatially separated with the radar. After that, the
jamming signal formed by retransmitting all the
samples to the moving target. Second, the jamming

signal is modulated and scattered by the target.
The scattering wave (i.e. jamming signal) including
the reflectivity function of the target arrives at the
radar receiver and is finally collected by it.

All transmitted pulses are similarly sampled,
retransmitted, scattered at different aspects caused
by the relative motion of target and finally recorded
by the radar receiver to form a two-dimensional
(2D) matrix, which is the number of range cells
against the number of pulses, in each pulse
repetition interval (PRI). Finally a number of false
targets will be generated on the radar display; the
great advance in modern radar systems increases the
capability of identifying the true targets.

There are some literatures works that proposes
jamming model on fighter planes for protecting the
target from being engaged from the enemy’s
missiles. The typical self-protection jammer is the
ALQ-122 deceptive radar jammer, which was used
on the B-52 and E-3 aircraft, coupled with
AN/ALT-16 power amplifiers, to generate false
targets, complements ALQ-155/ALT-28 noise
jammers against CW radar, and chaff (electronic
warfare) [24], but for the case of airborne radar, no
references tried to support it by jamming source as a
way for immunity, recently references [30, 29, 16]
proposed a model for countering bistatic ground
ISAR from a ground jammer source based on sub-
nyquist sampling, that greatly reduced the demands
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on sampling rate, processing time, but the
probability of radar detection to detect the true
target still high.

In this paper a new model for countering ground
radars from airborne jammer source attached to
airborne radar ASDJ was proposed, this model
based on using random sub-nyquist sampling (RSN)
interval, and chaotic algorithm (CA) to generate a
number of false targets at random ranges and with
different power, these power values is changing
around the true target (airborne radar) echo power,
this will increase the false targets influence on the
ground radar, that will decrease the ground radar
probability of detection for the true target.

The second section discuss the signal model and
the model geometry, the third section demonstrates
the random sub-nyquist sampling theorem, and
chaotic algorithm, the section three shows the
simulation results and validation, finally section five
concludes the proposed model.

2 Model geometry and signal model
Jammer source is supposed to be placed on airborne
radar, and the victim is ground monostatic radar.
The airborne radar is embedded on the coordinates
xoy, the origin point o is the center of the airborne
radar, the radar motion is described by the circular
motion and its rotational rate is defined as w,
because the jammer source is on the airborne radar
so the distance between the airborne radar and the
ground monostatic radar Ry is equal to the distance
between the jammer source and the radar and equals
Ry, the airborne radar has N scatterer points and the
position of each point is (x;,y;), and the angle
between any scatterer point and x axis is 0; (rad/s),
the geometry of the airborne radar carrying
deception jammer source and the monostatic radar is
illustrated on Fig. 1.

Suppose that the monostatic radar transmit linear
frequency modulated (LFM) signal with central
frequency f,, the pulse width is z, and the chirp rate
is I, the signal formulation is as follows [29],

Se(ty ts) = rect (%f) .exp (j2n (fot + gtfz)), (1)

where S; is the monostatic radar transmitted signal,
tr is the fast time, t, is the slow time, ¢ = (t; + tg))
is the total time, and,

rect (%f) = {1 if |t7f| <05

0 otherwise

)
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The transmitted signal will be modulated and
scattered by the airborne radar (the target of the
monostatic radar), the scattered signals will then
collected by the monostatic radar receiver, these
signals will be stored in two dimensional matrix, we
supposed that the airborne radar is moving with a
circular motion its rotational rate is w, considering
the scattering center of the airborne radar is at
i(x,y), so that the received signal by the monostatic
radar receiver will be as follows,

ylr

w
T

(Xp, Yi)
ohebl

e ~
_— ’ rd
X

¢ targets

5. +5;

adar Seree

’/

\ Ground radar True target

Fig. 1. The geometry of the ground monostatic
radar, and the jammer sodurce on board of airborne
radar

Se(tr ts) =
Zl 1 alrect( A ) exp (]27‘[ (fo ((tf
At) +t5) + 5 (¢ - At)z)),

where S, is the received signal from the target
(airborne radar), o; is the scattering coefficient, and

3)

2(R,. +xsin@; + ycoso;
At: ( T L y l)’ (4)

\'%

where (xsin@; + ycos6;) is the vector from the
origin point o to the scatterer point i, v is the speed
of the EM waves.

3 Proposed  model

analysis
Fig. 2 displays the block diagram of the proposed
ASDJ model, it shows the signal trajectory starting

performance
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from the ground radar that sends its transmitted
signal S(t) to the airborne target that receives the
signal S,.(t), and start the sampling process using
the random sub-Nyquist sampling signal X(t;) that
was generated using local oscillator, the sampled
signal passes through DAC, the output of the DRFM
process is the deceptive jamming signal Sp; carrying
the information of the real target, this signal will be
amplified using power amplifier, this amplifier
output will be multiplied by random number
sequence that was generated using the chaotic
algorithm (logistic map), and then the amplifier
output will be transmitted again towards the radar.

3.1 Random sub-nyquist sampling

The nyquist sampling theorem  provides
a prescription for the nominal sampling interval
required to avoid aliasing. The sampling frequency
should be at least twice the highest frequency
contained in the signal, so the mathematical form of
this theory is [16]:

Soilt)

LA

S,01) 1

Airborne jammer
receive the signal

51

Si()

1 | ADC | 1
: Local oscillator generates random 1
| Sub-Nyquist Sampling signal :
- 2Ts/Te

1 ) 1
: X(ty) = ,,_Zm Z; Gty —nTes) High speed % :
. L dual port [+ g |,
1 Tys = kT = mMemory 8 I
1 Te 1
1 1
1 T, =— 1
1 1
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1 1

1

1
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| DRFM !
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Fig. 2. The proposed model ASDJ block diagram.
f:? 2 ZfC) (5)

where f; is the sampling frequency, and f. is the
maximum frequency in the signal that will be
sampled. In practice, fast sampling of wideband RF
signal and real time processing of vast data have
rigorous requirement on hardware, sometimes
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indeed can’t realize. In order to solve this problem,
we use the random sub-nyquist sampling theorem,
the sampling signal is composed of a set of impulse
trains with period T.s which is much larger than the
nyquist sampling period Ty, while the monostatic
radar sends the transmitted signal towards the target
(airborne radar), the deception jammer receiver
receives this signal and start sampling at the fast
time, the random sub-nyquist sampling signal can be
written as [30]:

X(tf) = Z S(tf - nTrs)v

n=-—oo

(6)

where n is the number of samples, and its frequency
spectrum [30] after applying Fourier series is:

[oe]

XU = frs ). exp(—j2mnfs),

n=—oo

()

where f,. is the random sampling frequency. After
sampling the received signal by the jammer using
sub-nyquist sampling, the replica of the intercepted
radar signals, S; (¢, ts) is obtained with a delay time
to consequently generate a sequence of Chirp
pulses. Each pulse has the same time frequency
property as radar echoes, accordingly the same
processing gain in signal process, it is consistent
with the range profile mechanism of multi scattering
center target [30]. And these pulses will be
amplified by the power amplifier. So the jammer
signal before amplifying can be represented as:

Spy(tr t5)
N
tr — Atl) (ts)
= rect (L———).rect (=).X(t;).
;Glrec ( - rec TD (f)
exp <j2n (fo ((tf — Aty) + ts)

r
+3 (¢t — At1)2>>, (8)

where Tp is a short duration time for observation,

_ 2(R; +xsinb; + ycosb,;)

At
! c

)

because Rg = R, s0 At;= At.

These jamming signals in addition to the true
target signal will be received by the monostatic
ground radar receiver, these data will be stored in
2D matrix, and then applying range compression
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using matched filter to achieve high resolution range
profile, the signal will be in the following form,

t
Spy(r,ts) = Z oifst.rect (T—S)

D

) ZB( Aty nfsc>

sinc C T o o))
, foAt1)
—j2m—— 10

eXp< jim——), (10)

where r is the range cell, and B is the bandwidth of
the transmitted signal. The Doppler frequency for
position i(x,y) in the jamming signal is as follows
[31, p

. 1.d Aty
applying the Fast Fourier Transform (FFT) in the
slow time domain, the false target signal at the range
Doppler domain has been deduced as follow,

Sipr(r, f) =§: i oifstTp.

i=1n=-oo
sinc @ (r - & - TLfSC)
c 2c 2r))
sine (To(f ~ /o)), (12)

where f is the Doppler frequency.

From (12), a set of false target signals are induced
along the down range direction in the Range
Doppler plane, each n represents a false target signal
due to i scatterrer point of the target, and this signal
will appear in many range cells, these false target
signals is a replica of the real target signal and
distributed in different range cells, so that for the
monostatic radar it’s hard to take the engagement
decision with the real target [3].

3.2 Chaotic algorithm

Among the various nonlinear considered chaotic
mappings, the most famous is the so-called logistic
map, which is the most famous example of 1-D
chaotic maps.

X141 = (1 —xp),
0<pu<land 0<pu<4 (13)

where u is the bifurcation parameter and x; is the
initial condition of the map. In this map, the next
state x;,., of the chaotic system is fully described
only by the present state x;. The logistic-map
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behaves mostly chaotic when 3.57 <y <4 so by
adopting and controlling the logistic-map initial
conditions parameters (u and x;) we can take full
advantages of the Logistic mapping to generate
a chaotic pseudo random sequence that can be used
as a chaotic pseudo random generator (CPRG).
These resulting pseudo-random sequences are very
irregular and unpredictable (the more unpredictable,
the closer to random). We also note that any small
change in the initial condition yields to
a significantly different sequence of random
numbers that for a very little shift in the bifurcation
parameter it gives a totally different random
sequence, the logistic random number generator is
infinite, aperiodic and not correlated.

We should first generate a random vector from
the logistic-map for a given data block length N and
certain bifurcation (u) and initial value x, parameter
as.

X1 = px (1 —xp),

1=012,..,N—1 (14)

The next step is that we need to convert this
random vector into a random numbers sequence as.
[20]

R; = Ax;(mod 6) (15)

where R; € Z* and 6 and A are selected constants.

For example, if A=107, x,=03,08=

256 and u = 3.9, then from (14) we have,
x1 = uxo(1 —x9) =39 (1-0.3)=0.819

x, = 3.9 % 0.819(1 — 0.819) = 0.5781321

R, = Ax;(mod 6) = 107 * 0.819(mod 256) = 48
R, = 107 * 0.5781321(mod 256) = 73
(16)

In our algorithm, we convert the logistic random
vector to a random numbers by very simple criteria
by sorting this random vector in ascending way then
we take the actual position of this sequence.

This random number will be multiplied by the
amplifier output to get the jamming signals with
different amplitudes according to this random
number generated from logistic map. The CPRG
sequence randomness is shown in Fig. 3 which
indicates that this interleaved sequence combines
a good randomness characteristic in addition to its
secured chaotic behavior.
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3.3 False target signals generation conditions

The interval between two adjacent false target
signals from the same scatterer point [15] is given

by

A_l
"=or

(17)

100

80

60+

10k -

Output sequence

20 °

* L L 1 1
0 20 40 60 80
Ordinal index

100

Fig. 3. CPRG Sequences Randomness for N = 100
bits, u=3.99, and x, = 0.03.

From (17) we can see that Ar is proportional to the
sampling frequency f; when T is constant. In order
to calculate the maximum number of false target
signals that can be generated, the sampling
frequency f; should satisfy a good resolution
between two adjacent false target signals, consider
a target takes up d,- in the down-range direction in
order to obtain a good resolution of the two adjacent
false-target signals [15], Ar should satisfy that

cfs
= >
Ar=—2>dy, (18)
or,
<
TS5 19

Otherwise the false target signals will interact each
other’s, if the signal plane occupies d;_,q, along
the down-range direction, so that the maximum
number of false targets [15] is given as

2I'T,
max — Tdr—maxJ +1, (20)
2IT,

2I'T.
where lT dr—maxJ > Tsdr—max
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3.4 Probability of detection for the monostatic
radar

For the ground monostatic radar, the detection
probability can be obtained from the probability of
detection theory as [16]

P, = fT mp(v) dv, (25)

where P(v) is the probability density of the power
of IF target signal plus noise and T is the threshold
level for the case of nonflactuating target model,
with individual pulse detection, the P(v) is

1 -V
Pv) = 1+sNR E*P [1+SNR] ! (26)
so detection probability P, of the real target is:
Py = [ T 27
@ = P11 SNR @7)

In order to calculate the root mean square error
RMSE for the results as a relation with SNR, it can
be calculated from:

Ar

J2(SNR)

_ Cc
ZB\/Z (SNRsub—nyquest)

RMSEsub—nyquest =

(28)

4 Simulation and Results
In order to validate the proposed ASDJ model we
suppose that the Yake-42 plane is the airborne
model that carries the ASDJ, we will simulate the
detection of this model from the ground monostatic
radar using regular detection but under the
deception jamming effect, it has 330 scatterer
points, it occupies 35m down range and 30m cross
range, the radar operating frequency is 10GHz, the
transmitted signal is LFM signal with 100ps, the
bandwidth is 1GHz, number of transmitted pulses
are 512pulse, the monostatic radar receiver contains
1024 down range cells, 512 cross range cells,
PRF1kHz, the vrange resolution 0.15m, the
transmitted radar power 1kW, the jammer
transmitted power 360W, maximum range 600km,
the radar antenna gain is 30dB, and the jammer
antenna gain is 30dB.

We supposed that the ground monostatic radar
transmits LFM signal towards the airborne jammer,
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the airborne jammer receiver receive this signal and
start sampling it at the Sub-Nyquist rate 4MHz, then
modulate these samples and convert to continuous
signal again, the constructed jamming signal are
transmitted toward the ground radar, this jamming
signal are shifted in time with the radar received
signal, this shift in time will be translated in range
shift, by decreasing the sampling frequency, at
constant chirp rate I, and constant d,_,,qx
Fig. 4(a) shows that under sampling frequency
2MHz we can get 6 false targets, Fig. 4(b) we use
sampling frequency 4MHz to generate 5 false
targets, the real target range in Fig. 4. is 170km, we
can see that in all cases the real target power is
lower than the false targets power to satisfy
a valuable deception jammer, and to validate the
power requirement condition in (24), all these
results was done without using chaotic algorithm
and with a fixed sub-nyquist rate, Fig. 5 shows the
echo signal received by the ground radar after
applying the chaotic algorithm and using random
sub-nyquist sampling, from this figure we find that
the probability of miss was increased so that the
ground radar cannot detect the real target from the
received signal.

In our simulation Tg was chosen to give a good
resolution between false targets so we take
Ts = 0.43us according to (19), to make sure for this
condition we can see that for maximum false targets
number (6 targets), the Tg = 0.5us, = 0.43us, so
we got a high resolution between false targets with
maximum number of false targets.

The received echoes from the real target (the
desired signal) and the noise will also be received
by the monostatic radar. To validate the
performance of the jamming, we add the desired
signal and the Gaussian distributed complex noise
into the jamming signal (the unwanted signal).
Suppose that the desired signal and the unwanted
one combined with the Gaussian noise are processed
by monostatic radar signal processor
simultaneously.

The simulation results at three different cases
(regular sampling, Nyquist sampling, and Sub-
Nyquist sampling) at SNR= 5 are shown in Fig. 6,
from this figure we can find that the probability of
error (1-probability of detection) in case of Sub-
Nyquist case is 0.9, in case of Nyquist sampling is
0.75, and in case of regular sampling is 0.23, so that
the monostatic radar has a highest probability of
error in case of the proposed model (lowest
probability of detection).
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Proportional with the SNR, Fig. 7. Shows that
the RMSE for the Sub-Nyquist rate is the least
RMSE compared with the RMSE in case of regular
sampling and Nyquist sampling.

107

Random Sub-Nyquist/Chaotic
Sub-Nyquist Sampling

SNR in dB

Fig. 7. The RMSE as a relation of SNR at different
cases.

5 Conclusion

The main contribution for this paper is to propose an
ASDJ, by using DRFM based on Random Sub-
Nyquist sampling theory and chaotic algorithm, the
simulation results showed that the number of false
targets increased by decreasing the sampling
frequency, in the same time the resolution between
the false targets was calculated and adjusted to the
optimum value in order to be not detected by the
monostatic radar, using the Chaotic algorithm
provided more effectiveness to the false targets
signals by generating different amplitudes, and also
the random sub-nyquist sampling make the interval
between false targets different that increases the
probability of error for the ground monostatic radar,
finally the RMSE for the proposed model is the
lowest compared with other classical methods.
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