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Abstract: - (MANET) Mobile Ad hoc Network is a collection of wireless infrastructure less network.
The topology of the network changes continuously. Due to the dynamic structure of MANETS, they are
prone to various types of attacks. The traditional security solutions for MANETSs are inadequate, hence
security should be maintained at all the levels. To enhance security various schemes have been proposed. In
this article the security is provided by two schemes namely the elliptic curve cryptography and the digital
signature algorithm. Various points are generated from the elliptic curve of prime field and a point is chosen
at random as a secret key. The public key generation centre forms the secured channel for transmitting the
secret key to all the users in the MANET. Now the secret key to be shared is encrypted using the RSA
algorithm. The keys before sending and receiving must be signed by the sender and verified by the receiver
thereby authenticating each other. The encrypted secret key is concatenated along with the signature pair key
and is sent through the secured channel. Thus the security is enhanced at various levels which prevent strong
malicious attacks.

Key-Words: - HADS (Hash Asymmetric Digital Signature), ECC (Elliptic Curve Cryptography), DSA
(Digital Signature Algorithm), BHA (black hole Attack).

1 Introduction Shamir’s (t,n) threshold cryptography [2]. In this
MANET (Mobile Ad hoc Network) is a wireless article, to enhance security for routing, ECC along
infra-structure less network. It is dynamic in with hashing function, DSA, and RSA are
structure which changes its topology frequently implemented instead of using IBE as mentioned in
according to its needs. Thus it is prone to various [2]. The paper [18] has implemented NRMT
types of attacks. The attacks in MANETS are due to (Neighborhood Route Monitoring Table) algorithm
their open medium, absence of fixed or central that does not compare with any other secured
structure,  dynamically  changing  topology, protocol. Our results are compared with the NRMT
constrained capability etc. Security goals such as protocol [18] in the presence of black hole attack.
integrity, authenticity, non-repudiation, privacy etc., Our results show better performance in terms of

have to be considered in MANETS [1]. This can be packet delivery ratio, end to end delay and
achieved only by using a secured channel between overhead.
the sender and the receiver. Hence forward secrecy

and backward secrecy has to be maintained. 2 Related Works

Forward secrecy is nothing but when the member Wan An Xiong, et, al [2] [2011] discusses about
leaves the group, the member should not hear Elliptic curve Cryptography, Identity based
further conversations in the group. Similarly Cryptography and Shamirs (t,n) threshold
backward secrecy refers to that when a new member cryptograpy. Nonlinear pair computation is applied
joins the group, the member should not be able to to realise secure key management and
access the previous conversations in that group [1]. communication. Shamirs (t,n) threshold
Many encryption and key sharing techniques are cryptography is used to build three level security in
implemented in MANETSs. The levels in nodes and ad hoc network. This scheme can be applied to
the secured channel for key exchange are formed by dynamic toplogy and different sizes of ad hoc
using ECC, IBE (Identity Based Encryption) and network. This scheme does not require any
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certificate management. It can get a high security
with few traffic and computation. It does not give
any simulation proofs. Also the three level topology
can be replaced by SRT [17] that uses simple
topology with reduced overhead.

Maria Celestin Vigila S, et, al [3] [2009]
discusses the implementation of text based Elliptic
Curve Cryptosystem. Each character in the message
is represented by its ASCII value. Each of these
ASCII value is transformed into an affine point on
the EC, by using a starting point called Pm.
Transformation of the plaintext ASCII value by
using an affine point is one of the contributions of
this work. The purpose of this transformation is two
folds. Firstly a single digit ASCII integer of the
character is converted into a set of co-ordinates to
fit the EC. Secondly the transformation introduces
non-linearity in the character thereby completely
camouflaging its identity. This transformed
character of the message is encrypted by the ECC
technique. Decryption of ECC encrypted message is
itself quite a formidable task, unless we have
knowledge about the private key 'nB' ,the secret
integer 'k' and the affine point Pm. These
advantages are particularly  beneficial in
applications where bandwidths, processing capacity,
power availability or storage are constrained. Such
applications include chip cards, electronic
commerce, web servers and cellular telephones.
One of the applications that the ECC can be used
for is encryption of large image files. The selection
of the primes and the faster multiplication and
doubling algorithms are the focus of research, the
image encryption using ECC is completely a new
domain and has tremendous scope of research.

Durgesh Wadbude, et al, [4] [2012] proposes an
approach that uses improved security mechanisms
to introduce in the proposed techniques so that it
satisfies the main security requirement and
guarantees the discovery of a correct and secure
route. The security mechanisms that the protocol
uses are the hash chain, digital signature and the
Protocol Enforcement Mechanism. The
performances of these two protocols (SAODV and
ARAN) were tested in simulation and their
communication costs were measured using the NS-2
simulator, which is suitable for the present purpose.
The evaluation metrics used are overhead and end
to end delay. In proposed scheme along with digital
signature and hash chain ECC points are used for
generation of secret key

Prakash Kuppuswamy, et al, [5] [2012]
proposes method of Digital Signature Scheme based
on the linear block cipher or Hill cipher. It is
basically symmetric key algorithm. Digital
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Signatures can provide added assurances of the
evidence to identity, and status of an electronic
document as well as acknowledging informed
consent and approval by a signatory. But this
method is a conventional method

Bin Sun et al, (2009) [6] analyses three layered
key management architectures to Mobile Ad hoc
networks (MANET) with three-layered virtual
infrastructure. Two kinds of three layered key
management architectures are introduced. The
communication efficiency of them has been
analysed. It also shows that the communication cost
of the three-layered key management schemes is
always smaller than that of the two layered ones.
These two conditions can be used to optimize the
MANET virtual infrastructure protocol. It also
shows that the communication cost of the three-
layered key management schemes is always smaller
than that of the two-layered ones.

Fiat A et al, (1999) [7] proved the signature and
identification scheme which enables the user to
prove the identity and the authenticity of the
message to other users without shared or public
keys. This scheme is secure against any known or
chosen message attack. It is very simple and secure
and it is suited for microprocessor devices.

Menezes A et al, (1991) [8] analyses the
reduction of the elliptic curve logarithm problem to
the logarithm problem in the multiplicative group of
an extension of the underlying finite field.

Haiyun Luo et al, (2004) [10] analyses ticket
certification services through multiple node
consensus and fully localized instantiation. It uses
tickets to identify and grant network access to well-
behaving nodes. In URSA, no single node
monopolizes the access decision or is completely
trusted. Instead, multiple nodes jointly monitor a
local node and certify its ticket. Experimental and
simulation results are analyzed for various
parameters.

Jin-Hua Hong et al, (2009) [12] implements
Elliptic Curve Cryptography on GF (2'®) using
polynomial at the base. The encryption and
decryption is implemented on the ECC chip, which
needs fast operation and low hardware resources.

Gaga deep et al, (2012) [13] and Nishu Garg et
al, (2009) [9] focuses the various types of attacks on
various layers under protocol stack. Different types
of attacker attempts different approaches to
decrease the network performance, throughput. In
this paper the principal focus is on routing and
security issues associated with mobile ad hoc
networks which are required in order to provide
secure communication. On the basis of the nature of
attack interaction, the attacks against MANET may
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be classified into active and passive attacks.
Attackers against a network can be classified into
two groups: insider and outsider. Whereas an
outsider attacker is not a legitimate user of the
network, an insider attacker is an authorized node
and a part of the routing mechanism on MANETS.
Himadri Nath Sahaet al, (2011) [14] proposes a
protocol for detecting flooding, black hole, gray
hole and blackmail attacks and taking measures
against the nodes committing them. This scheme is
based on a concept of an underlying backbone
network of administrator nodes that we assume to
be trustworthy and honest throughout. These
administrators have greater transmission and
reception range than the general nodes in the
MANET and have the power to take corrective
actions on the basis of the reports sent by the other
nodes. The association of these administrator nodes
is dynamically increased to ensure better network
coverage by upgrading certain general nodes to
become administrators subject to certain constraints
such as the transmission and reception range and the
performance over a sufficiently large period of time.
Mamatha G.S, et al, (2010) [15] implements the
identification and prevention of malicious nodes
launching packet dropping and message tampering
attacks, using a semantic security mechanism. This
security scheme is highly impossible to break,
thereby making it a highly secured approach. The
evaluation results demonstrate that the approach
effectively detects and prevents such nodes and
links in networking sessions.
All the above schemes provides security for the
network, but the proposed scheme enhances the
security to a higher level by introducing ECC for
key generation, RSA for encryption and decryption,
and digital signature scheme with hash function for
securely transferring the key to the users in the
network with reasonable overhead.

3 Proposed Security and Key

Management Scheme
This article uses EC points for choosing the secret
key, and then Lagrange interpolation for sharing the
secret key.

3.1 Elliptic Curve Cryptography

Elliptic curve cryptography (ECC) is an approach to
public-key cryptography based on the algebraic
structure of elliptic curves over finite fields [1].
Elliptic curves are always cubic. ECC is defined
over the elliptic curve
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y*mod p = (x3 + ax + b)modp
Where(4a3 + 27b3)m0d p#0

(1

For two distinct points P= (x,, y,) and Q= (Xg, Yq)
that are non-negatives of each other, the slope of
the line / that joins them is given below [10]
A= Yo~ Vp

X, =X,

2

There is exactly one other point where /
intersects the elliptic curve, and that is the
negative of the sum of P and Q. After some
algebraic manipulation the sum R=P+Q is given

by,

2
3x° +a
X, =|———| —2x, 3)
2y,
3 +a)
x +a
and y =|—2 X —Xx, )- 4
yr[zpr(p ) Y, 4)
The point can be able to be added itself by
considering P+P=2P=R. Wheny  # 0, the
expressions are,
A2
x, =A—-x,-x, 5)
v, ==y, +Al, -x) (©)

A key exchange between users A and B can be
accomplished as follows,
Stepl: A selects an integer nA less than n. This is
A’s private key. A then generates a public key
PA,=nA*G; the public key is a point Eqn (a, b).
Step2: B similarly selects a private key nB and
computes a public key Pg.
It obtains the secret key K=nA4*P; B generates
the secret key K=nB*P,
Similarly the encryption and decryption can be
obtained by the following

An encryption/decryption system requires a
point G and an elliptic group Eqn (a,b) as
parameters. Each user A selects a private key n4
and generates public key P,=n4 *G. To encrypt
and send a message P, to B, A chooses random
positive integer k and produces the cipher text Cm
consisting of the pair of  points.

C,=kG,P, + kP, (7)
To decrypt the cipher text, B multiplies the first

point in the pair by B’s secret key and subtracts
the result from the second point.
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A has masked the message P, by adding Py to
it. No one except A knows the value of &, so even
though Pj is a public key, nobody can remove the
mask kPs. However, A also includes a “clue”,
which is enough to remove the mask if one
knows the private key nB. For an attacker to
recover the message, the attacker would have to
compute k given G and kG, which is assumed
hard in elliptic curve cryptography [1].

3.1.1 Lagrange Interpolation Formula

The secret key is shared among the users by using
the Lagrange interpolation formula [3]. It is the
N™ degree polynomial approximation formula to
the function f{x) and the N" degree polynomial
approximation passing through (N+1) points. The
coefficients of an unknown polynomial f(x) of
degree less than ¢, defined by points (x;y,), 1<i<e,
are given by the Lagrange interpolation formula

1=y [ 9)

= 1;_1gtxi —X;
J#i

Since f(0)=a,=S, the shared secret may be
expressed as:

! —-X
— — J
§ = ZCi.yi, where ¢, = H

I=1 1<j<iXy T X

(10)

Each group member may compute S as a linear
combination of ¢ shares y;. Since the ¢; are non-
secret constants. It means that for a fixed group of
t, users may be pre-computed. So the secret key is
shared among the users by computing the values
of f(0), f(1)./(2) etc..

An elliptic curve is chosen and various
points are generated from the curve. A secret key
is chosen and it is shared among the users by
using the generated points of the elliptic curve.
The secret key can be retrieved if there is no
intruder between the users. The key shared
among the users has to be encrypted while
transmitting at the sender end and the receiver
retrieves it using the Lagrange interpolation
formula. Thus the secret key is shared among the
users.

3.2 Secured Channel in MANET.

The key generated using ECC is now shared
among the users through a secured channel.
Hence for this purpose Hash algorithm,
encryption and decryption using RSA and Digital
signature scheme are used. This scheme is called
HADS scheme that enhances security.
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3.2.1 Hashing Algorithm

The MD5 message-digest algorithm is a widely
used cryptographic hash function that produces a
128-bit (16-byte) hash value. An MD5 hash is
typically expressed as a hexadecimal number, 32
digits long. MDS5 processes a variable-length
message into a fixed-length output of 128 bits.
The input message is broken up into chunks of
512-bit blocks (sixteen 32-bit words); the
message is padded so that its length is divisible
by 512 [1].

The public key generation center forms the
secured channel in the MANET.
Ppkg - Public key of the public key generation
center.
Spxg - Private Key of the public key generation
center.
G - Generator from the elliptic curve.
PpkG = Spra x G
A-user or node A, B-user or node B
When a set of nodes are ready to form a MANET,
they authenticate and communicate with each
other with the help of public key and private key.
Let us consider that node A wants to
communicate with the node B.

The public key of node A can be calculated by
the formula Qx=h, (ID4) where,

Qa - public key of A
ID, - identity of node A
hy - hash function

The private key if A can be calculated as
Sa= Spkg X Qa
Sa -private key of A

The sender calculates the following, to send the
secret key through the secured channel.
It randomly selects a point x4 from the elliptic
curve and then selects a key from the elliptic
curve as K= (Xq, ¥q)

K, - secret key

(Xq, ¥q) - Points on the elliptic curve
Then it calculates r,= m’. The key is
concatenated with the
m - Message or Secret key
Iy - is a variable for assigning the value of m.
The message m is concatenated with the value of
1p, which is given by (r,/|m).
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3.2.2. Encryption and Decryption using RSA
The RSA scheme is a block cipher in which the
plain text and cipher text are integers between 0-
n-1 for some n. The steps for encryption and
decryption are as follows [1]

Step 1: select two prime’s p and q.

Step 2: calculate n= pxq

Step 3: calculate @ (n) = (p-1) (q-1)

Step 4: select e such that e is relatively prime to
O (n).

Step 5: calculate d such that d= mod (@ (n))

Step 6: calculate ¢ ; C=M°mod n

Step 7: calculate M = C* mod n.

Thus the obtained key is encrypted by using the
RSA algorithm to send through the channel and
finally it is digitally signed by using digital
signature algorithm which is discussed in section
below.

3.2.3 Digital Signature Scheme

A digital signature is an authentication
mechanism that enables the creator of a key to
attach a code that acts as a signature. The
signature is formed by taking the hash of the key
and encrypting the key. The signature guarantees
the source and integrity of the key. The signing of
a key is done by the private key of the user A [1].
For this purpose Elliptic Curve Digital Signature
algorithm is adopted for signing a message m by
sender S using A’s private key, Sa. In this article
the message is the secret key. So the concatenated
and encrypted messages along with the values of
r and s signature pair keys are sent through the
channel. The receiver must decrypt and de-
concatenate the message and does the verification
process. The steps are as follows.

Step 1: e=h (m)

Step 2: select a random integer k from [1 n-1]
Step 3: calculate r =x1(mod n)

Step 4: s = (1/k)(e + SA x r)(mod n).

The signature pair is (r, s). The steps of
verification for user B to authenticate user A are
as follows,

Step 1: Verify whetherr, s are in [1, n-1]

Step 2: Calculate e= hash (m)

Step 3: Calculate w=(1/s)(mod n)

Step 4: ul =e x w (mod n) & u2 =r x w (mod n)
Step 5: Calculate (x1, y1) =ulx G +u2 x QA
Step 6: The signature is valid if x1 =r (mod n).
Thus the signature is authenticated and verified.
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4 Simulation Results

Simulation is performed using NS-2 tool for the
proposed HADS algorithm in the AODV protocol
[11] with and without the presence of black hole
attack. The performance metrics such as end to
end delay, packet delivery ratio, throughput and
overhead are analyzed and obtained. The
simulation parameters are tabulated.

Tablel Simulation parameters

Simulation Time 20 minutes
Terrain Area 750X750 m*
Number of Nodes 100

Node Placement | Random

Strategy

Propagation Model Two-Ray Model
Mobility Model Random way point
Network Protocol MAC/802-11
Routing Protocol AODV

4.1 End to End Delay

End-to-end delay is defined as the time taken for a
packet to be transmitted across a network from
source to destination. It involves processing delay,
queuing delay etc. By varying the number of nodes
from 0 to 20, with the black hole attack the delay
obtained is greater. On applying the HADS scheme
in the RREQ and RREP packet of each transmission
and reception, the delay obtained is very less.
Similarly by varying the nodes to 50 and 100, the
delay obtained is less, which implies that, for any
number of nodes the delay in HADS scheme is
lesser compared to with BHA. It is observed that the
delay obtained is 68% less for 20 nodes, 60% less
for 50 nodes, and 61% less for 100 nodes. This
shows that the probability of attack is less by
applying HADS scheme which is shown in fig 4.1,
fig 4.2 and fig 4.3

Volume 13, 2014



WSEAS TRANSACTIONS on COMMUNICATIONS
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Fig.4.1 Number of nodes (20) vs. end to end delay
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Fig.4.2 Number of nodes (50) vs. end to end
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Fig.4.3 Number of nodes (100) vs. end to end
delay (milliseconds)
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4.2 Packet Delivery Ratio

Packet delivery ratio is defined as the ratio number
of packets received to the number of packets sent. If
there is a black hole attack there will be loss of
packets at each transmission and reception, hence
there will be loss of information. On applying the
HADS scheme, the information before receiving
and sending is completely authenticated and
verified. Hence there is no way of losing the
information. So the number of packets sent and
received is same without any loss. So the packet
delivery ratio is more when compared to other
schemes. By considering 20, 50, 100 nodes the
packet delivery ratio obtained is more. So for any
number of nodes the packet delivery ratio is more.
This is shown by fig 4.4, fig 4.5, and fig 4.6. It is
observed that the packet delivery ratio in the
presence of black hole attack is less. After applying
the HADS scheme the packet delivery ratio is
increased by 20 % for 20 nodes, 21 % for 50 nodes
and 21% for 100 nodes. This shows that HADS
scheme eliminates the black hole attack.

NUMBRER OF NODES WS PACKET DELIVERY RATIO
0.9 T T T T T

—e— WITHOUT BHA

—&—HADS
085  —gm wiTH BHA
0.8 /
075t "
Dy‘!______——‘—'__

0Bar

PACKET DELIVERY RATIO

DBF

0. 1 I 1 I I I I I I
1} 2 4 & ] 0 12 14 16 1a il

NUMBER OF NODES

Fig. 4.4 Number of nodes (20) vs. packet
delivery ratio
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Fig. 4.5 Number of nodes (50) vs. packet
delivery ratio
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Fig. 4.6 Number of nodes (100) vs. packet
delivery ratio

4.3 Overhead

Overhead is the amount of resources lost in the
network and due to the computational complexities.
In the presence of black hole attack the overhead is
more. But in HADS scheme though mathematical
computations are included in HADS scheme
overhead is reduced and is lesser compared to with
BHA. On varying the number of nodes 20, 50 and
100, the overhead is obtained as 10%, 11 %, 10%
lesser compared to with BHA. This is shown in the
figures 4.7, 4.8, and 4.9
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Fig. 4.7 Number of nodes (20) vs. overhead

NUMBRER OF NODES WS OWERHEAD
26 T T T T T
=—&—"y[THOUT BHA

9 4| =—S—HADS
—8—"W/ITH BHA

OWERHEAD

I I I
10 18 20 25 30 35 40 45 a0
MUMBER OF MODES

Fig. 4.8 Number of nodes (50) vs. overhead
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Fig 4.9 Number of nodes (100) vs. overhead
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4.4 Throughput

The number of attackers is increased in each
stage and the throughput and delay are analysed.
Throughput is calculated as the ratio of the output
in bits to the difference in time of the first packet
sent and the last packet received. It is measured in
bits per second. On applying the HADS scheme
the throughput obtained is greater and the delay
obtained is comparatively less. This can be
shown in the fig 4.10 and fig 4.11. From the
simulation results it is observed that throughput
with HADS increases by 10%, delay decreases by
20% by increasing the number of attackers.
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Fig.4.10Number of attacker’s vs. throughput
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Fig 4.11 Number of attackers vs. end to end
delay (millisecond)
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4.5 Node speed vs. Delay, Packet Delivery
Ratio and Throughput

The node speed is varied from 0 to 50 m/s and the
delay, packet delivery ratio and throughput metrics
are calculated. With HADS scheme, the black hole
attack is eliminated and the delay is thereby
decreased, the throughput and packet delivery ratio
are greater when compared to the absence of the
HADS scheme. This is shown figs 4.12, 4.13 and
4.15. The simulation results shows that delay
decreases to 50%, packet delivery ratio increases to
20% and throughput increases to 10%. Though the
node speed increases, the performance does not get
affected in HADS scheme.
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Fig 4.12 Node speed (m/s) vs. end to end delay

MODE SPEED(M/Z) VS PACKET DELIVERY RATIO

| e YYTHOUT HADS
| TH HADS

095

o
>

[}

oo

fag)
T

o
m
T

PACKET DELIVERY RATIO
[=]
o ]
= 1

=

faz)

o
T

=]
o
T
1

D 55 1 L 1 1 1 1 L ‘=
10 15 20 2 30 35 40 45 i

NODE SPEED(METERS/SECOND)

Fig 4.13 Node speed(m/s) vs packet delivery ratio
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Fig 4.14 Node speed (m/s) vs. throughput
(bits/sec)

4.6 Comparison of HADS algorithm with
NRMT for 50 nodes with and without
Black hole attack

4.6.1 Packet Delivery Ratio

The packet delivery ratio for HADS
algorithm is better than NRMT and with
BHA attack. This shows that HADS
algorithm produces better security than
NRMT.

Packet Delivery Ratio Vs Number of nodes
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Fig. 4.15 Number of nodes (50) vs. packet
delivery ratio
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4.6.2 End to end delay

The end to end delay of our proposed
algorithm HADS shown in fig 4.2 is lesser
compared with BHA attack and the NRMT
algorithm shown in figure 4.16 below. This
shows the better performance of HADS
algorithm.

Delay Vs Number of nodes

180l —&— NRMT

. . . . . ,
10 15 20 25 30 35 40 45 50
Number of nodes

Fig. 4.16 Number of nodes (50) vs. end to end
delay

4.6.3 Routing Overhead

The routing overhead of the proposed
algorithm HADS is lesser compared to
NRMT and with BHA attack. This is
mainly due to the secret key generation
using ECC in HADS scheme.

x 10* routing overhead Vs Number of nodes
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Fig. 4.17 Number of nodes (50) vs. Routing
Overhead
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S5 Conclusion

In this article the security is provided by two
schemes namely the elliptic curve cryptography
and the digital signature algorithm. Various
points are generated from the elliptic curve of
prime field and a point is chosen at random.
When a set of nodes are ready to form a
MANET, they authenticate and communicate
with each other by using the private and public
keys. The keys for the users are generated using
the elliptic curve equation. Now the secret key
to be shared is encrypted using the RSA
algorithm. The keys before sending and
receiving must be signed at the sender and
verified at the receiver. For authentication
purpose elliptic curve digital signature
algorithm is adopted. So the concatenated and
the encrypted key along with the signature pair
key are sent through the channel. The receiver
decrypts and de-concatenates the secret key and
does the wverification process. Thus a new
scheme, HADS comprises of hashing the keys
and the implementation of digital signature
algorithm for verification and authentication.
The security is thus enhanced at various levels
which prevent strong malicious attacks. In the
existing method security is obtained by identity
based scheme [2]. In this article instead of using
identity based scheme, HADS scheme is
implemented. The performances metrics such as
packet delivery ratio, end to end delay,
overhead and throughput are analysed with and
without the presence of black hole attack in the
AODYV protocol. The results are also compared
with another secured HRMT algorithm [18].
The performance metrics such as packet
delivery ratio, end to end delay, overhead and
throughput shows very good results when
compared with HRMT algorithm. This proves
that HADS scheme is highly secured.

6 Future Work

In future a trust based scheme [17] can be used,
in which the topology is simplified by allowing
only the trusted nodes to participate in the
network which reduces the number of keys used
and also the overhead. But such scheme is
necessary for high security reasons in
MANETSs. Such security system is used in
military and battle field. It is deployed for both
surveillance and combat operations and has
brought about the need for a large amount of
data transfer between command centers and the
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edge of the tactical communication network.
The technology at present demands renewed
attention owing to recent developments in radio
communications and advancements in wireless
networking.
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