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Abstract: In universal designated verifier signature scheme, signature holder can designate the signature to any
desired designated verifier. Only the designated verifier can believe that the signature holder does have a valid pub-
licly verifiable signature. Attribute based encryption is a novel public key primitive in cryptography and attribute
based signature can provide a powerful way for users to control their privacy. In this paper, we propose a threshold
attribute based universal designated verifier signature scheme whose security can be proven in the standard model.
The security of our scheme depends on the Bilinear Diffie-Hellman (BDH) assumption.
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1 Introduction

Digital signature is a mathematical scheme for
demonstrating the authenticity of a digital message or
document, which allows a user with the private key
to sign the message such that anyone who possesses
the public key can verify the authenticity message. It
was first proposed in the original paper of Diffie and
Hellman[7]. Digital signatures serve as a powerful
tool. It can be used for software distribution, financial
transactions, and in other cases where it is important
to detect forgery or tampering. However, it is unsuit-
able for some other applications where verifier does
not want other parties to present the publicly verifiable
signature, such as those associated with certificates for
hospital records, etc.

In recent years, attribute based cryptography has
received much attention from researchers as a novel
public key primitive, and many schemes have been
proposed. Attribute based encryption (ABE)[18, 8]
has a significant advantage over the traditional PKC
since it can achieve both information security and
fine-grained access control. Attribute based signa-
tures (ABS)[9, 19] scheme provides a powerful way
for user to govern their privacies. It helps to provide
fine-grained access control in anonymous authentica-
tion systems. In basic ABS, a user signs with a subset
of his attributes and the verification succeeds with any
set of attributes that has at least £ common attributes
with the signing attribute set. We call this scheme
threshold attribute-based signature (£-ABS).

In universal designated verifier signature (UDVS)
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scheme, publicly verifiable signature was given. A
signature holder can convert the publicly verifiable
signature to UDVS, which is designed to a verifier.
In this scenario, only designated verifier can be con-
vinced that the message has been signed by the signer.
However, any other third-party cannot believe UDVS
due to verifier can use his secret key to create a valid
UDVS. This UDVS signed by designated verifier is
the same as the one designated to himself. Thus, one
cannot distinguish a UDVS is created by the signature
holder or by the designated verifier himself. When the
signature holder and the signer are the same user, a
universal designated signature will form a designated
verifier signature.

In this paper, we consider threshold attribute
based universal designated verifier signature(t-
ABUDVS) scheme. Signature holder converts the
standard signature to -ABUDVS with an arbitrary
subset w; of signer attributes and subset w,, of verifier
attributes. Only when the designated verifier attribute
set has an overlap at least ¢,, with w,,, and the signature
holder claims attribute set has an overlap at least
ts with w,, designated verifier can believe that the
message has been signed by the signer.

1.1 Related Work

ABE is one of the important applications of fuzzy
identity based encryption (FIBE)[18] which can be
traced back to identity-based encryption[20, 4, 3].
In FIBE, the identity information is fuzzy related
to the biometric information used in identification.

Volume 13, 2014



WSEAS TRANSACTIONS on COMMUNICATIONS

The identity is viewed as a set of descriptive at-
tributes. When a message is encrypted with an at-
tribute set w, user with private key for the attribute
set w’ can decrypt the message if and only if w and
w’ have an overlap of at least d attributes. There are
two flavors of ABE: Ciphertext-policy attribute based
encryption(CP-ABE)[2, 6] and Key-policy attribute
based encryption(KP-ABE)[8]. In CP-ABE scheme,
ciphertext is associated with the access structure while
private key is associated with a set of attributes. In
2007, Bethencourt et al.[2] proposed the CP-ABE
scheme, in which threshold secret sharing is used to
enforce the policy during the encryption phase. KP-
ABE proceeds in the dual way, where ciphertext is as-
sociated with a set of attributes and private key is asso-
ciated with access structure. In 2008 Guo and Zeng[9]
tried to extend Identity-based signature[20, 10, 17] to
propose the ABS scheme, in which the signer is asso-
ciated with a set of attributes instead of a single iden-
tity string. Subsequently, Yang et al.[24] introduced
a new cryptographic primitive called fuzzy identity
based signature(FIBS), which is analogous to FIBE.
They also applied their construction to secure biomet-
ric authentication in [23]. Shahandashti and Safavi-
Naini[19] proposed a threshold attribute-based signa-
ture construction. Later on, Li et al.[13] proposed a
new construction of ABS supporting flexible thresh-
old predicate. Meanwhile, Khader[12] drawn an-
other concept called attribute-based group signature,
which allows a verifier to request a signature from a
member of a group who possesses certain attributes,
and the signature should prove ownership of certain
properties. Other notable ABS schemes include at-
tribute ring signature[14], and policy-based ABS in
the generic model[16].

In 2003, Steinfeld et al.[21] first introduced the
concept of the universal designated verifier signature,
in which designated verifier can verify the message
signed by the signer, but unable to convince anyone
else of this fact. Then, Steinfeld er al.[22] showed
how to obtain a universal designate verifier signature
from the classical Schnorr/RSA signature scheme.
Zhang et al.[25] proposed the first UDVS without ran-
dom oracles and Huang et al.[11] proposed a UDVS
scheme without the random oracles based on Wa-
ters’ signature scheme. Cao and Cao[5] proposed the
identity based universal designated verifier signature
scheme whose security can be proven in the standard
model under computational Diffie-Hellmen assump-
tion.

1.2  Our contributions

In this article, we define threshold attribute based
universal designated verifier signature scheme, which
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combines the functionalities of attribute-based sig-
nature and universal designated verifier signature
scheme. We then formalize the security model
of --ABUDVS and propose the construction of -
ABUDVS scheme. We prove that the proposed
scheme is secure in the standard model. The distin-
guisher D against this scheme can have non-negligible
advantage in the model of the non-transferability.

1.3 Organization

The remainder of the paper is organized as follows.
Some concepts about bilinear pairing and complex-
ity assumptions are given in Section 2. We present
the formal models in Section 3. Then security prop-
erties of t-ABUDVS are presented in Section 4. In
Section 5, we give the specific construction of the ¢-
ABUDVS scheme. We prove the security under the
standard model for ¢-ABUDVS in Section 6. Finally,
we conclude the paper with a discussion in Section 7.

2 Preliminaries

In this section, we will briefly review the properties of
bilinear map and some complexity assumptions.

2.1 Bilinear Map

Let G and G denote two cyclic groups of prime order
p with the multiplication. Let g be a generator of G
and e : G x G — G be a bilinear map with the
following properties:

1. Bilinearity: e(u®,v?) = e(u,v)®, for all u,v €

G and a,b € Zj.
2. Non-degeneracy: e(g,g) # 1.

3. Computability: There is efficient algorithm to
compute bilinearmape : G x G = Gr.

Notice that the map e is symmetric, since

e(u®,v’) = e(u,v)® = e(u’, v?).

2.2 Complexity Assumptions

The security of our scheme will be reduced to the
hard problem in which the signature is constructed.
We briefly review the definition of the bilinear Diffie-
Hellman problem.

Definition 1 Bilinear Diffie-Hellman (BDH) prob-
lem: Given g,9% g°,g° € G for some unknown
a,b, c € Z,, compute out w = e(g, 9)*¢ € Gr.

Definition 2 We say that the (e, t)-BDH assumption
holds in a group G if no algorithm running in time at
most t can solve the BDH assumption with probability
at least e.
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3 Formal Models of t-ABUDVS

In this section, we give a formal model of threshold
attribute based universal designated verifier signature
scheme. Our t-ABUDVS scheme consists of the fol-
lowing algorithms: -ABUDVS=(Setup , Extract, PS,
PV, DS, DV, Sim).

Setup: The algorithm takes as input security pa-
rameter 1* and outputs the public parameters params
of the scheme and a master key. The master entity
publishes params and keeps the master secret key.

Extract: Given an attributes set w,,, the master
secret key and the params. This algorithm generates
the private key which is associated with attributes set
wy. The PKG will use the algorithm to generate pri-
vate key in the scheme and distribute the private keys
to their respective owners.

Sign (PS): Given the public parameters params,
message m, and signers private key ds with its at-
tribute set wg, this algorithm outputs the signature o
on message m.

Public verification (PV): This algorithm takes as
input public parameters params, the attribute w’, such
that |w! Nws| > ks, the message m and a valid signa-
ture o of the message m. The algorithm outputs acc if
o is a valid signature on m and outputs rej otherwise.

Designation (DS): This algorithm takes as input
the public parameters params, designated verifier V’s
attributes set w,,, a valid signature o signed by signer
S, and outputs the designated verifier signature o,
for m.

Designated verification (DV): This algorithm
takes as input the public parameters, the designated
verifiers secret key d, , the signed message m, the
designate signature o, and the attribute set w’, and
w), such that |w) Nws| > ks and |w! N wy| > ky,
respectively, outputs the verification decision ¢ €
{acc,rej}.

Simulation (Sim): This algorithm takes as input
the public parameters, signer’s attributes set wg, the
designated verifiers secret key d,, and the message m,
output the designated verifier signature &, which des-
ignated to himself.

3.1 Consistency

In [11], Huang et al. proposed a UDVS scheme sat-
isfied three consistencies. In addition to the above
algorithms, we also require our -ABUDVS scheme
should satisfy three consistencies.

(1) PV consistency: this property requires that
standard signature produced by the sign algorithm is
accepted as a valid signature by the public verification
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algorithm, i.e:

Pr[PV (params,w,, m,
PS(params,ds,m)) = acc|] = 1.

(2) DV consistency of DS: this property requires
that DV signature produced by the DS algorithm is
accepted as a valid signature by the designated verifi-
cation algorithm, i.e:

Pr[DV (params,w’,w., d,,m,

DS (params,ws,wy,o,m)) = acc|] = 1.

(3) DV consistency of Sim : this property requires
that DV signature produced by the Sim algorithm is
accepted as a valid signature by the designated verifi-
cation algorithm, i.e:

Pr[DV (params,w’,w., d,,m,

Sim(params, ws, d,, m)) = acc] = 1.

4 Security properties of --ABUDVS

4.1 Unforgeability

We say that :-ABUDVS scheme is secure against ex-
istential forgery on adaptively choose message and
attributes set attracts, if there is no polynomial time
algorithm A has non-negligible advantage against a
challenger B in the following game.

Setup: The challenger 15 runs the Setup algorithm
to obtain both the public parameters params and the
master key. The params is given to the adversary
while the master key is kept secret from .A.

Queries: The adversary adaptively makes a num-
ber of different queries to the challenger. Each query
can be one of the following:

-Extract queries: The adversary asks for the pri-
vate key of the attribute set w,,. The adversary re-
sponds by running the Extract algorithm. B returns
the private key to the adversary.

-Sign queries: The adversary asks for the private
key of the attribute set w,, on m. B return a signature
which is obtained by running Sign algorithm.

-Designation queries: The adversary asks for the
designation verifier signature which is generated by
the Designation algorithm and the message m under
the attribute set (ws,w,), Where wy is the signers at-
tributes set and w,, is the verifiers attributes set. Firstly,
B runs the Sign algorithm to generate the standard
signature o on m. Then B runs the Designation al-
gorithm to generate the universal designated verifier
signature og,. Finally, B returns the oy, to A as the
answer.
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-Simulation queries: A can ask the designated
verifier signature o4, which is generated by the Sim-
ulation algorithm and the message m under the at-
tributes set (ws, w, ), where wy is the signers attributes
set and w,, is the verifiers attributes set chosen by A. B
runs the Simulation algorithm to obtain the designed
verifier signature G, which is returned to A as the
answer to response the query.

-Designated verification queries: A can ask
whether the universal designated verifier signature o,
under the attributes set (ws, wy) is valid. The attributes
set (w's,w’,) was chosen by A. In response, B will
run Designated verification algorithm and return the
decision ¢ € {acc,rej} to A.

Forgery: the adversary outputs a message m”*,
the attributes set w} from signer and the attribute set
wy from designed verifier.

We say .4 win the game if the following hold:

1) For all Extract queried sets of attributes ws, we
have |w} Nws| < ks.

2) For all Sign queried pair (ws,m) , we have
lwk Nws| < ks, or m # m*.

3) For all Designation queried or Simulation
queried triple (ws, wy, m) , we have |w¥ Nws| < ks,
lwi N wy| < ky, or m # m*.

4) 0%, is a valid designation signature on m* if
DV (w},ws, df, m*, o7)) = acc.

If no polynomial adversary has a considerable
advantage in the above game, we say that the ¢-
ABUDVS scheme is existentially unforgeable against
chosen message and attribute set attack, or EUF-
CMAA-secure for short. The advantage of adversary
AdvE! (A};}JC[%QA (A) is defined to be the probability
of success in the above game.

Definition 3 We say an attacker A can
(t,¢e, aPs, ADS 4Sim, 4DV )-break  the t-ABUDVS
scheme if A run in time at most t, make at most q.
Extract queries, qpg Sign queries, qps Designated
queries, qsim Simulation queries, qpy Designated
lVeriﬁcation queries and Adviﬂ%}%%gA(A) is at
east €.

4.2 Non-transferability

We say a --ABUDVS scheme, which consists of seven
algorithms (Setup , Extract, PS, PV, DS, DV, Sim),
is secure against adaptively chosen message and at-
tributes set attacks, if there is no polynomial time
distinguisher D has non-negligible advantage against
simulator C in the following game.

Setup: The simulator C runs the Setup algorithm
to obtain the public parameters params and the master
key. The param is given to the distinguisher D while
the master key is kept secret.
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Phase 1: D can submit Extract, Sign, Designated,
Simulation and Designated Verification queries as de-
fined in the model of unforgeability. The simulator C
responses to these queries as same as defined in the
unforgeability model.

Challenge: When the distinguisher D decides the
first phase is over. He submits w}, wy;, m* to C as the
challenge with constrains:

1) For all Extract queried sets of attributes wg, we
have |w} Nws| < ks.

2) For all Sign queried pair (ws,m) , we have
|wk Nws| < ks, or m # m*.

3) For all Designation queried or Simulation
queried triple (ws,w,, m), we have |w} Nws| < ks,
lw Nwy| < ky, or m # m*.

As response, the simulator C chooses a random
bitb € {0,1}. If b = 0, C runs Designated algorithm
and returns o, to D. Otherwise, C runs Simulation
algorithm and returns o, to D.

Phase 2: Upon receiving the challenge signature,
the distinguisher can submit the more Extract, Sign,
Designated, Simulation and Designated verification
queries with constrains:

1) For all Extract queried sets of attributes wg, we
have |w} Nws| < ks.

2) For all Sign queried pair (w?, m) , we have
|w¥ Nws| < ks, or m # m*.

3) For all Designation queried or Simulation
queried triple (w},w?, m), we have |w} N ws| < ks,
lwi N wy| < ky, or m # m*.

Guess: Finally, the distinguisher D outputs a
guess b'. The adversary wins the game if b = ¥'.

The advantage of an adaptively chosen message
and attribute set distinguish D in the above game is
defined as Adv] BN CMAA (D) = Prt = b] - 1]

Definition 4 We say a t-ABUDVS scheme is non-
transferable against a (t,qe,qps,dps: 4sim: ADV)
adaptively chosen message and attributes set distin-
guisher D, if Adv;{ ﬁAB]\([]%ggAA(D) is negligible
after making at most q. Extract queries, qps Sign
queries, qps Designated queries, qsiy, Simulation
queries, qpy Designated Verification queries in time
t.

5 Construction

In this section, we will construct threshold attribute
based universal designated verifier signature scheme
in the standard model. We give the concrete construc-
tion of --ABUDVS scheme at first. Then we analyze
the consistency of our scheme.

The concrete construction is as follows:

Setup: First, choose two multiplicative cyclic
groups G and G of prime order p such that pairing
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e : G x G — G can be constructed and pick a gener-
ator g of G. Then, randomly choose number o € Z;,
calculate g1 = ¢g“ and pick go € G randomly. Next,

choosety,- - ,ty41 uniformly at random from G. Let
N be the set {1,--- ,n+ 1} and we define a function
n LA N (@)
Tas: T(x) =95 ][t;”
j=1

Next, select random values v’ and a vector V =
(v1,- -+ ,v) whose elements are chosen from G ran-
domly, and set the degree of the polynomial as d,, — 1
such that Q,,(0) = 1. The public parameters of the
system are

pbarams = (G>GT> evg>glag27t17 o 7tn+1>vv Qu),

and the master key is given by
MSK =g5.

Extract: Let w, be the set of attributes, pick ran-
dom z, € Z, and compute the public parameters as
pky = e(g1, g2)**. Choose a k, — 1 degree polyno-
mial such that ¢,(0) = x,. Pick random r,,; € Z,

and compute private key as d, = (di)l,dgé)igu)u,

where dff) gaq“( )T(z’)“’i, dz(f)Q = g'wi,

Sign: Let w, be the set of attributes and m =
(1, , ) be a message represented by bit string.
Let M = (1, m) be the set of indices of the string
such that m[k] = ug, for k € M, i.e., m[k] is the kth
bit of m. Choose random r,,, € Z,, and compute:

(@)

0,25 Uu,3}i€wu7

Ou = {Uu 1
where Ui)l g;qu(i) T (i) (v T, U;Lj)Tm’i,
(1) ©

_grul o 3_97‘7,“
Verlfy To verify a signature o, =
{0%1, 08)2, 07% icw, Aagainst attribute set wl,
where |w, Nw!,| > k, and a message m. Choose an
arbitrary k,,-elements subset .S of w,, N w/,, and verify
that:

\_/||

i A4, 5(0)
I e(ol),9) ’
S\ e(T(i), o e(w T, o/, o))

7 Jj=1%5 >

=e(g1,92)™

Designation: Let w, and w, be the signer
attributes set and verifier attributes set, respec-
tively. Given a message signature pair (m, o), where
o = (01,09,03), the signature holder (SH) selects

/ / /

ToisTvigr Tmyig € Z, at random, and computes

050 = (Lol Ao B {0l ) icwn jewn
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where
m

ol = (@)@ OT(Gy v T s (o T o7 ymis

(l’]) — (/L) v j lsi (’La]) — Q’U(j) ;nz 1
1 Ogp2 = (Uu,2)Q (])gr " O0gp3 = Oy3 gT 7, and
i.5) ro
Designated  verification: Given a
designated  verifier ~ signature

wﬁﬂ}wwﬁ{%ﬁ}{w4m@mav%mm
an attributes set wl, w], where |ws N wi| > ks,
lwy Nwl | > ky.

Osv =

Ai,S(O)Aj,S’(O)

e(“éiﬂ)?g) '
(T ()0, d\'})
| T
i | e T o) ol
e(T(j), 001!
e((dy}) (), g)~!
_ elg1,92)"¢
T e(g1,92)"Y

Simulation:  Given the signers attributes
sets, the message m and the verifiers se-

cret key d, = (ggaqv(j)T(j)rv’j 9"7) jew,

=/ =/
the verifier V selects rszj,rm”,rv] € Zp

at random, then computes agv’g = gF;ii,
70 = g, o) = g OgT, and o) =

ng()Qv(J) T(j )er s(1)+7 vJT( )" S”( /Hk lv“]) i
The universal designated verifier signature generated
by the verifier is

G50 = (501, (85N 65N 65 i e -

Consistency:
(4)

1. PV consistency: If o, = {afj’)l, Ty al(f;)3 iCwy
is publicly verifiable signature generated by the Sign

algorithm, then
e(oy).9) )
e Ty v o)

]J<4T@
:{I<<”“Wwww'nkl W“,v o
L\ e, g7 el T o7 g)
A;,5(0)
TG )*

=e(g1,92)"™.
Therefore

A; 5(0)

Pr[PV (params,w., m,
PS(params,ds, m)) = acc] = 1.
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2. DV consistency of DS: if the
designated  verifier = signature = oy, =
(o) {owh ) Aoty (ol Vicwjew, s

generated by the DS algorlthm then

Ai,S(O)A]’,S’(O)

e(o-gv,lvg) A
e(T(j)% 0, dy))
TI11 e(T(i), 00
el ROV R
Q(T( )7 O-’U,l,’zf))_l
(0 gy
H H <e( qs (@ )Qv(]) >Ai,S(O)AJ 51(0)
e(ga ’)79)
el
6(91,92 v
Therefore,

Pr[DV (params,w’,w., d,,m,

DS (params,ws,wy,,o,m)) = acc| = 1.

3. DV consistency of Sim: if the simulation algo-
rithm generated signature

G R A S T W 1 S P

then

Ai,S(O)A]’,S’(O)

Therefore,

Pr[DV (params,w’,w., d,,m,

Sim(params, ws, dy, m)) = acc] = 1.
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6 Security

In this section, we will show the security property of
t-ABUDVS scheme by giving the following two the-
orems. Theorem 5 shows that t--ABUDVS scheme is
unforgeable against adaptively chosen message and
attributes set attracts. Theorem 6 shows that ¢-
ABUDVS scheme is non-transferable against adap-
tively chosen message and attributes set distinguisher.

Theorem 5 If the (¢,t)-BDH assumption holds, then
our threshold attribute based universal designated
verifier signature scheme is (€ ,t')-secure against
adaptively chosen message and attributes set attacks,
where

’ €
o 4(nm + 1)(QS +qps + qsim + QDV)pzn“ 7

t' =t + O((nwge + Mw - " (qs + qps)
+ 12, NanGsim)T + oDV R
+ ((ge + g5 + qp$)nw + (@sim + apv)nd)te
+n2gpvtu),

and T,t. are the time necessary to do a multiplica-
tion and a exponentiation in G, respectively. ty is the
time for a multiplication in Gt and t,, is the time for
pairing operation in (G, Gr).

Proof: Suppose there exists an attacker A who can
(t,qe,qPS; 4DS»qsim> qpv)-break the t-ABUDVS
scheme, then we can construct an algorithm B which
will be used to solve the BDH problem. Such a simu-
lation can be created in the following way:

Setup: The challenger assigns the public param-
eters as follows: g1 = ¢, go = ¢°. Choose a random
k €{0,---,q}, and random numbers z’, z1, - - - , x4
in the interval {0,--- ,2] — 1}. Then chooses a ran-
dom n degree polynomial f(x) and an n degree poly-
nomial u(z) such that Vz u(z) = —z" if and only if

T € a. Bsetst; = gy uld )gf(i), for i from 1 to n. Since
t; is chosen independently at random, we have T'(i) =

. NA; () -
1 9 +

g T4 (93(] g (J)) =gy 0

chooses additional random exponents 2/, z1, - - -

gf @) Tt also
,2q €

Z, such that v/ = ggl_lmk/mgzl,vk = g5"g*, for

1<k <q.
To make the notion easy, we define two functions
F(m) and J(m) as follows,

F(m)=212"—-kI- ijmj,
J
m) :z'—l—szmj.
J
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The master secret key will be g§ = g5 = ¢ and
the following equations hold,

UH’U

jeEM

Fm) gg(m),

Queries: When the adversary is running, Extract
queries, Sign queries, Designation queries, Simula-
tion queries and DV queries are likely to occur. B
answers these in the following way:

-Extract queries: Consider a query for the pri-
vate key of attributes sets I', I'” and S, where |I| =
d—1,8 =T"U{0}. " +u(i) # 0, since i ¢ wy.
We define the private key, where \; and r, ; are ran-
domly chosen in Z,,. We also define the k,, — 1 degree
polynomial ¢, (x) as ¢, (i) = \;, where ¢(0) = c.

Next we compute the private key as follows:

(@ _ AjAj,s(3)
d“’1 o (erF’ 9" )
; a Ao, 5(1)
Z"J;(u)(z) 1" +u() f@) r W T () 0.5t
|9 (92 g’") ,

. o A 7
), = (grlu’i_m) 050

1 & AL Q)
it (e w.i
= (91 g ) .

We claim that such construction is valid response
to this private key query. To see this, let r; =

A « Ao,s(i)
G i"+1L(i)) , we have

ah = (1, %)

G )( 5 i) pp— Ao, s ()
4w 7 ul? ) Ut g (s
(gl ( @) )

P g
(™)
: (g‘i’?ffffn (g D) gf(i))’”/“viinflm> Bostl)
(™)
(g0 oy e )5
- (err/ Gt >> 22050 ()7

=43 (T (@),
(i(l)

; oo \Aos(4)

1 5 Ao,s(1)
M 4u(i w.i
- (gl gT 7 ) ‘

-Sign queries: Consider the query for a signature
of attribute set w,, on m. If F'(m) = 0, the simulation
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aborts. Otherwise, if i" 4+ u(i) # 0 (mod p), B can
use the Sign algorithm to create a signature on m. If
i"4u(i) = 0 (mod p), B selects arandom set A such
that A C w; and |A| = k, —1, and define gq,(i) = g)‘g,
where i is chosen randomly in w;, — A. Then it com-
putes g4 () = <Hd 1g)‘ KA w*(l)) g“AO»WE @) fori €

wi — A. B picks random 7, ;, 7, for i € w;;, and com-
putes the public signature 0,1 = (00, 0\, ol)),
where

o) = gmod DTE/F) (gl @) (700 g om) s,
oy =g
O.’EZ??) gr m,i—aq (Z)/F( )

For rp, ; =1/

myi — g (i) /F(m),
( —aq' (i) J(m m D\rug( (M N i
o )1 =g q'(0)J(m)/F( )( f()) u,z(gQ( )gJ( )) mi

F@)yra, (gg(m)g (m))r’m,i—aq’(i)/F(m)

— 040 (P N\ (! Hi\T i
= 5" @)y T vy,

' m,i—aq’ (1)/F(m) _ grml

-Designation queries: Suppose A issues a DS
query for a message m and the designated verifier at-
tribute set w,. If F'(m) = 0, the simulation aborts.
Otherwise, if " + u(i) # 0 (mod p), B can use the
Designation algorithm to create a signature on m. If
" + u(i) = 0 (mod p), B can obtain the publicly
verifiable signature o5 = ({ag}, {agg}, {agg})igs.
Then B chooses a random 7 j,7s,Tm,,; and
computes the designated verifier signature og, =

{08y {00y {o oDy {0t} )icw, jew, » where

(i4) _

sv,1 =

g—J(m)aq’l(i)Q’(j)/F(m) <gf(j))n,i,j

g

. (gf(n)“””'i%)(92F<m>gJ<m>)m,i,ﬁ@(j)rm,i
G090 (4f) " (gfu'))“*i”“’@(”

- (g ™) M)+ Q G0 s Q') Flm)

=31 1R () p

T(j )TUUT( )TH—H“S iQ'(J7)
W TTY o) meia+ @ (G)rm.
(v [T vy

” m o
:O.’l?’l(.j)T( ) v, ZJT( )'f's 1( /]]‘7 ) ‘I;I’J)"'m,,l,J’
o) = grai@ () ghai = (U(i) )Q/(j)gfs,i’
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o B

sv 4 TU I

-Simulation queries: Suppose that A issues
a Sim query for a message m under attribute set
(Wy, wy), Where w,, and w, are chosen by A. If
F(m) = 0, the simulation aborts. Otherwise, if
i" + u(i) # 0 (mod p), B can use the Simulation
algorithm to create a signature on m. If i" +u(i) =0

(mod p), B chooses a random # . 7. .. 7 .. and

. 0,70 " 8,4, "' ' m,i,j
simulates the designated verifier signature as

)

Usv,l

:g,J(m)aQ”(i)Q'z(j)/F(m) (gf(j)) 70, Q" (@7, ;
. (gf(l)> s,i,]'(gQF‘( )gJ(m)) m,i,j
Q" (Ds () (i Ted @ O ¢ N
—g29 ()q2(a)(gf(3)> 7 J<gf( )) i
F(m) gJ(m))f;;,i,jfaQ”(i)q'g(J')/F(m)

(95
:ggQ (Z)q 2(.7) ( )Tv]Q () v]

SAOIEICH | DL

j=1 "7

(w)_
Osw2 =9 s”

Ugv’]g? =g Foni; Q" (1)a" (7 )/F(m),
6&’]2 _ gfv,jQN(i)gTA;,j‘

-DV queries: For given query of DV queries
on universal designated verifier signature, signer at-
tributes set w, and designated verifier attributes set
Wy

If F(m) # 0 (mod l,,), it can perform the des-
ignated verification algorithm to verify the signature.
If the equation hold

e(gavgb)ms —

e(g®, g*)"
i) SO0
o(T j)Qs(i)7dS’)2)

1 (T (i), o)

AL elgy Mg, o) ’
e(T(j),00{) ™
e((d)@ ), g)1

B outputs acc to adversary, otherwise rej.

Forgery: If B does not abort during the simula-
tion, .4 will output a valid universal designated verifier
signature S* = (S57,.55,55,5;) under attribute set
(w},wy) with probability €. If i" +u(i) # 0 (mod p),
J"+u(j) #0 (mod p), F(m) # 0 (mod p), then B
abort. On the other hand, if F/(m) = 0 (mod p) and
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J"+u(j) =0 (mod p) and i" + u(i) = 0 (mod p),
B selects random set A’ C w?, A” C w3, and com-
putes as follows:
ig)) Qs (D84 ()
H H ( Osy 1)
€N jEN
— gabc
A s (D)AD o ()

(gﬂj))fw
(gf( '))’Fs itrs i Q' (F)

gingl

iEeNgeN” \ (g J(m)) i TR () Tmi
g — Sv,]) a5 (DA 1 (5)f (@)
’ zle—/\[/ jl_/\[” < 2)
A R i, 50 (DA o (5)f(4)
_ grs,iQ (])grs,i Ais 7,8 7
ILIL (o)
g — SUJ) a5 (DA 1 (5)f (@)
’ zle—/\[/ jl_/\[” ( 3)
_gQ (4 )T’ng misg
j 1A o () ()
Si= sv "
! zle—/\[’ jl_/\[” ( 4)
= H H 7’1}1] zS’ i)A Js”(])f(])
i€N jEN
Then B computes and outputs
Sik _ abc.
S3(55)" 85

We define the events Ay, A*, B and C' do not
abort during Designation queries, Simulation queries
and DV queries. That is,

A*:F(m*) =0
B:j" +u(j) =0
C:"4u(i)=0

(mod 1),
(mod p),
(mod p),
(mod p).

From the analysis above, the probability that 15
does not abort is

ar
Pr[Not — abort] > Pr[/\ A NA*NBAC).
k=1

The events A}, Ax, A A* and B,C are indepen-
dent. The assumption [, (n,, + 1) < p implies that if
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F(m*) =0 (mod p), then F(m*) =0 (mod I,,).

Pr[A*] = Pr[F(m*) = 0(modp)
A F(m*) = 0(modl,,)]
=Pr[F(m*) = 0(modl,,)]
- Pr[F(m*) = 0(modp)
A F(m*) = 0(modl,,)]
1

ln(M + 1)

‘We also have

q1 q1
Pr[ \ AglA*] =1 —Pr[\/ 4;|A*]
k=1 k=1
q1
>1-) Pr{A]A%].
k=1

Since the output of F'(m;, ) and F'(m;,) (i1 # i2)
will differ at least one random chosen value, the events
F(mj,) = 0 (mod I,,) and F(m;,) = 0 (mod I,,)
are independent. The events A; and A* are indepen-
dent for any i. Hence, we have

q1
Pr[ \ Ag A%
k=1

S 1 | _ 95+ 4DS + gsim + gDV
= I (nm + 1) L, '

Let l,, = 2(qs + ¢ps + qsim + gpv) and we get

Pr[Not — abort]
q1
>Pr[ \ A A A" ABAC)
k=1
q1
> Pr[ /\ A A A% Pr[B] Pr(C]
k=1
1 11

> .
o 4(nm + 1)(QS +4ps + Qsim + QDV) pre

If the simulation does not abort, A will create a
valid forgery with probability at least €. The algorithm
BB can compute g?* from forgery as shown above.

The time complexity of the challenger is domi-
nated by the exponentiations, multiplications and pair-
ing operations performed in queries. Extract queries
need to do O(n,) multiplications and O(n,,) ex-
ponentiations. Sign queries and designation queries
need to do O(ny, - n,,) multiplications and O(n,)
exponentiations.  Simulation queries need to do
O(n2 - n,,) multiplications and O(n2) exponentia-
tions. Designated verification queries need to do
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O(n2) multiplications, O(n2) exponentiations and

O(1) pairing operations. Thus, we have

t' =t 4+ O((nwqe + nw - i (gs + qps)
+ 12 - NnQsim)T + N2qDV R
+ ((ge + s + D) + (qsim + gDV )N te
+n2qpvta)

O

Theorem 6 The proposed t-ABUDVS scheme is non-
transferable against a (t,qe,qps, qDS;qSim,qDV)
adaptively chosen message and attributes set distin-
guisher D.

Proof: The Simulator C first runs setup algorithm,
picks asecret o € Z,, , computes g1 = ¢ and chooses
g2 € Zp.

Then the distinguisher starts performing follow-
ing queries.

Phase 1: Since C knows the master key, he can
run Extract algorithm, Sign algorithm, Designate al-
gorithm, Simulation algorithm, and Designated algo-
rithm to response Extract queries, Sign queries, Des-
ignate queries, Simulation queries, and Designated
Verification queries, respectively.

Challenge: When the distinguisher D decides the
first phase is over, he submits (w}, w?, m*) to the chal-
lenge. Then the simulator chooses a random coin
c e {0,1}.

If ¢ = 1, C runs sign algorithm, obtain o, then
he runs Designated algorithm, obtain o, and returns
04y = Osy t0o D.

If ¢ = 0, C runs simulation algorithm, obtain 7,
, Then he returns o}, = 74, to D.

Phase 2: Upon receiving the challenge message
signature pair, the distinguish still can submit the
more Extract, Sign, Designated, Simulation and Des-
ignated verification queries with constrains that:

1) For all Extract queries sets of attributes ws , we
have |w} Nws| < ks.

2) For all Sign queries pair (w},m) , we have
|wi Nws| < ks orm # m*.

3) For all Designation queries or Simulation
queries triple (w},w}, m) , we have |w¥ Nws| < ks,
|wi N wy| < ky or m # m*.

In the designated algorithm, given the signers at-
tributes set w, and the designated verifiers attributes
set w,, and a message signature pair (m, o), where
o = (01,09,03), the signature holder SH selects
T(ig), o T(ig)y Tmaig € Z, and computes

)

sv,19

Usv,Z ’ USU,S Y

1€Ws,] EWy

Osv = (U sv,4
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where
‘722]1) = Ug(j)T(z’)’"(imT(j)?‘(m,,
. (’Ul szl ij)T i

0wl = 05 Vg e,
Tuh =05 g,
()

Osvd = gr(i’j)b'
Then we show that the signature simulated by

the simulation algorithm is distinguishable from algo-
rithm designated. The following distributions are

6.(17]) _ g;Q(l)qQ(j)T(])F('L’])bT(Z)F(ZJ)C

sv,1

(v H:L:l yéfj)f(z‘,j)d,

= g e gU), = gTina 5Y) = gy,

o sv,d T

sv,2

o0 = g5 DTG e Ty e

(0 H:Zl U;,Lj)f(i«j)d7

~63) _ Pagy, 400 _ Pagyy 03
O-S’U,Q = g (l’j)c70-5’u,3 = g ( 7J)d70’sv74 — g ( 7])17’
1
—_— * —_—
Pr[Usv = Usv] = pll‘ws”wvla
1
— k1
Pr[asv — Usv] - pll\wsl\wu|'

Which means both distributions of probability are the
same. Hence, our proposed scheme satisfies the non-
transferable property. 0

Delegatability: Lipmaa et al[15] proposed a
new security notion for designated verifier signa-
ture called non-delegatability.  Non-delegatability
means that there exists an efficient knowledge ex-
tractor either the signers secret key or the desig-
nated verifier secret key, when given oracle ac-
cess to an adversary who can create valid sig-
natures with a high probability.  The proposed
scheme in this paper does not satisfy this prop-
erty because anyone who has the knowledge of
the trapdoor(g‘;qs(Z)Q“(])T(j)r/v’ivj T (i) s, g"'sid |
gl v )icws,jew, can compute a valid signature desig-
nated to a verifier. Moreover we note that the ring sig-
nature scheme recently proposed in [1] might be used
to construct a non-delegatable UDVS scheme without
random oracles.
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7 Conclusion

In this paper, we introduced a threshold attribute based
universal designated verifier signature scheme and
gives the definition, formalization and security model
of the threshold attribute based universal designated
verifier signature. The proposed scheme satisfies the
privacy property of UDVS and is unforgeable against
an adaptively chosen message and attributes set attack
under BDH assumption.
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