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Abstract : -The IEEE 802.16 standard was formed in 1998 and approved in Dec-2001, to develop air interface 
standard for wireless broadband. The relay task group of IEEE 802.16 standard extended the IEEE 802.16e-
standard with a new standard called IEEE 802.16j mobile multi-hop relay (MMR) standard. The IEEE 802.16j 
standard supports multi-hop relay operation was a relay station relay packets between base station and 
subscriber station. This article provides insight and understanding of the IEEE 802.16j mobile multi-hop relay 
(MMR) networks and describes some of the technologies used in physical, MAC-CPS and MAC-security 
layers of IEEE 802.16j wireless communication. The current Technologies of Physical and MAC layers are 
SOFDMA, Mobile IEEE 802.16j MMR channel encoding process, Relay station grouping and Messages, Ideal 
mode operation, Paging and Location management, Privacy Key Management protocol, IEEE 802.16j MMR 
physical layer security, comparison of WIMAX OFDM, OFDMA and SOFDMA, Up-link Sub Frame: down 
link Sub Frame, IEEE 802.16 Protocol Stack, Privacy and Key Management Protocol and authorization. We 
have described completely about all the above technologies in this article.  
 
 
Key-Words: - IEEE 802.16j MMR physical layer security, IEEE 802.16J MMR OFDM, Protocol Stack, 
Privacy and Key Management Protocol 
 
1 Introduction 

The  new  task  group  IEEE  802.16j-2009  
standard  [1]  of  IEEE  802.16  air  interface  for  
broadband  wireless  access  was officially 
established in  March 2006. In order to support the 
mobile multi-hop relay specification, mesh mode is 
removed from the IEEE 802.16 - 2009 standard [1] 
[2] [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13].  The  
specification  is  an  amendment  of  the  IEEE  
802.16e  standard [1] [15] [16] [17] [18] for  
achieving throughput enhancement and coverage 
extension. It provides multi hop wireless 
connectivity where traffic between a base station 
and a subscriber station can be relayed through a 
relay station. This system enables mobile stations to 
communicate with a base station through an 
intermediate relay station. The multi hop relay 

station is an optional deployment as shown in its 
architecture in fig 3,  that may be used to provide 
additional coverage or performance advantage in an 
access network. The Relay Station may be fixed in 
place or, in the case of an access relay station, may 
be mobile access Relay Station. Most of the time, 
the relay station will act as a  base  station  and  will  
have  its  own  physical  cell  identifier,  and  it  
should  be  able  to  transmit  its  own  
synchronization channels and control information. 
There should be no difference between cell control 
in there lay station and base station.   The  radio  
link  originating  or  terminating  at  a  mobile  
station  is  named  as  access  link  and  the  link  
between  the  base station and relay station or 
between a pair of relay stations is called as relay 
link. The access link and relay link can be used for 
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uplink and downlink data transmission.  This  
standard  defines  the  physical  and  the  medium  
access  control  layer specifications  for  mobile  
multi hop  relay  networks.  The medium access 
control layer supports functions such as network 
entry, bandwidth request, and forwarding of data 
units, connection management, and handover. The 
Physical layer adopts orthogonal  frequency  
division  multiple  access  as  the  primary  channel  
access  mechanism  for  non-line  of  sight 
communications in the frequency band below 11 
GHz. Where multiple users are allocated a separate 
set of slots, so that they can communicate in 
parallel.  It  supports  point  to  multipoint  network  
topology  where  resource  allocation  is  performed  
by the  base  station  on  a  per  connection  basis,  
and  the  subscriber  stations  are  treated  equally.  
Multiple  input  multiple  output techniques  [19] 
has the ability  to exploit non  loss of  sight channels 
and increase  spectral efficiency compared to single 
input single output systems. Those techniques are 
able to provide high capacity and data rate without 
increasing bandwidth. The gain of multiple input 
multiple output [14] [16] includes multiplexing 
gains, diversity gains, and array gains.  

 

 
Fig 1: Service specific convergence sub layer 
 
The  Worldwide  interoperability  for  

microwave  access  forum  was  established  in  
2003  to  promote  the  deployment  of worldwide  
interoperability  for  microwave  access  as  a  
broadband  wireless  access  technology.  It  
initiated  several  technical specifications  and  
allowed  the  certification  of  worldwide  

interoperability  for  microwave  access [22] [29] 
products. The WiMAX network architecture is 
shown in fig 3.  The  network specification  involves  
interaction  with  other  standard  organization  and  
includes  internet  engineering  task  Force,  3rd 
generation partnership project, 3rd generation 
partnership project 2, digital subscriber line forum, 
and open mobile alliance. 

The aim of this paper is to give an overview of 
the technologies used in IEEE 802.16j mobile multi-
hop relay networks. The rest of the paper is 
organized as follows. In section I, we briefly 
recapitulate the different technologies in IEEE 
802.16j mobile multi-hop relay network. In section 
II we briefly discuss the different technologies used 
in the physical layer of IEEE 802.16j mobile multi-
hop relay networks and present a study of the 
advantages of the different physical layer 
technologies. This is followed in section III by a 
brief discussion about the different technologies 
used in the medium access control-security layer of 
the IEEE 802.16j mobile multi-hop relay networks 
and their relevancy.  Conclusions are drawn in 
Section IV. Fig 1 shows the service specific 
convergence sub layer. 
 
 
2 Technologies used in Physical layer 
of IEEE 802.16j MMR 

 
 

2.1 SOFDMA 
The scalable orthogonal frequency division multiple 
access is introduced to keep optimal subcarrier 
spacing and the FFT size should scale with the 
bandwidth. In Scalable orthogonal frequency 
division multiple access [16] [13], Subcarrier 
spacing is independent of bandwidth and the 
number of subcarriers scales with bandwidth. The 
smallest unit of bandwidth allocation[1], based on 
the concept of sub channels, is fixed and 
independent of bandwidth and other modes of 
operation and the number of sub channels scales 
with bandwidth and the capacity of each individual 
sub channel remains constant. It supports features 
such as AMC, H-ARQ, MIMO in DL and UL [20] 
and a variety of subcarrier allocation and diversity 
schemes. 
 
 
2.2 Mobile WiMAX channel encoding 
process 
Mobile WiMAX channel encoding process 
mechanism can be viewed as a process in which bits 
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to be sent are scrambled, FEC encoded, interleaved 
and modulated. Then it is finally multiplexed by an 
Orthogonal Frequency Division Multiple Access 
system. The scrambler [12] [14] [10] [9] [6] [3] is 
also known as randomized distributes the bits to be 
sent in the frequency domain, this reduces power 
peaks and thereby reducing the interference between 
adjacent subcarriers. It is carried out on the 
serialized bit stream of each transmission block. In 
the FEC encoded redundant information is added to 
the transmitted data, this allows error detection and 
correction by the receiver device. FEC encoded [1] 
are obtained through the application of Reed-
Solomon, Convolutional Code [21], Convolutional 
Turbo Codes, or Low-Density Parity Check Codes, 
here Convolutional Code's implementation is 
mandatory for device interoperability, but the 
deployment of the other codes is optional as shown 
in fig 1. Then the Orthogonal Frequency Division 
Multiple Access system starts where, the standards 
use many Quadrature Amplitude Modulation 
constellations. The combination of Modulation 
constellations and FEC encoding is called Adaptive 
Modulation and Code configuration and the 
modulation constellations defined in the IEEE 
802.16j standard are BPSK, QPSK, 16-QAM, and 
64-QAM. The WiMAX forum mandated that all 
devices must support QPSK and 16-QAM, but 64-
QAM is optional. 
 
 
2.3 Relay station grouping and Messages 
Relay station grouping as shown in fig 2 occurs 
when the Relay station is located close to each 
other, this grouping is decided by the base station, 
and this grouping reduces interference between 
relay stations. The Relay station grouping acts like 
one Relay station. The Relay station [1] [3] [4] [5] 
operates ether its own or as a group or join a new 
group. The Relay station group as shown in fig 2 
includes base station, Relay station and Relay 
station grouping [22]. If Relay station grouping 
doesn't include base station then one of the relay 
station acts as a base station. The RS_Config-RCM / 
REQ message [1] is used for Relay station 
configuration; this is used to remove a relay station 
from the group or permeable configuration. 
RS_Member_List_Update message is used to 
update the group members in the Relay station 
grouping. The MR_LOC-REQ / RSP message is 
used for location information of the relay station. 
 
 

2.4 Ideal mode operation, Paging and 
Location management 
The Idle mode operation in IEEE 802.16j mobile 
multi hop relay network reduces control signalling 
cost and mobile station energy consumption. In this 
idealistic mode the mobile station [1] [2] [3] 
periodically listens to the downlink broadcasting 
paging messages without registering to a specific 
base station. Generally there are two types of time 
intervals in idle mode operation mobile station 
Paging Unavailable Interval and mobile station 
Paging Listening Interval. Two signalling messages 
are used to synchronize the paging listening time, 
deregistration message and die/Reregister Command 
message.   
 

 
 

Fig 2: relay station grouping and messages 
 
 

 
Fig 3: IEEE 802.16 Network Architecture 
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     The Relay Station [1] will relay all deregistration 
messages and paging messages between the mobile 
station and base station. The Idle mode operation in 
IEEE 802.16j [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] 
[11] [12] [13] [14] mobile multi hop relay network 
consists of Mobile Station  Paging Unavailable 
Interval and Mobile Station  Paging Listening 
Interval, these two intervals is called paging cycle  
these two intervals appear alternately. The Mobile 
Station Paging Unavailable Interval is called paging 
offset as shown in fig 3. The mobile station switch 
down radio interface to save power in Mobile 
Station Paging Unavailable Interval and listens to 
the downlink broadcast of paging advertisement 
messages in Mobile Station Paging Listening 
Interval. The mobile station must leave idle mode 
and enter an active mode for normal operation when 
it wants to transmit data. The network re-entry 
process starts when the mobile station decides to 
terminate the idle mode, by first sending a Ranging 
Request [6] [7] [8] [9] [10] to base station and base 
station will reply Ranging Response to the mobile 
station. To start the normal active mode operation 
the Mobile station sends a location update message 
as shown in fig 4. The Signalling cost is a critical 
parameter in the wireless network paging design. 
The MS must notify the network about the Paging 
Area Notification change when the mobile station 
moves across the border between two different 
paging areas, and it updates the signalling cost of 
each Paging Area Notification. 

Table 1: Physical Layer summary 
Designation Applicability MAC Duplexing 

WirelessMAN-
SC 

10-66 GHZ 
Licensed Basic, 

TDD, 
FDD, 
HFDD 

WirelessMAN-
SC 

2-11 GHZ 
Licensed 

Basic, 
(ARQ), 
(STC), 
(AAS) 

TDD, 
FDD 

WirelessMAN-
OFDM 

2-11 GHZ 
Licensed 

Basic, 
(ARQ), 
(STC), 
(AAS) 

TDD, 
FDD 

2-11 GHZ 
Licensed 
exempt 

Basic, 
(ARQ), 
(STC), 
(DFS), 
(MSH), 
(AAS) 

TDD 

WirelessMAN-
OFDMA 

2-11 GHZ 
Licensed 

Basic, 
(ARQ), 
(STC), 
(AAS) 

TDD, 
FDD 

2-11 GHZ Basic, TDD 

Licensed 
exempt 

(ARQ), 
(STC), 
(DFS), 
(MSH), 
(AAS) 

    Five physical interfaces are defined in the 802.16 
standard as shown in table-1, (1) WirelessMAN-SC: 
using as a single carrier [1] in the 10–66 GHz band, 
(2) WirelessMAN-SCa: using as a single carrier  in 
the 2–11 GHz band (3) WirelessMAN-OFDM: 
using OFDM transmission in the 2–11 GHz band, 
(4) WirelessMAN-OFDMA: using OFDM 
transmission and orthogonal frequency division 
multiple access in the 2–11 GHz band, (5) 
WirelessHUMAN : for unlicensed frequency 
 
 
2.5 Uplink sub frame 
There are two contention slots at the beginning of 
the uplink sub frame as shown in fig 4. The first 
contention slot is used by the IEEE 802.16 Mobile 
Stations [24] for initial ranging, the second 
contention slot is used by the IEEE 802.16 Mobile 
Stations to send bandwidth request PDUs to the 
Base Station. The remaining transmission slots are 
grouped by Mobile Stations. Each Mobile Stations 
have a specific slot allocated for uplink data 
transmission 
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Fig 4:  IEEE 802.16j Frame structure 

 
 
2.6 Downlink sub frame 
Each downlink sub frame [1] consists of (1) 
preamble: It is used for synchronization; it is the 
first OFDM as shown in fig 5 symbols of the frame. 
(2) Frame control head:  It provides the frame 
configuration information such as MAP message 
length, coding scheme [20] [21] [22], and available 
sub channels. It also contains the down link frame 
prefix to specify the burst profiles and the length of 
burst profiles of one or several downlink [25] bursts 
immediately following the Frame control head. (3) 
Downlink map: It indicates the burst profile, 
location, and duration of zones within the Downlink 
frame. It is BPSK modulated and protected with rate 
1/2 code by the mandatory coding scheme. (4) 
Uplink map: It provides the sub channel and slot 
allocation and other control information for the 
uplink sub frame. (5)  The downlink channel 
descriptor is transmitted by the base station at 
periodic intervals to define the characteristics of a 
downlink frame as shown in fig 4. (6) The uplink 
channel descriptor is transmitted by the Base station 
at periodic intervals to define the characteristics of 
an uplink frame. 

 
 
2.7 Protocols stack 
The Service Specific Convergence Sublayer 
provides an interface between the 802.16 system 
and the upper layers of the protocol stack. It 
receives the higher layer MAC [26] [27] Service 
Data Units coming through  the  Service Specific 
Convergence Sublayer  Service  Access  Point [28] 
and  classifying  them  to  the  appropriate 
connection.  Two main types of Service Specific 
Convergence Sublayer are defined, Packet  Service  
Specific  Convergence  Sublayer  and  the 
Asynchronous  Transfer  Mode  Service  Specific  
Convergence  Sublayer [1] . Asynchronous  
Transfer  Mode  Service  Specific  Convergence  
Sublayer is used to support cell-based protocols and 
Packet  Service  Specific  Convergence  Sublayer  is 
used to  support packet-based protocols. The 
Medium Access Control Common Part Sublayer 
receives classified packets arriving from the Service 
Specific Convergence Sublayer and is responsible 
for addressing, construction and transmission of the 
MAC PDUs, scheduling, bandwidth allocation, 
request mechanisms, contention resolution etc. 
 
 
2.8 Classifier 
For each packet a set of packet matching criteria is 
applied and this is called as IEEE 802.16 classifier. 
This IEEE 802.16 classifier [1] [20] [20] [26] 
consists of some protocol-specific fields, a classifier 
priority and a reference to a particular CID. A 
specific action such as the packet  can  be  
discarded,  sent  on  a  default  connection,  or  a  
new  connection  can  be established if no IEEE 
802.16 classifier is found. Downlink classifiers [1] 
[31]are applied by the worldwide interoperability 
for Microwave access Base Station and uplink 
classifiers are applied by the worldwide 
interoperability for Microwave access mobile 
Station. 
 
 
2.9 Frequency reuse pattern 
The frequency reuse pattern is defined by the 
expression:  
 
Frequency reuse pattern = NC x NS x NF.  
 
Where  
NC = number of cells in the network cluster 
       (Determine inter-cellular frequency reuse).  
Ns= represents the number of sectors in a cell  
NF demonstrates intracellular frequency reuse.  
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Fig 5.  OFDM block diagram 

 
 
2.10 New standards 
Worldwide interoperability for microwave access 
provides a cost-effective and efficient platform for 
network operators. It is suitable for a variety of 
deployment scenarios, ranging from simple fixed 
and mobile Internet access. The new standard IEEE 
802.16-2009 persistent air interface resource 
assignments for VoIP operation and MIB for mobile 
systems. Currently two new standards are under 
development, IEEE 802.16h [1] [22] standard 
includes specifications for operation in license 
exempt frequencies and the IEEE 802.16m standard 
specify a new enhanced air interface for IEEE 
802.16 systems which will be compliant with the 
International Mobile Telecommunications 
Advanced system requirements. 
 
 
3 Technologies used in a Security sub - 
layer of IEEE 802.16j MMR 
 
 
3.1 Privacy Key Management protocol 
The Privacy Key Management protocol [13] [14] 
[35] [36] is responsible for Security of connections 
in IEEE 802.16j MMR. This protocol periodical 
authorization the mobile stations and distribution of 
key material to them. It supports encryption and 
authentication algorithms to the exchanged MAC 
Protocol Data Units. This Privacy Key Management 
protocol uses X.509 certificates [1] and symmetric 
cryptography to secure key exchange between the 
mobile stations and Base Stations. The mobile 
stations send an authorization Request Message to 
the attached Base station, requesting an 
Authorization Key[ 37]. This message contains the 
mobile station certificate and cryptographic 
procedure supported by the mobile stations. The 
mobile stations are authorized based on the 

verification of its certificate. In IEEE 802.16 
encryption can be done by means of the Data 
Encryption Standard using Cipher Block Chaining 
mode with 56 bits. An encryption algorithm is used 
for encipher the MAC protocol data units. 
 
 
3.2 IEEE 802.16j MMR physical layer 
security 

The IEEE 802.16j MMR physical layer is 
affected by two basic types of attacks, jamming and 
packet scrambling. In jamming is relatively 
straightforward and is the result of interference. 
Packet scrambling occurs when control packets in 
the respective downlink and uplink sub frames are 
sniffed then scrambled and returned to the network. 
This attack is much harder to mount than the other. 
WIMAX OFDM, OFDMA [20] [1] [2] [3] and 
SOFDMA [1]. IEEE 802.16j MMR systems support 
Orthogonal Frequency Division Multiplex as shown 
in fig 5, Orthogonal Frequency Division Multiple 
Access and Scalable Orthogonal Frequency 
Division Multiple Access as shown in fig 6. 
Orthogonal Frequency Division Multiplex is a multi 
carrier modulation scheme, but Orthogonal 
Frequency Division Multiple Access and Scalable 
Orthogonal Frequency Division Multiple Access are 
a multiple access scheme as shown in fig 6. 

For improved multi‐path performance in non‐line 
of sight environments, mobile IEEE 802.16j 
MMR Air Interface adopts Orthogonal Frequency D
ivision Multiple Access. To support scalable channe
l bandwidths Scalable Orthogonal Frequency Divisi
on Multiple Access [38]is introduced in the IEEE 80
2.16e Amendment in 1.25 to 20 MHz. .  
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Fig. 6. Orthogonal Frequency Division Multiple 

Access frame Structure. 
 
The difference between Orthogonal Frequency 

Division Multiplex and Orthogonal Frequency 
Division Multiple Access is that Orthogonal 
Frequency Division Multiple Access has the ability 
to dynamically assign a subset of those subcarriers 
to individual users, making this the multi-user 
version of Orthogonal Frequency Division 
Multiplex, using either Time Division Multiple 
Access or Frequency Division Multiple Access for 
multiple users [1]. Orthogonal Frequency Division 
Multiplex technologies typically occupy nomadic, 
fixed and one-way transmission standards, ranging 
from TV transmission to WI-Fi [19] [28] [17] as 
well as fixed IEEE 802.16j MMR and newer 
multicast wireless systems [20] like Qualcomm’s 
Forward Link Only. Orthogonal Frequency Division 
Multiple Access as shown in fig 6 however adds 
true mobility to the mix forming the backbone of 
many of the emerging technologies including LTE 
and mobile WiMAX. Orthogonal Frequency 
Division Multiplex is a broadband multicarrier 
modulation method. Compared to single-carrier 
modulation methods Orthogonal Frequency 
Division Multiplex offers superior performance and 
benefits. Orthogonal Frequency Division Multiplex 
is the most spectrally efficient methods, and it 
mitigates the severe problem of multipath 
propagation that causes massive data errors and loss 
of signal in the microwave and UHF spectrum. 

The IEEE 802.11a/g/n standards, 4G cellular 
technology standard Long-Term Evolution uses 
Orthogonal Frequency Division Multiplex. It is used 
in TV broadcasting in Europe. The high-speed 
short-range technology known as Ultra-Wideband 
uses an Orthogonal Frequency Division Multiplex 
standard set by the WiMedia Alliance. Orthogonal 
Frequency Division Multiplex is also used in wired 
communications like power-line networking 
technology. One of the first successful and most 
widespread uses of Orthogonal Frequency Division 
Multiplex was in data modems connected to 
telephone lines. ADSL and VDSL used for Internet 
access use a form of Orthogonal Frequency Division 
Multiplex known as discrete Multitone.  

In Orthogonal Frequency Division Multiplex, 
serial digital data stream to be transmitted is split 
into multiple slower data streams, and each is 
modulated onto a separate carrier called subcarriers 
or tones in the allotted spectrum [9] [10] [4]. In 
Orthogonal Frequency Division Multiplex the 
outputs of all the modulators are linearly summed, 
and the result is the signal to be transmitted. The 
modulated signal could be unconverted and 
amplified [29]if needed. To implement Orthogonal 
Frequency Division Multiplex with hardware is a 
challenge even with modern semiconductor 
technology. The whole process can be accomplished 
in computer hardware by using the fast Fourier 
transform or inverse fast Fourier transforms. 
Orthogonal Frequency Division Multiplex is highly 
resistant [39]to the multipath problem in high-
frequency wireless, very short-wavelength signals 
normally travel in a straight line -line of sight from 
the transmit antenna to the receive antenna. 
Orthogonal Frequency Division Multiplex is 
Sensitive to frequency offset and phase noise. The 
Peak-to-average problem in Orthogonal Frequency 
Division Multiplex reduces the power efficiency of 
RF amplifier at the transmitter. Orthogonal 
Frequency Division Multiplex is very easy and 
efficient in dealing with multi-path, and it is Robust 
again narrow-band interference. 

In Orthogonal Frequency Division Multiplex the 
date stream is divided into multiple parallel low rate 
data streams. Each low rate data stream is mapped 
to an individual data subcarrier and modulated. The 
modulation may be Phase Shift Keying or 
Quadrature Amplitude Modulation such as Binary 
Phase Shift Keying, Quadrature Phase Shift Keying, 
16 Quadrature Amplitude Modulation, and 64 
Quadrature Amplitude Modulation. The Orthogonal 
Frequency Division Multiplex signal used in LTE 
comprises a maximum of 2048 [27] different sub-
carriers having a spacing of 15 kHz. In Wireless 
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Metropolitan area network- Orthogonal Frequency 
Division Multiplex physical layer,  the  number  of 
subcarriers is 256 [24][25][26] where  three types of 
subcarriers  can  be  categorized:  192  data  
subcarriers  carrying  payload,  8 pilot  subcarriers  
mainly  for  channel  estimation,  and  56  null 
subcarriers for guarding purposes. The pilot 
subcarriers distribute evenly among the data 
subcarriers.  Orthogonal Frequency Division 
Multiple Access allows many users to receive data 
simultaneously on different subcarriers. They 
receive data [22] simultaneously during the same 
symbol period by dividing channels into sub-
channels and uniformly allocating subcarriers to 
them. Orthogonal Frequency Division Multiple 
Access is adopted in IEEE 802.16-2004 [1][2][3] [4] 
[5] [6] [7] WiMAX networks for non-line-of-sight 
(NLOS), in frequency bands below 11 GHz. In 
Orthogonal Frequency Division Multiple Access the 
basic unit of resource for allocation is a slot. It is 
comprised of a number of Orthogonal Frequency 
Division Multiple Access symbols in time domain, 
and one sub channel in the frequency domain. The 
actual data bits do not map exactly to the assigned 
Orthogonal Frequency Division Multiple Access 
symbols and sub channels so it leads to resource 
waste due to this mapping inefficiency.  

 

 
Fig 7: Orthogonal Frequency Division Multiple 

Access symbol in the frequency domain 
 
The data transmission in IEEE 802.16 networks 

is divided into frames in the time domain where 
each frame consists of downlink and uplink sub 
frames. Theses frames are duplexed using either 
Frequency Division Duplexing or Time Division 
Duplexing. There is a time gap between Downlink 
and Uplink sub frames for transmitter and reception 
of each frame called TX/Rx Transmission Gap and 
Rx/TX Transmission Gap.  These sub frames are 
divided into several slots for actual data 
transmission. Each of the frames begins with DL-
Map as shown in fig 7 and the UL-Map into the DL 
sub-frame.  The DL-Map [1] [2] [3] [4] and the UL-
Map into the DL sub-frame provides resource 
allocation and other control information for DL and 
UL sub-frames. The first symbol in the DL sub - 

frame is occupied by a preamble.  Then it is 
followed by Frame Control Header and it describes 
the sub-channels and the length of the DL-MAP. 

To over-come the indoor coverage problem and 
also growth of traffic within macrocells Orthogonal 
Frequency Division Multiple Access femtocells 
have been pointed out by the industry as a good 
solution. However, the deployment of a new 
femtocell layer may have an undesired impact on 
the performance of the macrocell layer. There are 
guidelines provided on how the spectrum allocation 
and interference mitigation problems can be 
approached in these Orthogonal Frequency Division 
Multiple Access macro/ femtocells networks. 
Orthogonal Frequency Division Multiple Access 
femtocells can exploit channel variations in both 
frequency and time domains for the avoidance of 
interference. 

Orthogonal Frequency Division Multiple Access 
Femtocells can be configured in three ways to allow 
or restrict their usage by certain users, they are (1) 
Open access:  Open access [28] all the users are 
allowed to connect. The open access improves the 
overall capacity of the network; open access will 
increase the number of handoffs and signalling. 
Open access is commercially challenging for 
operators were not keen to accept nonsubscribers as 
users of their own femtocells (2) Closed access: 
Closed access the femtocell allows only subscribed 
users to establish connections. (3) Hybrid access: In 
Hybrid access nonsubscribers use only a limited 
amount of the femtocell resources. 

The LTE uplink [1] uses a different concept of 
the access technique. It is using a form of 
Orthogonal Frequency Division Multiple Access 
technology; the implementation is called Single 
Carrier Frequency Division Multiple Access  

 
 

3.3 Mobility Task groups 
WiMAX members have promoted two mobility task 
groups: the Evolutionary Task Group [1] and the 
Mobility Task Group in order to accelerate time to 
market and optimize performance vs. Applications. 
The Mobility Task Group focuses on Scalable 
Orthogonal Frequency Division Multiple Access 
strengths and is aimed at top mobility performances.  
The Evolutionary Task Group builds on Orthogonal 
Frequency Division Multiplex 802.16-2004 
evolution to optimize throughput and availability for 
fixed to basic mobility applications. The 
Evolutionary Task Group addresses a wide range of 
business models going from backhaul to DSL 
extension to wireless laptop connectivity. 
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3.4 Attacks 
The commonly Message replay attack is one of the 
attacks on authentication and authenticated key 
establishment protocols and another commonly 
attack is Man-in-the-middle attack. The Other 
attacks are parallel session attackers, reflection 
attack, interleaving attack [1] attack due to type 
flaw, attack due to name omission etc. Interleaving 
Attack:  Interleaving Attack uses the messages from 
previous protocol sessions being run concurrently to 
the main protocol session, in order to provide the 
messages in the main protocol session. The request 
message is easy to be modified or impersonated 
without a mobile station signature. The attack still 
exists even with the signature from the mobile 
station. Multiplicity Attack: A new attack called 
Multiplicity Attack is on the original X.509 3- way 
authentication protocol  
 
 
3.5 Privacy and Key Management Protocol 
and authorization 
The 802.16 standard specifies a security as a 
separate layer called MAC security sub layer. Two 
protocols are used in this MAC security sub layer an 
encapsulation protocol for encrypting packet data, 
and Privacy and Key Management Protocol as 
shown in fig 8  distribute the key and provide secure 
communication between base station and a mobile 
station. The Privacy and Key Management Protocol 
uses X.509 digital certificates, RSA public-key 
algorithm, and strong encryption algorithm to 
perform key. A two-tier key system is used in IEEE 
802.16 system Authentication Key and Encryption 
Keys. The Authentication Key is used for 
authenticating mobile station to base station and the 
Authentication Key is used to secure the exchange 
of Transport Encryption Keys as shown in fig 8 and 
also mobile station also needs to authenticate a base 
station to keep away from malicious ones. The 
Privacy and Key Management authorization consists 
of a three-message exchange between a mobile 
station and a base station. The mobile station 
initiates the protocol by sending the first two 
messages and the base station responds to the third 
message. The mobile station uses Message 1 to push 
its Manufacturer X.509 certificate [23] to the base 
station so that the base station decide the mobile 
station as a trusted node, sometimes the security 
policy of the base station ignore this message as it is 
not a  trusted node.  
 

 
Fig 8: Privacy and Key Management version 2 

Protocol 
 

Then the mobile station immediately sends 
Message 2 to the base station consists of its X.509 
certificate and its identity SAID. Then the base 
station verifies the mobile station X.509 certificate  
[1] and authorizes the mobile station by sending 
Message 2 consists of authorization Security 
association between the two stations which is an 
authorization to access the WMAN channel. The 
Privacy and Key Management Protocol [25]  
consists of a two/three message exchange between 
the mobile station and a base station. The base 
station sends the first message which is an optional 
one unless it wants to rekey a data Security 
association or create a new Security association. The 
mobile station initiates the protocol by sending the 
second message by request Security association 
parameters and the base station responds with the 
third message as shown in fig 8. The mobile station 
must take Security association identifier from the 
authorization protocol Security association identifier 
[21] List or from a Message 1 as shown in fig 10 
with valid Hash function-based message 
authentication code. If Hash function-based message 
authentication code is valid and Security association 
identifier identifies one of mobile station Security 
association, base station configures the Security 
association using Message 3. 
 
 
4 Conclusions and Future Perspective 
   The first IEEE 802.16 standard was approved in 
2001 and published in 2002 includes air interface 
standard for wireless broadband. The IEEE 802.16j 
standard approved in 2009 provides multi-hop relay 
operation. The relay architecture in IEEE 802.16j 
standard provides coverage extension and capacity 
increase with reduced cost.  The IEEE 802.16j 
standard defines two layers physical and MAC 
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layers. The current technologies of physical and 
MAC layers are SOFDMA, Mobile WiMAX 
channel encoding process, Relay station grouping 
and Messages, Ideal mode operation, Paging and 
Location management, Privacy Key Management 
protocol, WiMAX physical layer security [1] , 
comparison of WIMAX OFDM , OFDMA and 
SOFDMA, Uplink Sub Frame: down link Sub 
Frame, IEEE 802.16 Protocol Stack, Privacy and 
Key Management Protocol and authorization. 
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