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Abstract: - Elliptic Curve Cryptography (ECC), which allows smaller key length as compared to conventional
public key cryptosystems, has become a very attractive choice in wireless mobile communication technology
and personal communication systems. In this research, the ECC encryption engine has been implemented in
Field Programmable Gate Arrays (FPGA) for two different key sizes, which are 131 bits and 163 bits. The
cryptosystem, which has been implemented on Altera’s EPF10K200SBC600-1, has taken 5945 and 6913 logic
cells out of 9984 for the key sizes of 131 bits and 163 bits respectively with an operating frequency 43 MHz,
and performs point multiplication operation in 11.3 ms and 14.9 ms for 131 bits and 163 bits implementation
respectively. In terms of speed, the cryptosystem implemented on FPGA is 8 times faster than the software

implementation of the same system.
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1 Introduction

The Internet revolution in the last decade has
enabled the success of e-commerce or electronic
commerce over the world. The initial idea of e-
commerce involves the conducting of business
communication and transaction over remote
computers. However, with the advent of new
technology, e-commerce may no longer be limited
to the use of computers, but involves small devices
such as PDA, mobile phones, palmtop, and
smartcard. The emergence of electronic commerce
over the small devices implies that there is a greater
need for faster and more secure transaction.
Conventional public key cryptosystem such as RSA,
Elgamal, and DSA may no longer be flexible to be
implemented on these small, memory constrained
devices. This is due to the fact that these
cryptosystems require a relatively long key length
(> 500 bits) to be intractable [1].

The candidate remains is the Elliptic Curve
Cryptosystem (ECC), which was first proposed in
1985 by N. Koblitz [2] and V. Miller [3]. ECC can
be built with relatively shorter operand length of
130-200 bits as compared to RSA, which needs
operands of 500-1024 bits [4]. This attractive
feature makes ECC applicable in hardware-
constrained environments such as hand phones and
smartcards. Moreover, ECC is proven to be secured
against known attacks as there are no sub-
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exponential time algorithms to attack cryptosystems
in this group [5]. ECC is currently standardized by
IEEE standards committee [6].

ECC has short key length with high
cryptographic strength as compared to RSA, DSA
and Elgamal [7,8,9]. There is no known Index
Calculus Algorithm attack to the setting of ECC,
while the RSA suffers from differential attack [10].
ECC hardware implementation use lesser transistor.
Currently implementation of 155 bits ECC has been
reported which uses only 11,000 transistors as
compared to RSA 512-bits implantation, which used
50,000 [11]. ECC is considered to be more secured
than RSA. The largest size broken of ECC is 108
bits, which approximately needed 65,000 times as
much as effort as breaking DES. Moreover,
factoring of 512 bits RSA took only about 2% of the
time required to break 108 bits ECC [11]. ECC
provides enhanced security since the underlying
curve can be freely chosen which allows a frequent
change of the encryption function [12]. ECC
provides wide variety of application such as key
exchange, privacy through encryption, sender
authentication and message integrity through digital
signatures [12].

It is well recognized that hardware
implementation of cryptographic ciphers provides
better security and performance than software
implementation [13]. However, the development
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cost is higher and the flexibility is reduced as
compared to software implementation.

The Field-programmable gate arrays (FPGA)
offers a potential alternative to speed up the
hardware realization [14-16]. From the perspective
of computer-aided design, FPGA comes with the
merits of lower cost, higher density, and shorter
design cycle [17-18]. It comprises a wide variety of
building blocks. Each block consists of
programmable look-up table and storage registers,
where interconnections among these blocks are
programmed through the hardware description
language [19-21]. This programmability and
simplicity of FPGA made it favorable for
prototyping digital system. FPGA allows the users
to easily and inexpensively realize their own logic
networks in hardware. FPGA also allows modifying
the algorithm easily and the design time frame for
the hardware becomes shorter by using FPGA [22-
23].

In this study, a unified framework for FPGA
realization of ECC is designed by means of using a
standard hardware description language VHDL for
two different key sizes. The use of VHDL for
modeling is especially appealing since it provides a
formal description of the system and allows the use
of specific description styles to cover the different
abstraction levels (architectural, register transfer and
logic level) employed in the design [24-26]. In the
computation of method, the problem is first divided
into small pieces, each can be seen as a submodule
in VHDL. Following the software verification of
each submodule, the synthesis is then activated. It
performs the translations of hardware description
language code into an equivalent netlist of digital
cells. The synthesis helps integrate the design work
and provides a higher feasibility to explore a far
wider range of architectural alternative [27-28]. The
method provides a systematic approach for
hardware realization, facilitating the rapid
prototyping of the Elliptic Curve Cryptography
system. The performance of the system is
investigated and compared to others implementation
as well.

2. Background on Elliptic Curves
Initially, elliptic curves have been used in the field
of number theory to devise efficient algorithm for
factoring integers and primality proving. The use of
elliptic curve in the field of cryptography was
proposed by N. Koblitz [2] and V. Miller [3] in
1985.
An elliptic curve is an equation of the form:
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y2+a1xy+a3y=x3+a2x2+a4x+a6 (1)

From the above equations, the elliptic curves can
be split into 2 classes, namely supersingular and
non-supersingular curves.A supersingular elliptic
curve is the set of solutions to the equations:

2)

y2+a3y=x3+a4x+a6

where 4a43 +27a, 220

A non-supersingular curve is the set of solutions to
the equations:

3)

y2+xy=x3+a2x2+a6

where ag #0.

Since non-supersingular curve provides a far
greater security than supersingular curve [29], non-
supersingular curve has been chosen for this
research. By studying this kind of equation over
various mathematical structures, such as real
number, a ring or a field [30], elliptic curve over a
finite field has been considered. This is because
calculations over the real numbers are slow and
inaccurate due to round-off error and cryptographic
applications require fast and precise arithmetic [30].

2.1 Elliptic Curves Over Binary Fields
GF(22"

Finite Field or Galois Field is a set of finite number
of elements, denoted as GF(q). It shall be noted that
GF(q) is a finite field consisting of g elements. For
example, GF{( 2? ) consists of 2? elements (00, 01, 10,
11). Every element in GF(2") can be represented as
a polynomial A(x) = ax""+.....+a, with coefficients
a; € {0,1}. An elliptic curve with the underlying

field GF(2") is formed by choosing the curve
coefficients a, and as within GF(2") (only condition
is that a4 is not 0).

2.1.1 Galois Field Arithmetic

Generally, there are 3 important arithmetic
operations over the binary Galois Field (GF(2")),
which includes Addition, Multiplication and
Inversion.

Addition: Addition in GF(2") is a simple operation.
Addition of 2 elements, C(x) = A(x) + B(x), is
performed by bitwise XORing the coefficients of
the two polynomials, as follows:
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A0=G X 4. +Gx+Gy) @
(A X A AXHA) B B+ R)

where A; +B; =C; e GF(2") and C(x)e GF(2")

Multiplication: The multiplication of 2 finite fields

elements A(x), B(x) € GF(2") can be performed as
follows:
C(x) = A(x) X B(x) mod P(x), 5)
where P(x) is the irreducible polynomial of the field
GF(2").

Inversion: Inversion is the most time consuming
operation in Galois Field. The result is ‘1’ for the
multiplication operation between a field element and
its inverse performed. The algorithm to get the
inverse of an element:

B(x) = A~ (x) mod P(x) (6)

1= A(x)x B(x) mod P(x) (N

2.2 Elliptic Curve
Problem (ECDLP)
At the foundation of every public key cryptosystem
is a hard mathematical problem that is
computationally infeasible to solve. The discrete
logarithm problem is the basis for the security of
many cryptosystems including the Elliptic Curve
Cryptosystem. More specifically, the ECC relies
upon the difficulty of the Elliptic Curve Discrete
Logarithm Problem (ECDLP). In particular, for an
elliptic curve E, the elliptic curve discrete logarithm
problem (ECDLP) is given Q, P € E, find the
integer, k, such that [31],

Discrete Logarithm

Q =kp ®)

In fact, the security of the elliptic curve
cryptosystem is based on the presumed intractability
of this problem. At present, the difficulty of the
discrete logarithm on elliptic curve is orders of
magnitude harder than others cryptosystems. This
feature has made the Elliptic Curve Cryptosystem
more powerful than others.

2.3 Elliptic Curve Cryptography

The elliptic curve discrete logarithm problem can be
used as the basis for various public key
cryptographic protocols such as key exchange,
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digital signatures, and encryption. In this project, the
encryption process is considered only. In this
section, the encryption protocol for Elliptic Curve
Cryptography is given.

2.3.1 Encryption

System Setup: A Galois finite field GF(2") is chosen
on an elliptical curve with a point P lying in GF, n
denotes the order of P. GF, P and n is made public.

Secret Key Generation:
¢ Generate a random number k € n-/
e Compute Q = kP
e Point Q is made Public.
e kis made private or secret key.

Encryption Process:
(Suppose Alice sends a message m to Bob)
e Look up Bob’s Public Key: O
e Represent the message m as a pair of the
field elements (M;, M,), M; € GF, M,e
GF.
e Select a random integer a, such that
ac n-l.
e Compute the point (X;, Y;) = aP.
¢ Compute the point (X3, ¥Y2) = aQ.
e Calculate C; = X, xM;and C, =Y, xM.,.
e Transmit the data C = (X, Y;, C;, C,) to
Bob.

2.3.2 Decryption
(Bob gets the text message C from Alice)
e Compute the point (X3, Y5) = k (X}, Y)),
using its private key k.
e Recover the message by calculating M; =
Xg-j xC; and M, = Y2-1 X Cj.

3. Design Overview

Figure 1 shows the top level design of the elliptic
curve encryption engine. It consists of three major
functional blocks, which are arithmetic operation
block, control block, storage block. The arithmetic
operation block is used to perform the arithmetic
operation such as point doubling and point addition.
The control block is used to control the arithmetic
operation block in order to perform the encryption
process. Lastly, the storage block is used to store the
intermediate result from the arithmetic operation as
well as the coefficients of the elliptic curve.
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Fig. 1: The top level design of the cryptosystem

3.1 The Design Hierarchy
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Fig. 2: The design hierarchy of elliptic curve
cryptosystem

Figure 2 shows the design hierarchy of the
elliptic curve encryption engine. The entire design
process is divided into three levels. The low level
defines the 3 basic finite field arithmetic operations,
which are field addition, inversion and
multiplication. By combining these operations, one
can realize the operations of point doubling and
point addition. The highest level of operation is
point multiplication, which is the core operation in
of the system.

Point multiplication algorithm: The task of point
multiplication is to compute kP, where k is a
positive integer and P is a point on the elliptic
curve. This operation, as mentioned earlier, forms
the basis of public key cryptography using elliptic
curve. The standard method for point multiplication
is the double-and-add algorithm as given in [31]. In
this algorithm, all the bits in binary representation of
k except the first one are traversed from left to right.
For each ‘0’, a point doubling operation will be
performed, and for each ‘1’, a point doubling
followed by a point addition operation will be
performed. Since for a random n bit number k, a
average of n/2 bits is ‘1°, the total number of
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operations for a complete point multiplication is
about n doublings and n/2 addition.

3.2 Results and Discussion

Results were gathered from Quartus II after the
synthesis process. Since two different key lengths
have been implemented, which are 131 and 163, the
results for both fields are given so that a comparison
can be made. The results are presented in terms of
maximum operating frequency and number of logic
cells (LC) required. The device chosen for all
implementations is EPF10K200SBC600-1 from
family FLEX10KE.

Table 1 shows the synthesis result from the top
level of the Elliptic Curve Cryptosystem. For 131
bits key, the required area is 5945 logic cells with a
maximum operating frequency of 45.87 MHz. For
163 bits key, 6913 logic cells are required with a
maximum frequency of 43.38 MHz. From this
result, it shows that to increase the security of the
system from 131 bits to 163 bits, an additional of
about 1000 logic cells are required. However, the
speed of the system (maximum frequency) does not
degrade much with the increase size of the key.

Table 1: The synthesis result of the final design

Key Area Clock Maximum
Length (LC) Period Operating
(bits) (ns) Frequency(MHz)
131 5945/9984 21.8 45.87

(59.8%)
163 6913/9984 23.0 43.48

(69.2%)

3.3 Timing Simulation

3.3.1 Encryption

The timing simulation for encryption process is
shown in Figure 3 and 4. The “encryption” port is
used to determine which operation to be performed.
When it is ‘1°, the encryption process was carried
out. Conversely, when it is ‘0’, the decryption
process is executed. For encryption process, the
input parameters are P = (1, 2), Q = 2P = (6, D)
and the original message is (A, B). After the
encryption process, the encrypted data is:

(4B24C3FB55749194B24C3FB5574919424,586C9
34F00F2ES57BFF2EAA89ESBO2ES3B, 1999D47494
2D947B7EDEIOF8F83631D21,77D3A7D446D15B
295791566A912F91D79)
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Input:
P=(,2),0=2P = (6, D), plain message = (A, B),
secret key, a = 6

Calculation:
6P=(X,,Y;)=(4B24C3FB55749194B24C3FB557491
9424,586C934F00F2E57BFF2EAA89ESBO2ES3B)
60=(X,,Y,)=(3C3C3758BDFB68A6D9B657E6B3F
8F8307,69A74E89COFBBI1049E82C20F67046712)
Ci1=XoxM,;
=3C3C3758BDFB68A6D9B657E6B3FS8F8307 XA
=1999D474942D947B7EDE10FSF83631D21
C2: Yz)dWZ
=69A74E89COFBBI1049E82C20F670467126 x B
= 77D3A7D446D15B295791566A912F91D79

Output:

Encrypted data=(X,, Y, C; C,)
=(4B24C3FB55749194B24C3FB5574919424,586C
934F00F2ES57BFF2EAAS9ESBO2ES3B, 1999D4749
42D947B7EDEIOFSF83631D21,77D3A7D446D15

B295791566A912F91D79).

3.3.2 Decryption

For decryption process, the timing simulation is
shown in Figure 5 and 6. To decrypt the encrypted
message form during encryption simulation, the
decryption simulation is performed. From  this
simulation, the original message, which is (A, B) is
recovered.

Input:

Encrypted message (X,, Y;, C; Cs) =
(4B24C3FB55749194B24C3FB5574919424,586C9
34FO00F2E57BFF2EAA89ESBO2ES53B, 1999D47494
2D947B7EDEIOF8F83631D21,77D3A7D446D15B
295791566A912F91D79).

Decryption key, n = 2

Calculation:

(X2, Y2) =2(X, Y1) =

(3C3C3758BDFB68A6D9B657E6B3F8F8307,
69A74ES9COFBB1049E82C20F670467126)

XZ'I =407288F2DF187A49DC4E01F56 EOED720D

Yg'l = 55ACCBBI167058CC9869E3AF1E945804EF

M]ZXZ_IXCIZA

M, :Y2-1XC2 =B

Output:
(Mb MZ) = (A’ B)
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3.4 Performance Analysis

The timing requirement for various elliptic curve
operations is listed in Table 2. This timing
requirement is measured by assuming that the
system is operating on maximum frequency. This
means that the clock period for 131 bits key system
is 21.8 ns and 163 bits key system is 23.0 ns. It is
noted that the timings presented in Table 2 are only
average value because different point on elliptic
curve will yield slightly different value.

From the result, the time required to compute a
131 bits point multiplication is about 11.3 ms. This
is estimated by assuming that the number of ‘1’ and
‘0’ in the secret key are the same. For 163 bits
implementation, it requires about 149 ms to
perform the same operation. This is about 8 times
faster than software implementation, where an
average of 123 ms is required to compute 176 bits
multiplication.

To estimate the throughput of
cryptosystem, the following formula can be used:

the

2xkey sizes

Throughput = 9)

encryption speed

Table 2: Times for various elliptic curve operations

Key Operations Average

length Timing

(bits)

131 Finite field addition 40.0 ns
Finite field multiplication 3.38 us
Finite field inversion 47.8 us
Point addition 53.3 us
Point doubling 59.9 us
Point multiplication 11.3 ms
Encryption 22.6 ms
Decryption 11.4 ms

163 Finite field addition 45.0 ns
Finite field multiplication 3.57 us
Finite field inversion 50.5 ps
Point addition 56.3 us
Point doubling 63.2 us
Point multiplication 14.9 ms
Encryption 29.8 ms
Decryption 15.9 ms

It is noted that the estimation takes into
consideration that in each encryption process, 2
pieces of data can be encrypted using coordinate x
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and y, which have size equivalent to the system key
sizes.

By using the above estimation, the throughput of
131 bits implementation is 11.6 kbits / s and for 163
bits implementation is 10.9 kbits / s.

4 Conclusion

Hardware implementation of Elliptic Curve
Cryptography encryption engine has been shown in
this paper. The system is designed using VHDL, and
implemented on a FPGA, EPF10K200SBC600-1 by
Altera. For 163 bits key length, the system operates
at a frequency of 43 MHz and performs the point
multiplication operation in 14.9 ms. This is much
faster than the software implementation, where
about 120 ms is required for the same operation.

The cryptosystem is implemented in 2 different
key lengths, 131 bits and 163 bits. From the
synthesis result, increasing form 131 bits to 163 bits
it only requires an additional of about 1000 logic
cells in the FPGA, without degrading much on the
timing performance. However, the security is gained
by increasing 131 bits to 163 bits which is indeed
the most attractive feature of elliptic curve
cryptography.

In summary, it is shown that elliptic curve
cryptosystem can be efficiently implemented on a
commercial FPGA, resulting in very flexible
implementation with increased speed performance
over the software solution.
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160.0ns

Name: l ISJ.IDnEa EﬂJiﬂns 4511}]{13 600 .Iﬂns ?E‘I].’U ns QII.IUns 1 .Dlﬁus 1 .?!’us
= clk
= reset
= encryption
=i ALU sel
- datal|130.0]
& output[130..0)

d/ [ECC_CONTROL&|state
= key|130.0]
=g done

00000000000000000  00000000000000000  00000000000000000  00000000000000000  0O000000000000000  00000000000000000
0000000000000001 0000000000000002  0000000000000003 0000000000000006  000000000000000A  0QOODO00000000000E

Fig. 3: Timing simulation for encryption process (part 1)
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ﬂ531 A569us
Name: J_ 531.]5us 531.13us 531.55us 531 .lﬁus 531.3'5us 531 .JElus
reset
encryplion
g AL sel
i data0[130.0) 000000000000000000000000000000000
5 outpul]130.0) - N rroawnenisessraiseasioreion
@ |ECC_CONTROLSlstate encrypt Youput - B -\ L\ halt
B key[130.0) "7 0je000000000000000000000000006
=i done / X \
4B24C3FB55 ?:étiB}ﬁl 586CO934F00F2ESTBEFE2 1555D474542D%47BTED
C3FB5574919424 EAARSESBO2ESIB E10F8F83631D21
Fig. 4: Timing simulation for encryption process (part2)
ulEﬂ.Dns
Name: l 150{0ns HII.lIJns dﬁl]iI]na E]lllilns ?&]iI]ns E[I_llilns
- TUL
= reset _|_|
= encryplion
=g AL sel
5% 1.0 AT
o output[130..0] / !

@ [ECC_CONTROLSfstate | init }ad! f load? yuaﬂ}{madawmaﬂ\ 1 -1 loops

i key[190.0] / /

- e 7 /

/

4B24C3FB33749194B24
C3FB3374919424
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EAAROERBOZES3E E10F8FE3631D21 1566A912F91DT9

Fig. 5: Timing simulation for decryption process (part 1)
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u2&5.81 us
Name: | 26us 265 75us B ke e
reset
encryption
= ALU_sel 000000000000
= data0[130.0] 00000000000000000000000000000000
Iﬁ output[130..0] : I(]:] / H 8
@ [ECC_CONTROL S/state deonpt_ oup? Yot { ] &
(I key[130.0] ' 2
=8 done ‘ l

00000000000000000000000000000000A

Fig. 6: Timing simulation for decryption process (part 2)
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